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Abstract— In mobile ad hoc networks (MANETs), a 

primary requirement for the establishment of 

communication among nodes is that nodes should cooperate 

with each other. In the presence of malevolent nodes, this 

requirement may lead to serious security concerns; for 

instance, such nodes may disrupt the routing process. In this 

context, preventing or detecting malicious nodes launching 

gray hole or collaborative black hole attacks is a challenges 

and its attempt to resolve this issue by designing a dynamic 

source routing (DSR)-based routing mechanism, which is 

referred to as the cooperative bait detection scheme (CBDS), 

that integrates the advantages of both proactive and reactive 

defense architectures and also have a tendency to 

concentrate on sleep planning for geographic routing in 

duty-cycled WSNs with mobile sensors and propose 2 

geographic-distance-based connected-k neighbourhood 

(GCKN) sleep planning algorithms. One is that the 

geographic-distance-based connected-k neighbourhood for 

first path (GCKNF) sleep planning formula. The other is 

that the geographic-distance-based connected-k 

neighbourhood for all ways (GCKNA) sleep planning 

formula. Recently, the research focus on geographic routing, 

a promising routing scheme in mobile sensors, is shifting 

toward duty-cycled in which sensors are sleep scheduled to 

reduce energy consumption. 
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I. INTRODUCTION 

Ad hoc networks are a new wireless networking paradigm 

for mobile hosts. Unlike traditional mobile wireless 

networks, ad hoc networks do not rely on any fixed 

infrastructure. Instead, hosts rely on each other to keep the 

network connected. The military tactical and other security-

sensitive operations are still the main applications of ad hoc 

networks, although there is a trend to adopt ad hoc networks 

for commercial uses due to their unique properties. One 

main challenge in design of these networks is their 

vulnerability to security attack. 

Mobile Ad Hoc Networks (MANETs) are wireless 

networks in which the mobile nodes exchange information 

without the help of any predefined infrastructure. In such 

networks also called spontaneous networks, the nodes 

collaborate to provide the basic network services. Due to 

their communication type and resources constraint, 

MANETs are vulnerable to diverse types of attacks and 

intrusions. 

MANET is capable of creating a self-configuring 

and self-maintaining network without the help of a 

centralized infrastructure, which is often infeasible in 

mission critical applications like military conflict or 

emergency recovery. Minimal configuration and quick 

deployment make MANETs ready to be used in emergency 

circumstances where an infrastructure is unavailable or 

unfeasible to install in scenarios like natural or human-

induced disasters, military conflicts and medical emergency 

situations. Due to these unique characteristics, MANETs are 

becoming more and more widely implemented in the 

industry. However, considering the fact that MANET is 

popular among mission critical applications, network 

security is of vital importance. 

Due to the widespread availability of mobile 

devices, mobile ad hoc networks (MANETs) have been 

widely used for various important applications such as 

military crisis operations and emergency preparedness and 

response operations. This is primarily due to their 

infrastructure less property. In a MANET, each node not 

only works as a host but can also act as a router. While 

receiving data, nodes also need cooperation with each other 

to forward the data packets, thereby forming a wireless local 

area network. 

These great features also come with serious 

drawbacks from a security point of view. Indeed, the 

aforementioned applications impose some stringent 

constraints on the security of the network topology, routing, 

and data traffic. For instance, the presence and collaboration 

of malicious nodes in the network may disrupt the routing 

process, leading to a malfunctioning of the network 

operations. Many research works have focused on the 

security of MANETs.  

Most of them deal with prevention and detection 

approaches to combat individual misbehaving nodes. In this 

regard, the effectiveness of these approaches becomes weak 

when multiple malicious nodes collude together to initiate a 

collaborative attack, which may result to more devastating 

damages to the network. The lack of any infrastructure 

added with the dynamic topology feature of MANETs make 

these networks highly vulnerable to routing attacks such as 

black hole and gray hole (known as variants of black hole 

attacks). 

II. LITERATURE REVIEW 

The absence of any control on packets forwarding, make 

these networks vulnerable by various deny of service attacks 

(DoS). A node, in wireless ad hoc network, counts always 

on intermediate nodes to send these packets to a given 

destination node. An intermediate node, which takes part in 

packets forwarding, may behave maliciously and drop 

packets which goes through it, instead of forwarding them to 

the following node. Such behavior is called black hole 

attack. After having specified the black hole attack, a secure 

mechanism, which consists in checking the good forwarding 

of packets by an intermediate node. A schedule-based 

approach, such as time division multiple access, is more 

efficient than a contention-based approach in terms of 

energy saving by switching sensors into sleeping mode. 

However, it does not use the transmission media effectively 

as each time slot is dedicated to a sensor and therefore 
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cannot be used by others should it be idle. Moreover, a 

schedule-based approach requires a central node to manage 

and broadcast the schedule to other members, causing high 

delay and unscalability. 

A new energy-efficient local metric, which is 

called the efficient advancement metric (EAM), for sensor 

networks. EAM considers both the maximum forwarding 

distance and the packet’s successful transmission probability 

by taking into account the wireless channel condition. This 

will enable the forwarding node to choose the most energy-

efficient relay node in the geographic-informed routing 

protocol. Young-Jin Kim shows the existence of the unique 

optimal relay node to maximize EAM over a typical 

Nakagami-m channel of a code-division multiple-access 

(CDMA)-based WSN. 

A new information model for the geographic 

greedy forwarding routing that only forwards the packet 

within the so-called request zone. Under this new 

information model, the hole and its affected area are 

identified easily and quickly in an unsafe area with a 

labeling process. The greedy forwarding will be blocked if 

and only if a node inside the unsafe area is used. Due to the 

shape of the request zone, an unsafe area can be estimated as 

a rectangular region in the local view of unsafe nodes. With 

such estimate information, the new routing method proposed 

to avoid blocking by holes and achieve better performance 

in routing time while the cost of information construction is 

greatly reduced compared with the best results known to 

date.a mesh-based multicast protocol, called centered 

protocolfor unified multicasting through announcements 

(CPUMA), that achieves comparable reliability as existing 

mesh-based multicast protocols, however, with significantly 

much less data overhead. In CPUMA, a distributed core-

selection and maintenance algorithm is used to find the 

source-centric center of a shared mesh. The proposed 

centering scheme allows reducing data packet overhead and 

creating forwarding paths toward the nearest mesh member 

instead of the core to reduce latency. 

III. NETWORK SIMULATOR (NS2) 

Network Simulator (NS2) is a discrete event driven 

simulator developed at UC Berkeley. It is part of the VINT 

project. The goal of NS2 is to support networking research 

and education. It is suitable for designing new protocols, 

comparing different protocols and traffic evaluations. NS2 is 

developed as a collaborative environment. It is distributed 

freely and open source. A large amount of institutes and 

people in development and research use, maintain and 

develop NS2. This increases the confidence in it. Versions 

are available for FreeBSD, Linux, Solaris, Windows and 

Mac OS X. 

A. Structure of NS2 

NS2 is built using object oriented methods in C++ and OTcl 

(object oriented variant of Tcl. 

 
Fig. 2: Simplified User’s View of Ns 

In Figure 3.1, NS2 interprets the simulation scripts 

written in OTcl. A user has to set the different components 

(e.g. event scheduler objects, network components libraries 

and setup module libraries) up in the simulation 

environment. The user writes his simulation as anOTcl 

script, plumbs the network components together to the 

complete simulation. If he needs new network components, 

he is free to implement them and to set them up in his 

simulation as well. The event scheduler as the other major 

component besides network components triggers the events 

of the simulation (e.g. sends packets, starts and stops 

tracing). Some parts of NS2 are written in C++ for 

efficiency reasons. The data path (written in C++) is 

separated from the control path (written in OTcl). Data path 

object are compiled and then made available to the OTcl 

interpreter through an OTcl linkage (tclcl) which maps 

methods and member variables of the C++ object to 

methods and variables of the linked OTcl object. The C++ 

objects are controlled by OTcl objects. It is possible to add 

methods and member variables to a C++ linked OTcl object. 

B. Node Creation 

 
Fig. 3: Design Nodes in Network 

C. Malicious Node Detection 

 
Fig. 4: Detects Malicious Nodes in Network 



Energy Efficient and Defending Against Attacks in Manet Using CBDS 

 (IJSRD/Vol. 5/Issue 02/2017/225) 

 

 All rights reserved by www.ijsrd.com 840 

D. Communication Establishment 

 
Fig. 5: Communication Establishment between Nodes in 

Network 

IV. RESULT AND DISCUSSION 

Resource utilization and security in MANETs is of prime 

importance in several scenarios of deployment such as 

battlefield, event coverage, etc. 

Wireless ad hoc networks have open medium and 

dynamic topology, making them vulnerable to malicious 

attacks. The packet dropping attack is a type of denial of 

service in which a node in the network will drop the packets 

instead of forwarding them. The consequence of not 

forwarding others packets or dropping others packets 

prevents any kind of communication to be established in the 

network. Therefore, the need to address the packet dropping 

event takes higher priority for the mobile ad hoc networks to 

emerge and operate successfully. 

The primary objective of the proposed work   is to 

provide secured routing and to prevent the malicious nodes 

from participating in the route discovery and maintenance 

process. This secure route discovery increases the 

performance of the quality of service and makes the 

communication faster.  

Simulator NS-2.35 

Total no of Nodes 50 

Simulator Area 1600*1500 m 

Simulation Time 30s 

Table 1: Simulation parameters 

A. Energy Consumption 

The Figure 4.2 shows the comparison result of the existing 

work and the proposed work. Moreover, the main 

complexity falls on the number of messages communicated 

to preserve the capacity of the network. The advantage of 

ERD is that it produces no additional traffic for 

communication when there are larger proportions of 

malicious node in the network. The proposed work 

establishes the secure route path between source and 

destination node. Effective energy utilization is achieved in 

our proposed approach. The performance of average energy, 

here the energy consumed by all the nodes for 

communication can be reduced using sleep scheduling 

routing technique. 

 
Fig. 5: Energy Consumption 

B. Throughput 

Throughput is defined as the total number of packets 

delivered over the total simulation time. It is measured in 

terms of bits/sec. Throughput should be maximum for the 

better performance of the system.  

 
Fig. 6: Throughput 

The Figure 4.3 shows the comparison result of the 

existing work and the proposed work. The proposed work 

exhibits maximum throughput even when percentage of 

malicious node is high in thenetwork. It is evident that the 

proposed ERD sustain better throughput than existing 

approach as the number of malicious node causing the 

packet drop attack is increased.It likely to deliver packets 

faster and with less consumption, thus the utilized 

throughput increased. 

C. Packet Delivery Ratio 

Throughput: It is the number of packets/bytes received by 

source per unit time. It is an important metric for analyzing 

network protocols. Packet Delivery Ratio (PDR): It is 

theratio of actual packet delivered to total packets sent. 

 
Fig. 7: Packet Delivery Ratio 
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The Figure.4.4: shows the packet delivery ratio: 

that is   how many application packets GPSR delivers 

successfully for varying values of B, the beaconing interval, 

as a function of pause time. 

D. Comparative Study  

Performance Metrics 
Existing 

(DSR) 

Proposed 

(CBDS) 

Throughput Low(70%) Increased(95%) 

Energy consumption High(95%) Reduced (40%) 

Packet delivery ratio Low (60%) Increased (95%) 

Table 2: Comparison of results 

When compared to existing scheme, ERD technique 

provides better result and improves the network 

performance in terms of throughput, energy consumption, 

packet delivery ratio.Table 4.5 shows the comparison of 

performance metrics between existing and proposed work. 

V. CONCLUSION AND FUTURE WORK 

Various issues in MANET due to dynamic infrastructure 

and no centralized administration make such network more 

vulnerable to many attacks. In this research, proposed a new 

mechanism (called the CBDS) for detecting malicious nodes 

in MANETs under gray/collaborative blackhole attacks.  

The address of an adjacent node is used as bait 

destination address to bait malicious nodes to send a reply 

RREP message, and malicious nodes are detected using a 

reverse tracing technique. Any detected malicious node is 

kept in a blackhole list so that all other nodes that participate 

to the routing of the message are alerted to stop 

communicating with any node in that list. Unlike previous 

works, the merit of CBDS lies in the fact that it integrates 

the proactive and reactive defense architectures to achieve 

the aforementioned goal.In the proposed work two GCKN 

(Geographic-distance-based Connected-k Neighbourhood) 

algorithms, which effectively extend existing geographic 

routing algorithms designed for static WSNs into duty-

cycled mobile WSNs by applying sleep scheduling. 

A node should go to sleep assuming that at least k 

of its neighbours will remain awake so as to save energy as 

well as keep it k-connected. The asleep or awake state of 

nodes should be allowed to change between epochs so that 

all nodes can have the opportunity to sleep and avoid 

staying awake all the time, thus distributing the sensing, 

processing, and routing tasks across the network to prolong 

the network lifetime.In future work, most current Met 

heuristic research has focused on small scale problems, it 

will be extremely useful if further research can focus on 

large-scale real-world applications. The EASR (Energy 

Aware Sink Relocation) scheme mainly focuses on when the 

sink will be triggered to perform the relocation process and 

where to move to. Here routing is based on remaining 

energy of the sensor nodes in the path. To achieve this type 

of routing, we use Maximum Capacity Path (MCP) 

Algorithm. 
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