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Abstract— As more users are connected to the Internet and 

conduct their daily activities electronically, computer users 

have become the target of an underground economy that 

infects hosts with malware or adware for financial gain. 

Unfortunately, even a single visit to an infected web site 

enables the attacker to detect vulnerabilities in the user’s 

applications and force the download a multitude of malware 

binaries. Frequently, this malware allows the adversary to 

gain full control of the compromised systems leading to the 

ex-filtration of sensitive information or installation of utilities 

that facilitate remote control of the host. We believe that such 

behavior is similar to our traditional understanding of botnets. 

However, the main diff erence is that web-based malware 

infections are pull-based and that the resulting command 

feedback loop is looser. To characterize the nature of this 

rising thread, we identify the four prevalent mechanisms used 

to inject malicious content on popular web sites: web server 

security, user contributed content, advertising and third-party 

widgets. For each of these areas, we present examples of 

abuse found on the Internet. Our aim is to present the state of 

malware on the Web and emphasize the importance of this 

rising threat. Spamming is the most malicious task which 

allows the attackers to send the unwanted bulk messages to 

the users. Spam is flooding the internet with many copies of 

the same message in an attempt to force the message on 

people who would not otherwise choose to receive it. Most 

spam is commercial advertising, often for dubious products. 

Email spam targets individual users with direct mail 

messages. Email spam lists are often created by   stealing 

Internet mailing lists, or searching the Web for addresses. 

Spam costs very little to the sender. Spam collection and 

detection system prevents in receiving spam messages. It 

protects email and web based messengers from receiving 

spam messages. It displays a notification if any spam mail or 

message received 
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I. INTRODUCTION 

Internet services are increasingly becoming an essential part 

of our everyday life. We rely more and more on the 

convenience and flexibility of Internet-connected devices to 

shop, communicate and in general perform tasks that would 

otherwise require our physical presence. Although very 

beneficial, Internet transactions can expose user sensitive 

information. Banking and medical records, authorization 

passwords and personal communication records can easily 

become known to an adversary who can successfully 

compromise any of the devices involved in on-line 

transactions. Unfortunately, the user’s personal computer 

seems to be the weakest link in these transactions. Contrary 

to the small set of applications running in the tightly managed 

and frequently updated commercial servers, a personal 

computer contains a large number of applications that are 

usually neither managed nor updated. To make things worse, 

discovering older, vulnerable versions of popular 

applications is an easy task: a single visit to a compromised 

web site is sufficient for an attacker to detect and exploit a 

browser vulnerability. Therefore, the goal of the attacker 

becomes identifying web applications with vulnerabilities 

that enable him to insert small pieces of HTML in web pages. 

This HTML code is then used as a vehicle to test large 

collections of exploits against any user who visits the infected 

page. 

II. DETECTING DANGEROUS WEB PAGES 

 Before we describe how to detect malicious web pages 

automatically, we need to explain our definition of malicious. 

A web page is deemed malicious, if it causes the automatic 

installation of software without the user’s knowledge or 

consent. We do not attempt to investigate the actual 

behaviour. We heuristically select candidate URLs and 

determine via execution in a virtual machine if the URL 

exhibits malicious behaviour of the installed software but 

rather identify the mechanisms used to introduce the software 

into the system via the browser. Our automated analysis 

harnesses the fact that Google, as part of indexing the web, 

has the content of most web pages already available for post-

processing. We divide the analysis into three phases: 

identification of candidate URLs, in-depth verification of 

URLs and aggregation of malicious URLs into site level 

ratings. In first phase we employ MapReduce to process all 

the crawled web pages for properties indicative of exploits. 

MapReduce is a programming model that operates in two 

stages: the Map stage takes a sequence of key-value pairs as 

input and produces a sequence of intermediate key-value 

pairs as output. The Reduce stage merges all intermediate 

values associated with the same intermediate key and outputs 

the final sequence of key-value pairs. We use the Map stage 

to output the URL of an analyzed web page as key and all 

links to potential exploit URLs as values. In the simple case, 

this involves parsing HTML and looking for elements known 

to be malicious, for example, an iframe pointing to a host 

known to distribute malware. This allows us to detect the 

majority of malicious web pages. To detect pages that do not 

fall in the previous categories, we examine the interpreted 

Javascript included on each web page. We detect malicious 

pages based on abnormalities such as heavy obfuscation 

commonly found as part of exploits; see Section 6.1 for more 

details. The Reduce stage simply discards all but the first 

intermediate value. The MapReduce allows us to prune 

several billion URLs into a few million. We can further 

reduce the resulting number of URLs by sampling on a per-

site basis; implemented as another MapReduce. To verify that 

a URL is really the cause of a web browser exploit, we 

instrument Internet Explorer in a virtual machine. We then 

feed and ask it to navigate to each candidate URL. We record 

all HTTP fetches as well as state changes to the virtual 

machine such as a new processes being started, registry and 

file system changes. For each URL, we score the analysis run 
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by assigning individual scores to each recorded component. 

For example, we classify each HTTP fetch using a number of 

diff erent anti-virus engines. The total score for a run is the 

sum of all individual scores. 

III. CONTENT CONTROL 

To determine how exploits are placed on a web page, it is 

important to understand the components that constitute a web 

page and their corresponding dependencies. Usually, the 

majority of a web site’s content is created by the web site 

owner. However, as web sites are more and more supported 

by advertising, they may also display ads from third-party 

advertising networks. These ads are usually connected to the 

web page via external Javascript or iframes. Moreover, some 

sites allow users to contribute their own content, for example 

via postings to forums or blogs. Depending on the site’s 

configuration, user contributed content may be restricted to 

text but often can also contain HTML such as links to images 

or other external content. To make web pages look more 

attractive, some web masters include third-party widgets 

ranging from simple traffic counters to complex calendaring 

systems as part of their design. As external content is 

normally not under the web master’s control, she needs to 

trust that content from external links is safe. Unfortunately, 

this is often not the case. In this section, we present a detailed 

analysis of the diff erent types of content control and how they 

are being misused to compromise unsuspecting visitors. 

IV. WEB SERVER SECURITY 

The contents of a web site are only as secure as the set of 

applications used to deliver the content, including the actual 

HTTP server, scripting applications (e.g. PHP, ASP etc.) and 

database backends. If an adversary gains control of a server, 

she can modify its content to her benefit. For example, she 

can simply insert the exploit code into the web server’s 

templating system. As a result, all web pages on that server 

may start exhibiting malicious behavior. Although we have 

observed a variety of web server compromises, the most 

common infection vector is via vulnerable scripting 

applications. We observed vulnerabilities in phpBB2 or 

Invision Board that enabled an adversary to gain direct access 

to the underlying operating system. That access can often be 

escalated to super-user privileges which in turn can be used 

to compromise any web server running on the compromised 

host. This type of exploitation is particularly damaging to 

large virtual hosting farms, turning them into malware 

distribution centers. 

V. RELATED WORK 

Moshchuk et. al conducted a study of spyware on the web by 

crawling 18 million URLs in May 2005 . Their primary focus 

was not on detecting drive-by-downloads but finding links to 

executables labeled spyware by an adware scanner. However, 

they also sampled 45,000 URLs for driveby-downloads and 

showed a decrease in drive-by-downloads over time. Our 

analysis is diff erent in several ways: we systematically 

explain how drive-by-downloads are enabled and we have 

conducted a much larger analysis. We analyzed the content 

of several billion URLs and executed an in-depth analysis of 

approximately 4.5 million URLs. From that set, we found 

about 450,000 URLs that were successfully launching drive-

by-downloads of malware binaries and another 700,000 

URLs that seemed malicous but had lower confidence. This 

is a much larger fraction than reported by the University of 

Washington study. HoneyMonkey from Wang et. al is a 

system for detecting exploits against Windows XP when 

visiting web page in Internet Explorer [8]. The system is 

capable of detecting zero-day exploits against Windows and 

can determine which vulnerability is being exploited by 

exposing Windows systems with diff erent patch levels to 

dangerous URLs. Our analysis is diff erent as we do not care 

about specific vulnerabilities but rather about how many 

URLs on the Internet are capable of compromising users. 

During their study, HoneyMonkey was used to analyze about 

17,000 URLs for exploits and found about 200 that were 

dangerous to users. 

VI. EXPLOITATION MECHANISMS  

To install malware on a user’s computer, an adversary first 

needs to gain control over a user’s system. A popular way of 

achieving this in the past was by finding vulnerable network 

services and remotely exploiting them, e.g. via worms. 

However, lately this attack strategy has become less 

successful and thus less profitable. The proliferation of 

technologies such as Network Address Translators (NATs) 

and Firewalls make it difficult to remotely connect and exploit 

services running on users’ computers. This filtering of 

incoming connections forced attackers to discover other 

avenues of exploitation. Since applications that run locally 

are allowed to establish connections with servers on the 

Internet, attackers try to lure users to connect to malicious 

servers. The increased capabilities of web browsers and their 

ability to execute code internally or launch external programs 

make web servers an an attractive target for exploitation. 

Scripting support, for example, via Javascript, Visual Basic 

or Flash, allows a web page to collect detailed information 

about the browser’s computing environment. While these 

capabilities can be employed for legitimate purposes such as 

measuring the population of users behind NATs and proxies 

[1], adversaries are using them to determine the 

vulnerabilities present on a user’s computer. Once a 

vulnerability has been discovered, an adversary can choose 

an appropriate exploit and ask the web browser to download 

it from the network unhindered by NATs or firewalls. Even 

when no vulnerabilities can be found, it is often possible to 

trick users into executing arbitrary content. 5.1 Exploiting 

Software to install malware automatically when a user visits 

a web page, an adversary can choose to exploit flaws in either 

the browser or automatically launched external programs and 

extensions. This type of attack is known as drive-by 

download. Our data corpus shows that multiple exploits are 

often used in tandem, to download, store and then execute a 

malware binary. A popular exploit we encountered takes 

advantage of a vulnerability in Microsoft’s Data Access 

Components that allows arbitrary code execution on a user’s 

computer [6]. The following example illustrates the steps 

taken by an adversary to leverage this vulnerability into 

remote code execution: 

 The exploit is delivered to a user’s browser via an iframe 

on a compromised web page. 

 The iframe contains Javascript to instantiate an ActiveX 

object that is not normally safe for scripting. 
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 The Javascript makes an XMLHTTP request to retrieve 

an executable. 

 Adodb.stream is used to write the executable to disk.  

 A Shell.Application is used to launch the newly written 

executable. 

A twenty line Javascript can reliably accomplish this 

sequence of steps to launch any binary on a vulnerable 

installation. Analyzing these exploits is sometimes 

complicated by countermeasures taken by the adversaries. 

For the example above, we were able to obtain the exploit 

once but subsequent attempts to download the exploit from 

the same source IP addresses resulted in an empty payload. 

Another popular exploit is due to a vulnerability in 

Microsoft’s WebViewFolderIcon. The exploit Javascript uses 

a technique called heap spraying which creates a large 

number of Javascript string objects on the heap. Each 

Javascript string contains x86 machine code (shellcode) 

necessary to download and execute a binary on the exploited 

system. By spraying the heap, an adversary attempts to create 

a copy of the shellcode at a known location in memory and 

then redirects program execution to it. Although, these two 

exploit examples are the most common ones we encountered, 

many more vulnerabilities are available to adversaries. 

Instead of blindly trying to exploit them, we have found 

Javascript that systematically catalogs the computing 

environment. For example, it checks if the user runs Internet 

Explorer or Firefox. The Javascript also determines the 

version of the JVM and which patches have been applied to 

the operating system. Based on this data, it creates a list of 

available vulnerabilities and requests the corresponding 

exploits from a central server. To successfully compromise a 

user, adversaries need to create reliable exploits for each 

vulnerability only once and then supply them to the browser 

as determined by the Javascript. This approach is both 

flexible as well as scalable as the user’s computer does most 

of the work. 
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