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Abstract— this paper presents the design and working of Tree 

Overlay Network (T.O.N). (1), a completely decentralized 

network overlay which is used for network creation, 

maintenance and routing in large scale peer-to-peer 

applications. It performs routing on the application layer for 

nodes that are connected via Internet with the help of a 

structured overlay developed using our proposed modified B-

Tree. It has applications in large number of peer-to-peer 

services. Each node in the T.O.N. is assigned a unique 

identifier (nodeId) which is assigned on the basis of epoch 

time. When a node is presented with a message and nodeId, 

it routes the message through previously formed node packs, 

which are formed through a sorting mechanism of nodeId 

corresponding to each node, in an effective manner. In T.O.N. 

(1) each node keeps track of its neighbors by maintaining 

various pointers which are used to map their keys to their 

corresponding IP addresses. The following system is capable 

of self-adaptation i.e. can manage itself on arrival, departure 

and failure of nodes. 
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I. INTRODUCTION 

Peer-to-peer[8] systems can be characterized as distributed 

systems in which all nodes have identical capabilities and 

responsibilities. The major problem in existing large scale 

peer-to-peer networks is providing efficient algorithms for 

node location and routing within a network along with 

effective methods to handle fault tolerance. For this, various 

models for structured overlays have already been suggested 

which are deployed for the applications of decentralized peer-

to-peer networks. 

This research work presents T.O.N., a peer-to-peer 

structured overlay which is fully decentralized and is 

responsible for the creation, maintenance and routing for 

nodes that are connected via Internet. In T.O.N. each node is 

assigned a unique identification (nodeId) which is based on 

the time (epoch time) at which a node joins the network. 

Based on this unique nodeId the node is placed in a suitable 

node pack within the modified B-tree network overlay at a 

particular tree level. Routing within the overlay is based on a 

key message pair. When a node encounters a message and a 

numeric key it efficiently routes the message to the T.O.N. 

node that has a matching nodeId to the numeric key supplied. 

It does so in a complexity of O(log N) where N is the number 

of nodes present in a particular T.O.N. network. 

The node pack defined in the network overlay acts 

as an independent entity which is capable of making decisions 

for structuring as well as message forwarding in the network. 

A maximum size of node pack is also defined (2n – 1, where 

n > 0 and is and integer) in order to provide efficiency in 

routing and location of nodes. On exceeding the size of a 

particular pack it splits up and correspondingly a decision is 

made for promotion/demotion of levels of the various nodes 

present in a node pack. 

Each T.O.N. node behaves similar to the nodes in 

the existing architectures and maintains IP address pointers 

corresponding to the various neighbour nodes it can have. 

Any node that either goes offline or encounters failure gets 

removed from the network, this is accomplished through the 

use of TCP links which ensures that whenever a node goes 

offline willingly or unwillingly its corresponding neighbour 

nodes get to know about this event, after which they update 

their pointers and perform suitable re-arrangement in the 

network overlay based on the decision taken by individual 

node packs. This in turn assures the proper working of the 

network overlay with minimal time delay. 

The following section presents the related work to 

our project. In section III we provide the detailed working of 

our architecture and the various situations it can be applied 

and finally in section IV we present the conclusion. 

II. RELATED WORK 

Over the years since the arrival of peer-to-peer networks they 

have undergone some serious changes which can be broadly 

classified into three generations. The first generation was 

marked with the distinct feature of being centralized, all the 

traffic goes through the central server and hence it was not 

very fault tolerant. This architecture is greatly reflected by 

Napster. 

The second generation of peer-to-peer[8] systems 

was marked by Gnutella based file sharing and storing 

applications which followed a semi-centralized architecture 

but fell short in terms of their scalability. 

Third generation of peer-to-peer[8] systems came 

with a new concept of ultra-peers or super-nodes which are 

appointed in each area and are responsible for handling 

majority of decisions localized to their area. Through this 

implementation, they were able to overcome the difficulty in 

scalability. 

The various network overlays that have been 

popularized over this time are CAN[6], CHORD[3], 

PASTRY[2] and TAPESTRY[4]. Among these CAN[6] and 

CHORD[3] maintain simple tables in order to map a key to a 

corresponding IP address of a node that is present in 

neighboring nodes, if a neighbour fails to reply to node in a 

set amount of time suitable methods are adopted for maintain 

the integrity of the network. The other two i.e. PASTRY[2] 

and TAPESTRY[4] maintain DHT‟s that employ hashing 

functions to calculate the table entries. All of the above 

mentioned architectures detect node failures by periodically 

pinging their neighbouring nodes, if a neighbour fails to reply 

to node in a set amount of time suitable methods are adopted 

for maintain the integrity of the network. 
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Even though many different data structures have 

been adopted in order to implement the network structures 

very few have opted for tree structures, the main reason being 

that nodes that are located near the root of the tree tend to be 

accessed at a much larger rate than the other nodes and this 

leads to increased pressure on these nodes in terms of traffic. 

The closest structure to our proposed architecture is 

BATON[7] which makes use of a balanced tree at its heart. In 

this each node maintains a left and right routing table which 

consists of parent, child, adjacent nodes and the routing nodes 

that are at the same level. The nodes are added on the basis of 

the routing table, if an empty slot is present in the routing 

table the node is placed at that particular node or else it 

becomes a child node. The major point to this architecture is 

that it maintains a balanced tree even when nodes are added 

and deleted from the network. Due to the traversal method 

adopted BATON[7] supports both specific and range queries. 

Other architectures which have made used of tree‟s are P-

Tree and P-Gid[5]. 

III. WORKING OF OUR ARCHITECTURE (T.O.N.) 

A. Structure 

The structure for establishing the network overlay is based 

completely on the backbone of internet i.e. if a node is 

connected to internet then only can it be connected to the 

nodes in the T.O.N.. It uses a modified B-tree for the 

arrangement of nodes in node packs based on the joining time 

(epoch time), as and when they join a network. The B-tree has 

been modified in terms of methods by which searching, 

insertion and deletion takes place in the overlay, the basic 

structure remains the same. 

A particular node in the T.O.N. is assigned a unique 

nodeId which is based on the epoch time at which the node is 

inserted in the network, meaning that a node is assigned an Id 

after it has been added to the overlay network. In addition to 

this each node is responsible for maintaining eight different 

IP address pointers for storing the addresses of its 

corresponding neighbours in the structure. The different 

neighbours possible in the network are left node, right node, 

left parent, right parent, left sibling and right sibling, left child 

and right child(as shown in figure 1). The value for these 

pointers can either contain the IP addresses if the nodes have 

been added to those particular locations or the value will be 

NULL. Moreover each node also maintains the number of 

nodes on its right and left in a particular node pack and 

increments/decrements it according to the addition/deletion 

of nodes in the pack. This count is used to keep track of the 

total number of nodes in a nodepack and when this count 

exceeds “2n-1” (where n>0 and is an integer) a decision for 

splitting (explained in later section) of the node pack is made 

and suitable algorithm, explained in later section, is deployed 

in order to achieve that the optimal value of “n” is such that 

the size of the node pack doesn’t increase a lot and with this 

it is able to keep the number of levels of tree to a bare 

minimum. Restructuring of the network also takes place when 

the count is only “One”, in this case it encounter “Single Node 

Anomaly” and suitable mechanism is described to handle it 

in the later section. Also a mechanism is provided in the 

network overlay such that when a particular node goes 

offline, whether willingly or unwillingly, its neighbours come 

to know about this event through the disruption of the 

established TCP links and hence their count and suitable 

pointers are updated. In accordance to this the structure is 

evaluated and suitable changes are made in the levels of the 

remaining nodes of the node pack if and only when required. 

 
Fig. 1: Illustration of pointers maintained by a node 

B. Insertion 

A node in the T.O.N. architecture can choose to either create 

its own network or join an existing particular network. In the 

latter case it needs to have the IP address of any pre-existing 

node in the network it wishes to join. After obtaining this 

information the requesting node sends an insertion request to 

the receiving node, at this moment it is assigned a temporary 

nodeId based on the epoch time of the insertion request 

arriving at the receiving node. The permanent nodeId is 

assigned to the requesting node when it has been placed in a 

particular nodepack in the network, this dual nature of nodeId 

is allotted so as to handle the case of multiple nodes sending 

their insertion request at the same time on different pre-

existing nodes of the network. If any conflict occurs in the 

temporary nodeId the permanent nodeId is the epoch time at 

which the node is placed in a particular nodepack in the 

network or else the temporary nodeId becomes the permanent 

nodeId. 

On sending an insertion request the requesting node 

needs to supply information about its own IP address and port 

number on which it is running the application. Along with this 

the insertion packet should contain a “Direction” field which 

is initially set to “Equal_Levl”. 

This field is used in order to gain knowledge about 

what triggered the insertion request (a pre-exisiting node or a 

new node) and also the information that from which level is 

the packet coming from within a network. The different 

values of the „Direction‟ field can be Equal Level, From 

Split, From Above, From Below. 

 
Fig. 2: Insertion of node with key 120 

The receiving node can pass this request to its 

left/right neighbours, down to its left/right child, to its 

left/right parent or add the node to its left/right position. This 

decision is based on the “nodeId” of the requesting node and 

the value of “Direction” field in the packet, following the 

main rule during insertion that addition of a node can only 

take place at a leaf node. 
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After the node has been inserted in a nodepack the 

number of nodes in that nodepack are incremented and 

checked, if it violates the maximum permissible limit of 

nodes to be present in the nodepack, splitting occurs. An 

illustration of the working of this algorithm is shown in figure 

2, which shows the insertion of node with key 120. 

C. Deletion 

Whenever a node gets disconnected from the network while 

it goes offline or it fails due to unseen reasons all of its 

neighbours come to know about this event through the 

disruption in the TCP links. Thus it becomes the 

responsibility of the left and right nodes of the deleted node 

to maintain the integrity of the network overlay and hence 

they generate different requests in accordance with the 

different situations. The node deleted can be either belong to 

a leaf nodepack or other nodepack. In the first case if the 

deleted node is at the extremity of a nodepack the pointers of 

its siblings, parents and immediate neighbours are updated. If 

the deleted node is not located at the extremity its 

corresponding left and right neighbours find each other 

through the help of their parent nodes. This is accomplished 

as the right neighbour sends his own information to its “Left 

Up’ parent which further passes it to its “Left Down” child, 

after it reaches this level the request is forwarded to the right 

until the node is found whose right node was deleted. After 

encountering this node the updation of the pointers on the 

same, parent and child level takes place. In the second case 

the right child of the deleted node sends a merge request to 

the left child of the deleted node. This merge request is 

regenerated to merge the right view of right child node of the 

deleted node and the left view of the left child of the deleted 

node. After this the merged nodepacks might have more than 

5 nodes, in order to handle this situation a split request is 

generated in that particular encountered. The procedure for 

the same is illustrated in figure 3, in which the right node of 

the node with key 161 is deleted (highlighted in red). 

D. Single Node Anomaly 

This anomaly arises when only a single node remains in the 

nodepack, in order to handle it the node facing this anomaly 

checks if it has any siblings. If it does and the sibling 

nodepack has more than two nodes it borrows a node and if 

the sibling nodepack doesn’t it merges with its two siblings 

(or one if only one is present). If the node doesn’t have any 

sibling it requests one of its parent nodes to insert it within 

their respective nodepacks. 

E. Splitting 

When violations to the maximum number of nodes to be 

present in a node pack occurs then splitting and restructuring 

of the network overlay takes place, in the proposed system 

the number of nodes in a node pack reach 2n (where n>0 and 

is an integer). In the following scenario, the splitting always 

occurs at the “nth” node in the node pack, in order to reach 

that node we check the following condition for each node: 

“Number of nodes on left+1 =Number of nodes on right” 

when this condition is met the nth node is found and splitting 

occurs at that node. The nodes on the right and left of this 

node go to a lower level and become the right down and left 

down nodes of the node chosen for splitting. Suitable 

updation of all the pointers takes place for all the nodes in the 

vicinity node packs. After this check has been performed the 

splitted nodes right up and left up nodes are checked and if 

they are present a request for insertion is generated with the 

„Direction‟ set to “From_Split”. 

 
Fig. 3: Deletion of the right node of node corresponding to 

node with key 160 

F. Searching 

The T.O.N. architecture only supports specific searching and 

in order to find a particular node in the network the requesting 

node needs to know the nodeId (key) of the required node. 

This is accomplished by sending a search packet in the 

network. Whichever node receives this search packet checks 

the key against its own and if it doesn’t match, compares the 

key with its own and forwards it to it left/right neighbour or 

to its left/right parent depending on whether the value is 

smaller/greater than its own and the “Direction” of the packet 

is “From Above‟ or not. When this packet reaches the 

required node it responds to the requesting node directly, if it 

isn’t found the leaf node which handles this packet last sends 

an error message to the requesting node. 

IV. RESULTS & FINDINGS 

A practical application of the PAG structure network is 

distributed file sharing system. In this, a file is divided into 

multiple blocks which are hosted on multiple nodes. The 

initial uploader of the file keeps a record of all the blocks. 

Whenever a node wishes to get a file, it has to request the 

initial uploader. The initial uploader shares the requested 

file's record with the requesting node. This node then begins 

to request the block host nodes for a particular block. The 

blocks are requested based on their priority. The node with 

least number of copies in the network has the highest priority 

and is requested first. If a node is present on multiple nodes 

then the block is downloaded from the node with minimum 

ping response time. Once a piece of block is downloaded, the 

requesting node informs the initial uploader which makes an 

entry in the file's record. 

V. CONCLUSION 

The proposed T.O.N. architecture contains the following 

qualities: 

 Completely decentralized - The network architecture 

suggested is free from any kind of central server, making 

the system completely decentralized. This helps us to 

remove a bottleneck performance problem for the 

network. Also, P2P becomes more reliable as central 

dependency is eliminated. 

 Efficient Searching of systems - The system is 

represented in the form of a B -Tree, where each node 

represents a distinct pair of IP address and nodeID. The 

searching takes O (logn) complexity, which considerably 

saves time. 

 Key based Routing - The suggested architecture 

implements key based routing. The keys are assigned to 
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a node on the epoch time at which it is connected to the 

network. This key is used for directly searching a node 

in the network. 

 Network Integrity - Whenever a node gets deleted, the 

network readjusts itself to maintain the property of a b-

tree. This helps in preventing the network from turning 

into a linear list. As a result, we can always search a node 

in O (logn) time. 
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