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Abstract— Security techniques have been designed to obtain 

certain objectives. One of the most important objectives all 

security mechanisms try to achieve is the availability, which 

insures that network services are available to various entities 

in the network when required. Intrusion detection system is 

required that monitors the network, detects misbehavior or 

anomalies and notifies other nodes in the network to avoid 

misbehaving nodes. The ultimate goal of the security 

solution for wireless network is to provide security services 

such as authentication, confidentiality, integrity, anonymity 

and availability to mobile users.  This paper provides a 

survey on wormhole attack and its counter measures in ad-

hoc wireless network. 
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I. INTRODUCTION 

A mobile Ad Hoc network is a wireless network with the 

characteristics of self-organization and self-configuration so 

that it can quickly form a new network without the need for 

any wired network infrastructure. In the mobile ad hoc 

network, nodes can directly communicate with all the other 

nodes within their radio ranges; whereas nodes that not in 

the direct communication range use intermediate node(s) to 

communicate with each other. In these two situations, all the 

nodes that have participated in the communication 

automatically form a wireless network, therefore this kind of 

wireless network can be viewed as mobile ad hoc network 

[2]. 

Ad hoc routing protocols can be classified as either 

proactive or reactive, depending on the method used to 

discover and maintain routes. Proactive routing protocols 

discover and maintain a complete set of routes for the 

lifetime of the network. In contrast, reactive routing 

protocols only find routes when needed, and maintain those 

routes for the duration of communication[7]. 

This paper discusses Availability Attacks and   

survey of different IDS schemes. This paper will be useful 

for deciding the best IDS scheme for particular attack and 

focus on wormhole attack detection approach. 

II. VULNERABILITIES OF AD HOC NETWORKS 

Because mobile ad hoc networks have far more 

vulnerabilities than the traditional wired networks, security 

is much more difficult to maintain in the ad hoc network 

than in the wired  network. In this section, we discuss the 

various vulnerabilities that exist in the ad hoc networks 

1) Dynamic topology: Due to dynamic topology ad hoc 

networks require sophisticated routing protocols. A 

particular difficulty is that misbehaving node can 

generate wrong routing information which is hard to 

discover. Mobility of devices is also creates a problem. 

2) Vulnerability of nodes: Physical protection of nodes is 

not possible hence they can more easily be captured and 

falls under the control of an attacker. 

3) Vulnerability of channels: In wireless network, message 

eavesdropping and injection of fake messages into the 

network is easy without having physical access to 

network components. 

4) Wireless Links: First of all, the use of wireless links 

makes the network susceptible to attacks such as 

eavesdropping and active interference. Unlike wired 

networks, attackers do not need physical access to the 

network to carry out these attacks. Furthermore wireless 

networks typically have lower bandwidths than wired 

networks. Attackers can exploit this feature, consuming 

network bandwidth with ease to prevent normal 

communication among nodes. 

5) Cooperativeness: Routing algorithms for MANETs 

usually assume that nodes are cooperative and non 

malicious. As a result, a malicious attacker can easily 

become an important routing agent and disrupt network 

operations by disobeying the protocol specifications. 

For example, a node can pose as a neighbor to other 

nodes and participate in collective decision-making 

mechanisms, possibly affecting networking 

significantly. 

6) Lack of a Clear Line of Defence: Ad Hoc Networks do 

not have a clear line of defence, attacks can come from 

all directions. The boundary that separates the inside 

network from the outside world is not very clear on 

MANETs. For example, there is no well defined place 

where we can deploy our traffic monitoring, and access 

control mechanisms. Whereas all traffic goes through 

switches, routers, or gateways in wired networks, 

network information in MANETs is distributed across 

nodes that can only see the packets sent and received in 

their transmission range. 

7) Limited Resources: Resource constraints are a further 

vulnerability. There can be a variety of devices on 

MANETs, ranging from laptops to handheld devices 

such as PDAs and mobile phones. These will generally 

have different computing and storage capacities that can 

be the focus of new attacks. For example, mobile nodes 

generally run on battery power. This has led to 

emergence of innovative attacks targeting this aspect. 

Furthermore, the introduction of more security features 

into the network increases the computation, 

communication and management load .This is a 

challenge for networks that are already resource-

constrained[1]. 

III. AVAILABILITY ATTACKS 

Denial -of-Service: A node is not able to send and receive a 

data packets to its destinations. 
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1) Fabricated route Attacks: Fabrication refers to attacks 

performed by generating false routing messages. For.eg. 

launching attack by sending false route error message. 

On receiving the route error messages, the nodes using 

that route will delete the route table entry for that 

destination node. 

2) Resource Consumption Attacks: Malicious node 

prevents other nodes from getting fare shares of 

bandwidth by flooding RREQ for random address or 

two malicious nodes send large volume of data between 

themselves, there by depleting the available network 

bandwidth. an attacker tries to consume or waste away 

resources of other nodes present in the network [5]. 

3) Packets Dropping: Either malicious node first advertise 

correct path to the destination and later drops data 

packets or malicious node drops control packets sent by 

another node but behave properly when it itself wants to 

send data. 

4) Selfishness: In these attacks, a malicious node behaves 

selfishly, using the network for its own needs, without 

participating in the overall routing process.  

Selfish nodes use the network but do not cooperate, 

saving battery life for their own communications. 

5) Wormhole Attacks :In this attack, an adversary receives 

packets at one point in the network, tunnels them to 

another point in the network, and then replays them into 

the network from that point [11].This tunnel between 

two adversaries are called wormhole. 

Here we described the different attacks possible in different 

Layers Shown in Table 1. 

Layer Attacks 

Application  Layer Repudiation, Syn Flooding, 

Viruses 

Transportation Layer TCP/UDP SYN Flood 

Network layer Blackhole, Wormhole, 

Byzantine, Information 

Disclosure[5] 

Data Link Layer Monitoring, Traffic Analysis 

Physical Layer Eavesdropping, Active 

Interference[3]  

Table 1: Summary Of Different Layers And Attacks 

IV. INTRUSION DETECTION SYSTEM ARCHITECTURE 

The ad hoc network can be configured to either flat or multi-

layer. The optimal IDS architecture for the ad hoc network 

may depend on the network infrastructure itself [18].   

There are three main architectures on the network, as 

follows: 

1) Stand Alone Architecture: In the stand-alone IDS 

architecture, every node runs an IDS independently and 

there is no communication and corporation between 

nodes[8]. 

2) Distributed and Cooperative Architecture: In the 

distributed and cooperative IDS architecture, every 

node runs an IDS independently. nodes would 

cooperate with each other to detect some ambiguous 

intrusions. 

3) Hierarchical IDS Architecture: In the hierarchical IDS 

architecture, only a subset of the nodes will run IDS and 

such nodes are organized in multiple layers. In this 

architecture network has one clusterhead and network is 

divided into clusters 

V. WORMHOLE ATTACK  

 
Fig. 1: A network under an active attack[8] 

A security attack has been introduced in ad hoc networks 

called wormhole attack. During this attack, a malicious node 

captures packets from one location in the network and 

“tunnels” them to another malicious node at a distant point 

which replays them locally. The tunnel can be established in 

many ways e.g. in-band and out-of-band channel[11]. 

In-band channel: where malicious node m1 tunnels 

the received route request packet to another malicious node 

m2 using encapsulation even though there is one or more 

nodes between two malicious nodes, the nodes following m2 

nodes believe that there is no node between m1 and m2[11]. 

Out-of-band channel: where two malicious nodes m1 and 

m2 employ an physical channel between them by either 

dedicated wired link or long range wireless link[11]. 
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Table 2: Summary of Detection Methods of Wormhole 

Attack 

VI. PROPOSED APPROACH FOR WORMHOLE DETECTION 

1) Source node sends route request Intermediate node 

forward request and count the no of hops every time. 

2) If intermediate node is wormhole it tunnels the packet 

to next end. 

3) If packet reaches destination it send reply to source 

through multi path routing. 

4) If wormhole receive reply then it tunnels to another 

wormhole end. 

5) Destination send Route Reply through multi path 

routing protocol. 

6) When source receive Route Reply it records routes to 

destination.  

7) Source send data packets to multi path 

8) Destination receive the packet from multiple path with 

different time stamp. 

9) If it receive from three different path it find every path's 

intermediate node. 

10) In that case it first find the fastest path's node then 

another path and so on. 

11) So fastest path's node are good node and find common 

node's of all the path which are good nodes. 

12) Now check the remaining node of longest path's node 

which can detect as malicious nodes. 

13) Else no wormhole node present in the path. 

VII. CONCLUSION 

In this paper we analyzed different techniques of intrusion 

detection for MANET and their advantages and 

disadvantages. We have discussed the effect of wormhole 

attack in ad hoc networks and proposed a new approach for 

detection of wormhole attack through multi path routing. 

The solution detects the malicious nodes and isolates it from 

the active data forwarding. So that we can identify the 

performance of AODV or DSR under the wormhole attack. 
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