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Abstract— Internet and Networks have progressive, 

numerous offline services have progressed for online. At the 

present time, maximum online services use web services. 

Access the web everyplace and anytime is an abundant 

advantage; though, as the web becomes more prevalent, web 

attacks are increasing day by day. Most web attacks target the 

vulnerabilities of web applications. Interruption practices 

over web because the considerable harm of system. So 

enterprises look for interruption detection system to secure 

their system. SQL injection attack is more often occurs at 

database layer of an application. This security vulnerability 

leads to unauthorized access of database, leak of confidential 

information and there is chance of data alteration. Henceforth 

it vital to discuss about security vulnerability over web. In this 

paper we will provide review on web based attacks but more 

emphasis on SQL injection attacks and how IDS detects these 

attacks i.e. several technique involved for IDS.     
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I. INTRODUCTION 

Internet users are increasing day by day, as stated by 

International Telecommunication Union (ITU) [ITU, 2015] 

the number of Internet users founds more than 40% of the 

world population. 
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Fig. 1: No. of Inter net user in world 

As we can see from fig.1 number of internet users 

increases which concludes that there is huge amount of data 

floats over the internet which cause security issue. The fact of 

having billions of internet users, being gain access from 

diverse platforms, handling huge amounts of money and 

handling secretive information make them appealing for 

cybercrimes. 

 
Fig. 2: Types of Web Based Attack 

An "active attack" endeavors to modify system 

resources or distress their operation. A "passive attack" 

endeavors to learn or exploit information from the system but 

does not distress system resources.  

Cross-site Scripting (XSS) is a common web based 

attack that includes echoing attacker provided code into a 

user’s browser instance or client through web pages watched 

by the target users. Attackers host or introduce attack code 

written in different static or dynamic contents for example 

HTML, Java, JavaScript, ActiveX, Flash or any 

supplementary browser supported technology. Efficacious 

XSS attack permits attackers to steal user’s account via 

cookie, redirecting user to another URL from the URL visited 

and there by enabling other types of attacks such as phishing 

attacks. XSS attack stances noteworthy risk in cases where 

the browser cooperates closely with file system on the user’s 

personal system for loading content. XSS attacks are 

frequently used to steal sessions of users visiting websites 

such as e-Commerce, in which malevolent script/code runs 

on user’s client and seizures cookie data of user’s browser 

permitting stealing of session. 

SQL Injection Attacks Structured Query Language 

(SQL) is an interpreted language used in database driven web 

applications which build SQL statements that include user 

supplied data or text. If this happened in a hazardous manner, 

then the web application become susceptible to SQL Injection 

Attack i.e. when user supplied text is not correctly validated 

then user can alter malevolent SQL statements and can 

execute indiscriminate code on the target machine or alter the 

contents of database. In this paper we will emphasis on SQL 

injection attack and methods for detection and preventing 

SQL injection attacks. Further in next section II we will 

discuss different literature which dealt with SQL injection 

attack. In section III we will briefly discuss SQL injection 

attack, in section IV we provide comparison among different 

literature, at last in section V we will conclude our survey. 

II. LITERATURE SURVEY 

We have gone through several literature some of them are 

discussed further. 

Inyong Lee et. al. [Elsevier 2011] said that SQL 

injection or SQL insertion attack is a code injection technique 

that exploits a security vulnerability occurring in the database 

layer of an application and a service. This is most often found 

within web pages with dynamic content. This paper proposes 

a very simple and effective detection method for SQL 

injection attacks. The method removes the value of an SQL 

query attribute of web pages when parameters are submitted 

and then compares it with a predetermined one. This method 

uses combined static and dynamic analysis. The experiments 

show that the proposed method is very effective and simple 

than any other methods. 

According to Inyong Lee et. al. [Elsevier 2011] 

protection methods for the SQL injection attack are: 
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Static analysis analyzes the SQL query sentences of 

web applications to detect and prevent SQL injection attacks. 

It also requires rewriting of web applications. The focus of 

the static analysis method is to validate the user input type in 

order to reduce the chances of SQL injection attacks rather 

than detect them. JDBC-Checker uses the Java String 

Analysis (JSA) library to validate the user input type 

dynamically and prevent SQL injection attacks. However, if 

malicious input data has the correct type or syntax, it cannot 

protect against the SQL injection attack. Also, the JSA library 

only supports the Java programming language.   

Dynamic analysis analyzes the response from a web 

application after scanning it. A scan means to send every kind 

of input to the target and receive the response. Unlike static 

analysis, it can locate vulnerabilities from SQL injection 

attacks without making any modifications to web 

applications. Paros, which is an open source program, finds 

not only SQL injection attacks, but also other vulnerabilities 

within the web application. Paros is not effective because it 

uses predetermined attack codes to scan and determines the 

success or fail with the HTTP response. 

The web framework uses a filtering method to 

remove special characters. Recently, some web frameworks 

have provided a wider variety of prevention methods than 

ever before. PHP provides Magic Quotes, which works when 

any combination of 4 special characters ', ", /, NULL exists in 

the data field of the POST, GET and COOKIES pages. It 

automatically adds a '\' in front of the special character to 

prevent SQL injection attacks. However, Magic quotes only 

works for the four special characters and therefore, other 

detouring attacking methods exist. Also, web applications 

must be rewritten in order to configure the Magic Quotes 

function. 

Indrani Balasundaram et. al. combines static and 

dynamic analysis in the static analysis stage, the prevention 

technique represents in three level phases Malicious Text 

Detector, Field Constraint Validation and Static Query 

Length Validation. In runtime validation stage, the user input 

data is validated with all these stages and results the user input 

as safe or unsafe. This prototype tool that implements our 

technique for .NET based web applications; Current 

technique was able to stop all of the 500 attacks that we 

performed on the considered applications without producing 

any false positive for the 1500 legitimate accesses to 

applications. This technique was able to correctly identify all 

attacks as SQLIA‟s, while allowing all legitimate queries to 

be performed. This proposed technique is able to stop all the 

attacks that performed on the considered applications without 

producing any false positive. 

Rung-Ching Chen and Kai-Fan Cheng et. al. [IEEE 

2009] proposed an intrusion detection method using an SVM 

based system on a RST to reduce the number of features from 

41 to 29. We also compared the performance of the SVM with 

that of a full features and Entropy. Our framework RST-SVM 

method result has a higher accuracy as compared to either full 

feature or entropy. The experiment demonstrates that RST-

SVM yields a better accuracy. In the future, we will increase 

number of testing data for our system and to find vary of 

accuracy. We also hope to combine RST method and genetic 

algorithm to improve the accuracy of IDS. 

Talasila Vamsidhar et. al. [JGRCS 2010] presents a 

web application IDS for detecting attacks against web servers 

based on input requests by using some heuristic algorithms 

such as request length, input validation with DFA and 

anomaly detection for input URL. Each algorithm try to 

detect certain kind of attacks and total system attacks will be 

available due to maximum attack detection of each module. 

Although the level of sensitivity to anomalous data can be 

configured via thresholds to suit different site policies. The 

system has been tested on data gathered at websites with 61 

separate applications, showing promising results. 

Martina Troesch [stanford 2015] said that Cyber 

security is an important and growing area of data mining and 

machine learning applications. We address the problem of 

distinguishing benign network traffic from malicious 

network-based attacks. Given a labeled dataset of some 5M 

network connection traces, we have implemented both 

supervised (Decision Trees, Random Forests) and 

unsupervised (Local Outlier Factor) learning algorithms to 

solve the binary classification problem of whether a given 

connection is normal or abnormal (malicious). Our results for 

LOF are mixed and hard to interpret, but with Decision Trees 

we are able to achieve prediction accuracies of over 90% for 

both normal and abnormal connections. Posterior analysis of 

the best-performing trees gives us new insight into the 

relative importance of different features for attack 

classification and suggests future avenues to explore. 

Rahul Johariet. al. [ICCSNT 2012] various 

articles/papers it is found that SQL Injection and Cross-site 

Scripting (XSS) Attacks are most powerful and easiest attack 

methods on the Web 454 459 457Application. This study 

presents a survey of current techniques for defending against 

SQL injection and XSS exploits.The academic field and 

industry has developed promising strategies such as 

AMNeSIA , ARDILLA etc. products which are rising and 

likely to become essential parts of comprehensive online data 

protection strategies. Yet, despite the effectiveness of these 

products, we believe that their use should not excuse 

developers from applying preventive coding techniques, as 

these hold true potential when implemented properly. 

Keeping in view the emerging web technologies and 

extensive usage of highly interactive content over Internet, it 

is imperative for the software development houses and 

developers to frame and follow appropriate security 

framework to build security during Software Development 

Life Cycle. 

III. SQL INJECTION ATTACK 

In order for an SQL Injection attack to take place, the 

vulnerable website needs to directly include user input within 

an SQL statement. An attacker can then insert a payload that 

will be included as part of the SQL query and run against the 

database server.   

The following server-side code is used for 

authenticating a user with a username and a password against 

a database with a table named users, and a username and 

password column. 
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The above script is vulnerable to SQL Injection 

because an attacker could submit malicious input in such a 

way that would alter the SQL statement being executed by the 

database server. 

 
Piggy-Backed Queries: This Type of attack inserts 

malevolent SQL queries into a normal SQL query. It is likely 

because many SQL queries can be processed if the operator 

‘‘;’’ is added after each query. Following is an example. Note 

that the operator ‘‘;’’ is inserted at the end of query. Result of 

following query is to delete the user table. 

 
Fig. 3: SQL Injection Data Flow 

IV. COMPARISON 

S. 

N

o. 

Author/Title/Pu

blication 

Type 

Of 

Attack 

Description 

Future 

Directio

n 

1. 

Inyong Lee Et. 

Al./A Novel 

Method For Sql 

Injection Attack 

Detection Based 

On Removing 

Sql 

Injecti

on 

The Method 

Removes 

The Value 

Of An Sql 

Query 

Attribute Of 

Efficien

cy Can 

Be 

Increase

d Using 

Machin

Sql Query 

Attribute 

Values/Elsevier 

2012 

Web Pages 

When 

Parameters 

Are 

Submitted 

And Then 

Compares It 

With A 

Predetermin

ed One. 

This 

Method 

Uses 

Combined 

Static And 

Dynamic 

Analysis. 

e 

Learnin

g 

Algorith

m And 

Can Be 

Work 

Upon 

Other 

Attack 

As Xss. 

2. 

Indrani 

Balasundaram 

Et. Al./An 

Efficient 

Technique For 

Detection And 

Prevention Of 

Sql Injection 

Attack Using 

Ascii Based 

String 

Matching/Elsee

vier 2012 

Sql 

Injecti

on 

This 

Security 

Prevents 

The 

Unauthorize

d Access To 

Your 

Database 

And Also It 

Prevents 

Your Data 

From Being 

Altered Or 

Deleted By 

Users 

Without 

The 

Appropriate 

Permissions

. 

This 

Techniq

ue Can 

Be 

Applied 

Over 

All 

Other 

Web 

Based 

Attacks 

3. 

Yuji Kosuga Et. 

Al./Sania: 

Syntactic And 

Semantic 

Analysis For 

Automated 

Testing Against 

Sql Injection/ 

Ieee 2007 

Sql 

Injecti

on 

Sania 

Intercepts 

The Sql 

Queries 

Between A 

Web 

Application 

And A 

Database, 

And 

Automatical

ly 

Generates 

Elaborate 

Attacks 

According 

To The 

Syntax And 

Semantics 

Of The 

Potentially 

Vulnerable 

Spots In 

The Sql 

Queries. 

Na 
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4. 

Vipin Das Et. 

Al./Network 

Intrusion 

Detection 

System Based 

On Machine 

Learning 

Algorithms/Ijcsi

t 2010 

Netwo

rk Ids 

This 

Intrusion 

Detection 

Method 

Using An 

Svm Based 

System On 

A Rst To 

Reduce The 

Number Of 

Features 

From 41 To 

29. Author 

Also 

Compared 

The 

Performanc

e Of Rst 

With Pca. 

Machin

e 

Learnin

g  

(Svm) 

Can 

Improve 

Perform

ance 

5. 

Muhammad 

Saidu Aliero Et. 

Al./Classificatio

n Of Sql 

Injection 

Detection And 

Prevention 

Measure/ 

Iosrjen 2016 

Sql 

Injecti

on 

The Goal 

Of This 

Paper Is To 

Provide 

Programme

rs With 

Common 

Issues That 

Need To Be 

Considered 

Before 

Choosing A 

Particular 

Technique 

And To 

Raise 

Awareness 

Of Issues 

Related To 

Such 

Techniques 

As Many 

Of Those 

Techniques 

Were Not 

Meant For 

The 

Purpose Of 

Protection 

Of Sqlia. In 

Addition, 

Author 

Hope To 

Provide 

Researchers 

By 

Shedding 

Light On 

How To 

Develop 

Good Sqli 

(Sql 

Injection) 

Machin

e 

Learnin

g 

Approa

ch 

Simulat

es A 

High 

Number 

Of 

Attack 

Patterns 

In 

Trainin

g Data 

Includin

g Blind 

Sql 

Injectio

n Attack 

Which 

Is Very 

Difficul

t To 

Address 

Protection 

Tools As 

Most Of 

The Sqli 

Protection 

Tools Were 

Developed 

Using 

Combinatio

n A Of Two 

Or More 

Defensive 

Coding 

Techniques. 

Lastly We 

Provide 

Recommen

dations On 

To Avoid 

Such Issues. 

6. 

Mahdi Zamani 

And Mahnush 

Movahedi/Mac

hine Learning 

Techniques For 

Intrusion 

Detection/Arxiv 

2015 

Single 

Or A 

Netwo

rk Of 

Comp

uters 

For 

Malici

ous 

Activit

ies 

(Attac

ks) 

Characterist

ics Of Ml 

Techniques 

Makes It 

Possible To 

Design Ids 

That Have 

High 

Detection 

Rates And 

Low False 

Positive 

Rates While 

The System 

Quickly 

Adapts 

Itself To 

Changing 

Malicious 

Behaviors. 

Author 

Divided 

Algorithms 

Into Two 

Types Of 

Ml-Based 

Schemes: 

Artificial 

Intelligence 

(Ai) And 

Computatio

nal 

Intelligence 

(Ci). 

Noisy 

Trainin

g Data 

Leads 

To 

Decreas

e The 

Perform

ance Of 

Ml 

Based 

Ids 

7. 

Rung-Ching 

Chen And Kai-

Fan 

Cheng/Using 

Rough Set And 

Support Vector 

Machine For 

Network 

Netwo

rk Ids 

This Paper, 

Author Use 

Rst (Rough 

Set Theory) 

And Svm 

(Support 

Vector 

Machine) 

Author 

Said In 

The 

Future, 

We Will 

Increase 

Number 

Of 
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Intrusion 

Detection 

System/Iids 

2009 

To Detect 

Intrusions. 

First, Rst Is 

Used To 

Preprocess 

The Data 

And Reduce 

The 

Dimensions

. Next, The 

Features 

Selected By 

Rst Will Be 

Sent To 

Svm Model 

To Learn 

And Test 

Respectivel

y. The 

Method Is 

Effective 

To 

Decrease 

The Space 

Density Of 

Data. 

Testing 

Data 

For Our 

System 

And To 

Find 

Vary Of 

Accurac

y. We 

Also 

Hope 

To 

Combin

e Rst 

Method 

And 

Genetic 

Algorith

m To 

Improve 

The 

Accurac

y Of 

Ids. 

Table 1: 

After going through several literature we found 

some bottlenecks in earlier methods as follows: 

 Developer learning is required. 

 Source code adjustment is needed. 

 Earlier system uses static and dynamic analysis in which 

there is a chance to get false positives and false negatives 

in some situations. 

 When the string analysis results in a SQL query model 

that is overly conservative and includes spurious queries 

(i.e. queries that could not be generated by the 

application) that happen to match an attack. 

V. CONCLUSION 

Earlier conventional intrusion detection and anticipation 

techniques, alike firewalls, access control tools, and 

encryptions, have numerous boundaries in completely 

protecting networks and systems from progressively refined 

attacks like rejection of service. Furthermore, most systems 

constructed depend on such techniques agonize from high 

false positive and false negative detection rates (FNR/TPR) 

and the absence of unceasingly familiarizing to changing 

malevolent behaviors. Finally in this paper we have 

emphasize on SQL injection attacks how it works, from the 

comparison we can say that machine learning (ML) technique 

is efficient method for intrusion detection. 
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