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Abstract— Telemedicine has increased the number of ways 

in which healthcare can be distribute across places and 

countries instead of requiring the contributor and the 

receiver to be presenting the same place. One resolution of 

telemedicine is the switch of health images between 

remotely located healthcare entities. However, a major 

problem telemedicine faces are provided that confidentiality, 

integrity, and authenticity to transmitted medical images. 

This healthcare system a combine algorithm encryption and 

digital watermarking technique in organize to deliver the 

required authenticity and integrity services. A watermark 

and the patient's medical data are secure in the envelop 

image before being transmit under exposed unlimited 

network. On the receiver end, the watermarked image is 

handle by the removal process in sort to remove the 

cryptographic watermarks and the fixed medical data. 
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I. INTRODUCTION 

Personal health record (PHR) is an developing patient-

centric model of health information interchange, which is 

often outsourced to be stored at a third party, such as cloud 

providers. However, there have been  privacy concern as 

private health data could be uncovered to those third party 

servers and to unauthorized parties. To guarantee the 

patients’ control over access to their own physical health 

record system, it is a hopeful method to encrypt the PHRs 

before outsourcing. Yet, issues such as risk of privacy 

explosure, scalability in key organization flexible access and 

efficient user revocation, have remained the most essential 

challenges toward achieving fine-grained, cryptographically 

enforced data access control. 

Healthcare institutions around the world need to 

exchange and share medical information However, the 

exchanged information must be secured so that no 

alterations can occur to the transmitted information by the 

vulnerable public networks. Any implementation in secured 

telemedicine applications must meet the standard security 

requirements which include confidentiality, integrity, and 

authentication the traditional method which has been 

normally used to securely transfer medical images is 

encryption. Encryption is the process of encoding 

information in such a way that unauthorized people have no 

knowledge of the encrypted information. Digital 

watermarking is a modern technique that has been used in 

recent years to provide security to transmitted medical 

information.  

Digital watermarking is the process that hides 

watermark data into a multimedia object such that the 

watermark can be detected or extracted from the object to 

prove its possession or validate its integrity. Numerous 

numbers of effective schemes have been planned for digital 

watermarking, however, the technique has the disadvantage 

of not providing confidentiality to the watermarked 

multimedia objects. 

II. LITERATURE SURVEY 

N.Provos and P.Honeyman said that steganography is 

entirely different from that of cryptography and 

watermarking, even though all the techniques are used to 

hide the information. Steganography hides the information, 

while cryptography provides concealing for encoded 

information. Similar to steganography, watermarking is 

about hiding information in other image, but the difference 

is that watermark must be somewhat resilience against 

attempts to remove it. The information hiding technique can 

be extended to protect the copyright of multimedia content. 

The watermarking and steganography techniques can be 

used to protect copyright of information, and conceal 

secrets. 

Nizar Sakr et al, developed “an adaptive wavelet-

based watermarking algorithm that is based on the model of 

DFIS and HVS. In this method; Sugeno-type fuzzy model is 

used to find a valid approximation of the quantization step 

of image”. 
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Table 1: Comparison of Literature Survey 

Po- Chyi Su and et al, developed “wavelet- based 

digital image blind watermarking which is robust against 

signal processing attacks and compression. In this method 

blind watermark retrieval technique used to detect the 
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embedded watermark without the need of the original 

image” 

III. PROPOSED SYSTEM  

This system propose a hybrid technique which combines 

encryption and digital watermarking in order to provide the 

required authenticity and integrity. The unique remedial 

image is divided into two regions: an ROI region which 

defines the important diagnostic region of the image, and an 

RONI region which represents the rest of the image and has 

no or limited medical diagnostic information. The entire 

image is then divided into 16xl6 blocks. The blocks which 

have pixels in ROI are considered ROI blocks are not used 

for embedding. The remaining blocks are considered RONI 

blocks and will be used for watermark embedding. A 

cryptographic watermark and the patient's medical data are 

embedded in the cover image before being transmitted over 

public networks. On the receiver's side, the watermarked 

image is delivered to the extraction procedure in order to 

extract the cryptographic watermarks and the hidden 

medical data of the patient. 

Proposed algorithm consists of two procedures; 

watermark embedding procedure and watermark extraction 

technique. Prior applying the embedding procedures, the 

cover image is segmented into two regions, ROI and RONI, 

and then divided into 16x 16 blocks. The RONI region is 

used for embedding multiple watermarks in the frequency 

domain by applying the DWT transform three times on each 

block. 

IV. ALGORITHM 

A. AES (Advanced Encryption Standard) 

The more popular and widely adopted symmetric encryption 

algorithm likely to be encountered nowadays is the 

Advanced Encryption Standard (AES). It is found at least 

six times faster than triple DES. 

A replacement for DES was needed as its key size 

was too small. With increasing computing power, it was 

considered vulnerable against exhaustive key search attack. 

Triple DES was designed to overcome this drawback but it 

was found slow. 

The features of AES are as follows − 

 Symmetric key symmetric block cipher 

 128-bit data, 128/192/256-bit keys 

 Stronger and faster than Triple-DES 

 Provide full specification and design details 

 Software implementable in C and Java 

B. Operation of AES 

AES is an iterative rather than Feistel cipher. It is based on 

‘substitution–permutation network’. It comprises of a series 

of linked operations, some of which involve replacing inputs 

by specific outputs (substitutions) and others involve 

shuffling bits around (permutations). 

Interestingly, AES performs all its computations on 

bytes rather than bits. Hence, AES treats the 128 bits of a 

plaintext block as 16 bytes. These 16 bytes are arranged in 

four columns and four rows for processing as a matrix 

−Unlike DES, the number of rounds in AES is variable and 

depends on the length of the key. AES uses 10 rounds for 

128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 

256-bit keys. Each of these rounds uses a different 128-bit 

round key, which is calculated from the original AES key. 

The schematic of AES structure is given in the following 

illustration − 

 
Fig. 1: AES structure 

1) Encryption Process 

Here, we restrict to description of a typical round of AES 

encryption. Each round comprise of four sub-processes. The 

first round process is depicted below − 

 
Fig. 2: AES Encryption 

2) Byte Substitution (Sub Bytes) 

The 16 input bytes are substituted by looking up a fixed 

table (S-box) given in design. The result is in a matrix of 

four rows and four columns. 

3) Shift rows 

Each of the four rows of the matrix is shifted to the left. Any 

entries that ‘fall off’ are re-inserted on the right side of row. 

Shift is carried out as follows − 

 First row is not shifted. 

 Second row is shifted one (byte) position to the left. 

 Third row is shifted two positions to the left. 

 Fourth row is shifted three positions to the left. 

 The result is a new matrix consisting of the same 16 

bytes but shifted with respect to each other. 

4) Mix Columns 

Each column of four bytes is now transformed using a 

special mathematical function. This function takes as input 

the four bytes of one column and outputs four completely 

new bytes, which replace the original column. The result is 

another new matrix consisting of 16 new bytes. It should be 

noted that this step is not performed in the last round. 

5) Add round key 

The 16 bytes of the matrix are now considered as 128 bits 

and are XORed to the 128 bits of the round key. If this is the 

last round then the output is the cipher-text. Otherwise, the 
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resulting 128 bits are interpreted as 16 bytes and we begin 

another similar round. 

6) Decryption Process 

The process of decryption of an AES cipher-text is similar 

to the encryption process in the reverse order. Each round 

consists of the four processes conducted in the reverse order 

− 

 Add round key 

 Mix columns 

 Shift rows 

 Byte substitution 

Since sub-processes in each round are in reverse 

manner, unlike for a Feistel Cipher, the encryption and 

decryption algorithms needs to be separately implemented, 

although they are very closely related. 

C. Modules 

1) Doctor module 

2) Patient module 

Module Description: 

1) Doctor Module 

a) Registration form 

Every doctor need to be register to access cloud based 

personal health record (PHR) system. 

b) Login form 

Only authorized doctors can access PHR system, 

authorization process includes doctor username and 

password which is provided at the time of registration. 

c) View history 

Doctor can able to see previously provided prescriptions and 

report of patients. 

d) Upload medical record 

Doctors can upload prescription and report online or they 

can consult to patient online. 

e) View personal details 

Doctors can able to see their personal details which was 

given by them at the time of registration. 

f) Update personal details 

Doctors can modify their personal details. 

2) Patient Module 

a) Registration form 

Every patient need to be register to access cloud based 

personal health record (PHR) system. 

b) Login form 

Only authorized patient can access PHR system, 

authorization process includes patient username and 

password which is provided at the time of registration. 

c) View report 

Patients can able to see their medical history. 

d) View personal details 

Patients can able to see their personal details which was 

given by them at the time of registration. 

e) Update personal details 

Patients can modify their personal details. 

V. SYSTEM FEATURE 

A. Patient Privacy 

The Health Information Portability and Accountability Act 

(HIPAA) establish national standards for electronic health 

care transactions and addresses security and privacy of 

health data13. Patient medical records are considered 

protected health information under central and any 

alterations or accessions of medical histories must fulfill 

with HIPAA to maintain patient confidentiality. 

B. Accountability 

Medical records including doctor orders as well as testtest 

reports are considered legal documents and must be kept in 

unadulterated form. Doctors or other professionals may 

make errors, so it is important to maintain truthful, accurate 

information regarding patients. 

C. Impact on Efficiency 

Medical records systems play a fundamental role in 

healthcare because they communicate patient information 

between professionals. A bottleneck in this critical process 

will slow down overall patient care; medical information 

flow is especially prone to delays because it involves 

personnel who must physically examine and transcribe data. 

Optimizing data management reduces costs by increasing 

throughput. 

D. Privacy, Security, and Accountability 

Perhaps the most serious concern with any system designed 

to manage confidential information is how securely the 

information will be protected. Fortunately, it is possible to 

render security compromise highly unlikely by making it 

unfeasible to steal cards or readers or otherwise compromise 

the system. 

VI. CONCLUSION 

This system established through a proposed algorithm that 

merging encryption and watermarking techniques can 

deliver harmless transmission of medical images over 

unprotected unrestricted nets. The algorithm is based on 

splitting the image into ROI and RONI segments and 

inserting three different watermarks in the RONI section. 

The watermarks were carefully chosen and inserted in such 

a way to deliver image integrity and authenticity, which are 

the two major demands for nonviolent healthiness image 

transmission.  
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