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Abstract— The project developed on the “Network 

Monitoring System” is being developed for establishing 

connection between client and server, communicating, and 

also managing the clients by the server. The project will have 

two applications one server application and another client 

application. The server application will store the information 

about the clients who are logged in and also after logout it’s 

all information like I/P address, computer name, user name, 

login date, login time etc. When a client is logged on its 

details are send to server and the client server communication 

can be established. The server and administer the client so 

that when a client opens any application which is server don’t 

want through server we can restart, logoff, shutdown the 

client. When a client make use of pen drive which is not 

allowed to the client then the notification goes to the server, 

so that proper action can be taken.   
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I. INTRODUCTION 

It is a network based project in which the main objective 

behind this “Network Monitoring System” is to provide a 

mechanism by which the system administrator remotely 

access the client machine connected in LAN and handles the 

basic problems to users. However, it provides efficiency in 

real time for information exchange between remote 

machines. The project aims at developing an application 

which provide connection between client and server, 

communicating, and also managing the clients by the server. 

It may perform the following tasks:- 

1) To view application of client. 

2) Control the client. 

3) Save files on server. 

4) View pen drive notification on server. 

The proposed system will provide a lot of benefits to 

general user as well as the network 

Administrator. 

II. EXISTING SYSTEM 

The systems existing currently have good potential, which 

allow connection between remote machines and perform 

respective task. But some existing systems are much difficult 

to use as well for implementing them. 

Following are the limitation of existing systems:- 

1) The quality of image capturing from desktop is poor in 

quality. 

2) In some system, remote machine gets disable due to 

accessing from server. 

III. PROPOSED SYSTEM 

The new proposed system will overcome all the limitations 

and anomalies due to existing system. 

IV. NETWORK MONITORING INFORMATION 

Network monitoring information can be classified into static, 

dynamic and statistical information. Static information is 

characterized by the current information, as such, it will 

rarely change. Static information is always generated by the 

various network devices that are monitored. Dynamic 

information is related to events happening in the network in 

real-time. Statistical information can be generated by network 

devices that have access to dynamic information. This 

information is collected, analyzed and summarized 

statistically producing bar chart, pie chart, histogram and 

graphs as the need arises.  

V. NETWORK MONITORING TOOLS 

Network monitoring tools gather information about the 

general condition of the entire network to identify those areas 

that are failing and need managing. These tools can also 

check the overall performance of a network against a baseline 

taken when everything was working perfectly well. By using 

these tools, the network administrator can observe the 

operation and performance of network infrastructures. These 

tools provide network monitoring information with which the 

network is analyzed. 

VI. OVERVIEW OF SYSTEM 

The network monitoring system will allow the system 

administrator to control the other client machines and to do 

proper actions on it through a simple application. The ideal 

network monitoring system should have the following 

properties: 

 It should be automatic and continuously monitor the 

network. 

 It should quickly inform the administrator about the 

problem as soon as it arises. 

 It should take control to log off and shutdown the client 

machine if illegal actions are being performed. 

 The proposed system can be illustrated from the 

following figure (1), 

 
Fig. 1: Client Server Communication Architecture 
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From the above illustrated figure (1). ,we can see 

that how server and client machines are communicating with 

each other. Firstly it establishes connection between them and 

start performing their tasks like server request client machine 

to get access to client desktop status, the  request is handled 

by remote desktop controller which forward request to client 

machine for getting desktop details. Again Client machine 

forwards the details to remote desktop controller which is 

transferred to server. Thus the process of information 

exchange is carried out until the connection between them 

terminates. 

VII. TASKS 

The scenarios can be explained in three different cases as 

follows: 

1) Remote administration 

2) Terminal services 

3) Collaboration 

 Remote administration- It browse the network for 

machine to connect to server. 

 Machine by validating client machine. Once client 

validated it is connected to the server machine. 

 Terminal services- server has the rights to log off 

client desktop if illegal actions are being performed. 

It can shut down the client machine as well as restart 

the machine. 

 Collaboration- It involves sharing of information by 

saving files on server machine. 

VIII. DESIGN 

 Client application can be installed in any number of 

desktop computers connected in LAN. It performs 

function of transmitting necessary information to server 

machine. 

 Server application has to be installed in administrator 

system. It controls the client system. 

 

IX. LAN SECURITY PROBLEMS 

In today’s era IT sector face some LAN security issues:  

 Porous perimeters— The main approach to enterprise 

security has been to apply security at the perimeter of the 

network. Mobile, Laptop,  PDAs may be infected with 

malware and thus could inject a worm, bot, Trojan, or 

other malware directly into the access port of the 

corporate network, by passing perimeter defenses. 

 Increasing classy attack- Perimeter based security 

strategies; they have no match for the increasing 

sophistication of attacks on the network. Hackers profile 

has begun to shift from adolescents crashing a system 

that is for fun to professional criminals which bent on 

taking over systems for profit. 

 Un-audiable network- Many of the enterprises built 

LANs assuming that internal users are trustworthy. A 

Little thought was given to understanding exactly what 

type of devices are connected to the network, where are 

the devices located, and what is users are doing with 

them. As a result, enterprises found themselves ill-

equipped to deal with such problems introduced by 

mobile systems and end users.  Furthermore, an 

increasing number of regulations on compliance 

verification and data protection, including financial, 

health records, privacy,  state information processing 

laws, and even anti-terrorism acts, that has raised the 

importance of auditing network activity.  

 Un-co-operative client—with a security awareness 

programs and employee censure for lax security 

practices, users view security as something that gets in 

the way of doing their job. Users often abort full disk 

scans, and even disable anti-virus or anti-spyware 

applications; even if they believe they measurably slow 

down the computer.  

 Risky applications— There are new types of 

collaborative computing tools, like Instant Messaging, 

wireless, and VoIP are increasingly in demand, as they 

enhance productivity and allow users to be in touch 

24x7times. However, many tools carrying with them 

increased security risks, primarily because their reach 

extends within and beyond the traditional network 

boundary. Exploiting vulnerabilities in these 

applications may provide hackers a fast path into the 

network. Even that these kinds of exploits are more 

difficult to detect and control, since they tunnel over 

allowed protocols such as IM and HTTP, and traditional 

firewalls cannot distinguish them from begin traffic. 

X. APPLICATIONS OF PROPOSED SYSTEM 

 LAN monitoring at the office level can be used to 

monitor the office LAN by the administrator at any time. 

This project is to maintain confidentiality, integrity and 

availability of the network infrastructure. Administrator 

or Server does not have to depend on any other third 

party information regarding the LAN and can instead 

check the LAN status himself.   

 LAN monitoring at the school, university/college level 

can be used for monitoring, logging and retention of 

network packets that traverse university networks. The 

goal of this project is to maintain confidentiality, 

integrity and availability of the university network 

infrastructure and information assets.   

 LAN monitoring at the malls is used to monitor all 

information of malls by administrator at any time.  

 This LAN monitoring system is for monitoring multiple 

computers but this can also be used in homes to monitor 

children. 

XI. FUTURE SCOPE 

There are number of changes to the design that could be 

added. 

1) Remote drag and drop 

Transfer files between two computers by dropping a files or 

folder from host computer onto a remotely controlled 

computer or vice versa. 

2) Remote copy and paste 

Copy and paste information between local computer and 

remote computer. 

3) Auto Install 

With automatic policy based installation of software 

packages, administrator can stage software to install on 

remote, mobile, online system. 

it is ideal for distributing software to mobile computer. 
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4) Accesses from embedded system 

Usually people carry PDAs, which can be used to access the 

remote computer at any time anywhere. 

XII. CONCLUSION 

This paper explains the basic of monitoring LAN. This paper 

on network security works as security provider to whole of 

the network. This is a complete front end project build in 

.net(c#) used to provide the authority to the administrator to 

stop any illegal process and make him enable to monitor 

whole of the LAN and the work carried on connecting nodes. 

It is efficient and automatic network monitoring and 

management system which quickly report to the administrator 

in case of any problem. 
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