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Abstract— Now a days user authentication is the main   

component of information security.  The methods used in 

authentication process are alphanumeric password, graphical 

password. Graphical password is more securer than 

alphanumeric password. In this paper we presenting 

providing graphical password for website authentication. 

Normally here use username and password at login phase, 

after that graphical password is provided for more security 

for accessing websites. Here live image is used as password. 
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I. INTRODUCTION 

User authentication is the main component in most 

computer security contexts. It provides the basis for various 

types of user authentication systems, alphanumerical(text) 

username/passwords are the most common type of user 

authentication[2][3]. They are versatile and easy to 

implement and use. Passwords are used from ancient times 

itself as the unique code to detect the malicious users. 

Mainly passwords are used to limit the access of computer 

operating system and other devices. A computer user may 

need passwords for many uses such as log in to personal 

accounts, accessing e-mail from servers, retrieving files, 

databases, networks, web sites, etc. Password is a type of 

secret authentication that is used to control access to data. It 

is kept secret from unauthorized users, and those wishing to 

gain access are tested and are granted or denied the access 

based on the password according to that. Alphanumerical 

passwords are required to satisfy two requirements. Frist one 

is easily remembered by a user, while they have to be hard 

to guess by impostor . Users are known to choose easily 

guessable and/or short text passwords, which are an easy 

target of dictionary and brute-forced attacks. Strong 

password sometimes leads to opposite effect, as a user may 

resort to write his or her difficult-to remember passwords on 

sticky notes exposing them to direct theft. These problems 

can be solved by using graphical password authentication 

that means only the valid user can access,that deals with 

input such as selecting portions of an image. These system 

leads to improve in memorability without changing the input 

time or error rate. while also maintaining a high resistance to 

brute force and guessing attacks. However, graphical 

passwords has their own problems. One of the major issue is 

their susceptibility to intelligent guessing and shoulder-

surfing attacks. Attacks are effective because the sections of 

images that users select as password items are both easy for 

an attacker to observe by snooping over shoulders or setting 

up a camera to record input and also relatively predictable—

users tend to choose hotspots such as the eyes in a facial 

portrait. The image contents for graphical password systems 

are typically stored on authentication servers and readily 

presented to attackers in response to input of easily 

accessible user identity information that is a particular 

problem in it [1] .  

To address the issues, we present a new point-click 

graphical password system[2], by bringing a live digital 

image as password that increases resistance to observation 

attack by coupling the user’s password to an image or object 

physically possessed. This  can be achieved by using live 

video of a physical token, such as an object, a photograph, 

or even an image of a body part (e.g., a palm), as the canvas 

for entering a graphical password. This physical object 

replaces easily accessible server-based images, and we 

argue that attackers will struggle to capture useful replicas 

of this content. We present an implementation for the 

scheme based on SIFT image features  and a demonstration 

of its viability through three feasibility studies covering: 1) 

the reliability and robustness 2)participant task performance 

times and error rates using graphical password from digital 

image 3) the security of system against observation 

attack[1]. 

 
Fig. 1: System Architecture 

II. RELATED WORKS 

A. Types of Graphical Password Techniques 

Graphical password techniques divided in to 3 category[4]; 

Recognition based, Recall based it is divided into two that is 

pure recall and cued recall and Hybrid schemes. 

Recognition-Based Technique In this category, users will 

select images, icons or symbols from a collection of images. 

During authentication, the users need to recognize their 

images, symbols or icons which are selected at the time of 

registration among a set of images. Pure Recall-Based 

Technique here the users have to reproduce their passwords 

without being given any type of hints or reminder. This 

category is very easy and convenient, but it seems that users 

can hardly remember their passwords. Still it is more Secure 

than the recognition based technique. Cued Recall-Based 

Technique in this users are provided with the reminders or 

hints. Reminders help the users to reproduce their passwords 

or help users to reproduce the password more accurately. It 

is similar to the recall based schemes but it is recall with 

cueing. In the Hybrid Schemes the authentication will be 

typically the combination of two or more schemes. These 

schemes are used to overcome the drawbacks of a single 

scheme, such as spyware, shoulder surfing and so on. 
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B. Multifactor Authentication Schemes 

In Multifactor authentication scheme[3] it is based on the 

combination of two or more independent processes can 

boost security. In typical multifactor authentication 

schemes, physical tokens are used to generate and store 

secrets for user authentication. For example  in a system  

mobile phones  is used as the hardware token for one-time 

password generation proposed a challenge-response 

authentication system involving a user snapping a picture of 

a QR code with a mobile device. The data from this marker 

generated encrypted data that were used during login. Those  

tools gives increased security, they are susceptible to 

particular kinds of attack, such as Man-in-the-Middle 

schemes that snoop on, or alter, messages transmitted 

between a user and the system .Graphical password from 

digital image is a multifactor authentication system—both  a 

physical token and a password are needed to authenticate. It 

is differs from prior approaches in three ways. It is more 

flexible—instead of posing restrictions on the form of 

tokens, any sufficiently complex image or object can be 

used as a token. Second, the two authentication factors are 

tightly coupled—the password factor is entered on the token 

factor. Finally, the image tokens in graphical system are 

high-entropy, sufficiently so that they have been previously 

proposed as a single factor authentication scheme. We also 

suggest that these physical data-rich tokens will be resistant 

to Man-in-the-Middle schemes as attackers will face 

substantial barriers in terms of capturing tokens in sufficient 

detail to support successful hacks. 

III. PROPOSED SYSTEM 

Graphical password authentication from digital image is the 

proposed system. By using the idea we are providing 

security for websites. Security is the one of the main 

problem faced by users. For overcoming those security 

issues for websites also we are proposing the graphical 

password , In this system the registration page consist of 

username and password ie alphanumeric password after that 

the camera will get on and user can take the live digital 

image , by selecting the points user  can set there graphical 

password.  Before accessing the webpages in the login page 

of website the user can give their username and password 

that already given in the registration phase after that the 

camera of the system or mobile etc will get on and user can 

take the live image, already taken in the registration phase 

and click the prechoose points, if the choosed points re 

correct the user can access the webpages it will provide 

more security for websites.  

In existing graphical password systems[1] , the 

passwords are represented as the XY image coordinates of 

finger selections. This technique does not work with 

Graphical password from digital image as variations in 

image placement on the terminal camera will lead to 

substantial variations in the XY pixel positions of image 

content. Instead the selections are stored on the 

authentication server as a set of optical features computed 

with the SIFT image processing algorithm. This was 

achieved by capturing a 140 × 140image subsection around 

the centre point of each password item. A Gaussian blur was 

then applied and Lowe’s SIFT algorithm was computed with 

the peak threshold set to2 and the edge threshold set to 10. 

This yields a list of image features and descriptors. The 

matching process is done by minimizing the Euclidean 

distance between the sets of feature points in the original 

and entered password items. Subsequently, a threshold on 

the percentage of matching features was used to determine 

whether the entered password matched the original. The 

lower threshold levels result in a lenient password system, 

whereas higher levels are stricter. This process hinges on the 

fact that SIFT features are highly distinctive, robust to noise, 

accurate, and rotation invariant—capable of matching the 

features extracted from a single image against a database 

containing100 000 images with an overall accuracy of 80% . 

 
Fig. 2: Process for Website authentication 

IV. CONCLUSION 

Authentication is the major component in the information 

security. We can provide authentication in many ways, 

alphanumeric, graphical password etc. For providing 

authentication to the website here we use graphical 

password authentication from digital image. In this system 

we use alphanumeric password in the first phase of 

registration after that graphical password for more security 

by making use of a live digital image. Here three feasibility 

studies of graphical password authentication from digital 

imageits reliability, usability, and security against 

observation. 
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