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Abstract— Watermarking theme won’t to defend copyright 

of pictures. It provides security to the watermarked image at 

the dissemination level. We have projected totally different 

watermarking techniques. Experimental results show that 

the projected  algorithmic program  has not solely sensible  

strength  against  cryptography  attacks,  however  

conjointly  has transparency, strongness, correct extraction 

of watermarking,   sturdy  strength  against JPEG  lossy  

compression, filtering and noise. We have proposed 

Stationary Wavelet Transform (SWT) technique and 

multiplicative transposition based cipher for encryption. 

Errors can be detected and corrected by cyclic codes. 

Moreover, the classification of original and watermarked 

information is performed and  it's  discovered  that the 

projected  watermarking  theme  ends up in less 

misclassification and it meets all the necessities for 

copyright protection  moreover  because the  security of 

multispectral  pictures  in  an efficient  manner. 
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I. INTRODUCTION 

DUE to the development in technology, it becomes easy to 

digitize text, images, videos, etc. Digital data can be 

accessed and shared easily with the help of Internet. But this 

leads to rampant misuse of digital data. The new possession 

of multispectral images as well as preprocessing of 

multispectral images are cost- and manpower-intensive 

tasks. Therefore, it is important to protect the ownership 

rights of the data owner. Digital watermarking serves as a 

solution over the above said problem. Multispectral images 

are used in various applications including defense, which are 

related to national security. This makes multispectral images 

highly sensitive and its security needs urgent attention. 

Moreover, the dissemination of such confidential images 

over the publicly accessed Internet is prone to information 

leakage. Therefore, certain precautions have to be adopted 

in handling the transfer of such sensitive and confidential 

images over the Internet Security of multispectral images 

contains two aspects: security at storage and security at 

usage. These aspects can be very well handled by 

technologies like watermarking. There is plenty of literature 

available for watermarking of multispectral images both in 

spatial and frequency domain. However, none of them have 

reflect security aspect of watermarked multispectral images 

at dissemination. Error detection is the detection of errors 

caused by noise or other impairments during transmission 

from the transmitter to the receiver. Error correction is the 

detection of errors and reconstruction of the original, error-

free data. 

This paper focuses on complete security protection 

for sensitive multispectral images by combining robust 

wavelet-based watermarking and encryption based on 

simple and efficient cipher. The proposed watermarking 

system satisfies all multispectral image watermarking 

requirements. 

Satellite images, aerial photographs are some of the 

examples of multispectral images. The demand for these 

data has increased dramatically due to the large number of 

applications capable to use them. Digital watermarking are 

used to achieve copyright protection and security of 

multispectral images at dissemination level. Simple and 

strongly secure watermarking  is used to provide security at 

the transmission level This approach is suitable for secure 

dissemination and protection of large size multispectral 

images by ensuring security as well as the robustness of the 

whole watermarking technique.  

II. PROPOSED WATERMARKING SCHEME 

 
(a) 

 
(b) 

Fig. 1: Proposed framework for secure dissemination and 

protection of multispectral images (a) Transmitter section 

(b) Receiver section. 

The Stationary wavelet transform (SWT) is 

a wavelet transform algorithm designed to overcome the 

lack of translation-invariance of the discrete wavelet 

transform (DWT). Translation-invariance is achieved by 

removing the down samplers and up samplers in the DWT. 

The SWT is an inherently redundant scheme as the output of 

each level of SWT contains the same number of samples as 

the input, so for a decomposition of N levels there is a 

redundancy of N in the wavelet coefficients.  Gamma 

correction, or often simply gamma, is the name of a 

nonlinear operation used to encode and 

decode luminance or tri stimulus values in video or still 
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image systems. A gamma value γ < 1 is sometimes called 

an encoding gamma, and the process of encoding with this 

compressive power-law nonlinearity is called gamma 

compression; conversely a gamma value γ > 1 is called 

a decoding gamma and the application of the expansive 

power-law nonlinearity is called gamma expansion. Gamma 

encoding of images is used to optimize the usage of bits 

when encoding an image, or bandwidth used to transport an 

image, by taking advantage of the non-linear manner in 

which humans perceive light and color. The human 

perception of brightness, under common illumination 

conditions (not pitch black nor blindingly bright), follows an 

approximate power function (note: no relation to 

the Gamma function), with greater sensitivity to relative 

differences between darker tones than between lighter ones, 

consistent with the Stevens' power law for brightness 

perception. 

In image processing, normalization is a process that 

changes the range of pixel intensity values. Applications 

include photographs with poor contrast due to glare, for 

example. Normalization is sometimes called contrast 

stretching or histogram stretching. In more general fields of 

data processing, such as digital signal processing, it is 

referred to as dynamic range expansion. The purpose of 

dynamic range expansion in the various applications is 

usually to bring the image, or other type of signal, into a 

range that is more familiar or normal to the senses, hence 

the term normalization. Often, the motivation is to achieve 

consistency in dynamic range for a set of data, signals, or 

images to avoid mental distraction or fatigue. For example, a 

newspaper will strive to make all of the images in an issue 

share a similar range of grayscale. 

In information theory and coding theory with 

applications in computer 

science and telecommunication, error detection and 

correction or error control are techniques that enable reliable 

delivery of digital data over unreliable communication 

channels. Many communication channels are subject 

to channel noise, and thus errors may be introduced during 

transmission from the source to a receiver. Error detection 

techniques allow detecting such errors, while error 

correction enables reconstruction of the original data in 

many cases. 

An error-correcting code (ECC) or forward error 

correction (FEC) code is a process of adding redundant data, 

or parity data, to a message, such that it can be recovered by 

a receiver even when a number of errors (up to the 

capability of the code being used) were introduced, either 

during the process of transmission, or on storage. 

In coding theory, a cyclic code is a block code, 

where the circular shifts of each codeword gives another 

word that belongs to the code. They are error-correcting 

codes that have algebraic properties that are convenient for 

efficient error detection and correction. Cyclic codes can be 

used to correct errors, like Hamming codes as a cyclic codes 

can be used for correcting single error. Likewise, they are 

also used to correct double errors and burst errors. All types 

of error corrections are covered briefly in the further 

subsections. 

 
Fig. 2: Simulation result of watermarked image 

 
             (a)                           (b)                           (c) 

 
               (d)                         (e)                           (f) 

Fig. 3: RGB Channel histogram of original and encrypted 

multispectral image. (a)–(c) RGB channel histogram of 

original multispectral image. (d)–(f) RGB channel histogram 

of encrypted multispectral image. 

III. CONCLUSION 

Watermarking makes copyright protection for images and 

secures delivery of this copyright images. Ownership cannot 

be proved until and unless the original image is made 

available. It is observed that the proposed crypto-

watermarking approach of SWT meet, the invisibility, 

robustness, and classification accuracy retention of 

watermarking. A multiplicative and transposition based 

cipher is used for encryption process. Digital watermarking 

is a technique of embedding or hiding information called 

watermark (also known as tag or digital signature) within 

the digital file (known host) without noticeably altering the 

file itself. Digital watermarking provides intellectual 

property right and tamper detection of data. Moreover, this 

algorithm survive all the attacks having low-frequency as 

well as high-frequency characteristics as we have utilized 

both low- and high-frequency bands for watermarking.  
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