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Abstract— All major web browsers support browser 

extensions to add new features and extend their 

functionalities. Nevertheless, browser extensions have been 

the target of several attacks due to their tight relation with 

the browser environment. As a consequence, extensions 

have been abused in the past for malicious tasks such as 

private information gathering, browsing history retrieval, or 

passwords theft — leading to a number of severe targeted 

attacks. Even though no protection techniques existed in the 

past to secure extensions, all browsers now implement 

defensive countermeasures that, in theory, protect 

extensions and their resources from third party access. In 

this paper, we present two attacks that bypass these control 

techniques in every major browser family, enabling 

enumeration attacks against the list of installed extensions. 

In particular, we present a timing side-channel attack against 

the access control settings and an attack that takes advantage 

of poor programming practice, affecting a large number of 

Safari extensions. Due to the harmful nature of our findings, 

we also discuss possible counter measures against our own 

attacks and reported our findings and countermeasures to the 

different actors involved. We believe that our study can help 

secure current implementations and help developers to avoid 

similar attacks in the future. 
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I. INTRODUCTION 

A. Aim and Objectives 

Browser extensions are the most popular technique currently 

available to extend the functionalities of modern web 

browsers. Extensions exist for most of the browser families, 

including major web browsers such as Firefox, Chrome, 

Safari, and Opera. They can be easily downloaded and 

installed by users from a central repository (such as the 

Chrome Web Store [15] or the Firefox Add Ons [26]) 

B. Reasons for Selecting the Project 

Unfortunately, extensions are also prone to misuse. Infact, 

due to their close relationship to the browser environment, 

they can be abused by an adversary in order to gather a wide 

range of private information — such as cookies, browsing 

history, system-level data, or even user passwords [7]. Due 

to this raising concern, the amount of research studying the 

security implications and vulnerabilities of browser 

extensions has rapidly increased in the last years [3, 4, 8, 10, 

18, 21, 25]. 

II. LITERATURE REVIEW 

1) R. Gowtham and I. Krishnamurthi, et.al [1] proposed 

service oriented three-layer architecture model for 

detecting and identifying phishing web sites as it 

overcomes the shortcomings of existing anti-phishing 

solutions. This model enables us to separate the user 

interface layer from the anti-phishing components layer. 

This is done through web service middleware layer, 

which provides us with the freedom of building our own 

anti-phishing components layer in an efficient and 

flexible way, independent of other layers. 

2) C. Ardi and J. Heidemann, et.al [2] developed a new 

technique that automatically builds personalized lists of 

target sites (candidates that may be copied by phish) 

and then tests sites as a user browses them. Our 

approach uses cryptographic hashing of the browser’s 

Document Object Model (DOM) of each page, 

providing a zero false positive rate and identifying more 

than half detectable phish in a controlled study. Since 

each user develops a customized list of target sites, our 

approach presents a diverse defence against phishers. 

3) S. Afroz and R. Greenstadt et.al [3] proposed a phishing 

detection approach—PhishZoo—that uses profiles of 

trusted websites’ appearances to detect phishing. Our 

approach provides similar accuracy to blacklisting 

approaches (96%), with the advantage that it can 

classify zero-day phishing attacks and targeted attacks 

against smaller sites (such as corporate intranets). A key 

contribution of this paper is that it includes a 

performance analysis and a framework for making use 

of computer vision techniques in a practical way. 

III. EXISTING METHODOLOGY 

There is various methodology are present this 21st century, 

but all exiting methodology has some limitation or some 

drawbacks. In this project we assume those limitations and 

try to solve those limitations and try to build a better 

extension for our 21st century citizens. 

Service oriented three-layer architecture model for 

detecting and identifying phishing web sites et.al [1] 

proposed a model enables us to separate the user interface 

layer from the anti-phishing components layer. 

PhishZoo—A phishing detection approach that 

uses profiles of trusted websites’ appearances to detect 

phishing. Our approach provides similar accuracy to 

blacklisting approaches (96%), with the advantage that it 

can classify zero-day phishing attacks and targeted attacks 

against smaller sites. 

IV. PROPOSED PLAN OF WORK 

In this paper we introduce a browser extension that provides 

anti phishing alerts to the user. Our approach includes a 

usable and simple technique for users to identify and 

customize protection against their own target sites. 

Our goal is to build an extension that provides 

proactive and personalized detection of phishing web sites. 

Our technique providing rapid defense, against phishing 

websites. 

Our extension does not slow web browsing time 

and presents alerts on phishing pages before users can to 

make something secret information. 
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A. Algorithm: 

1: Open the browser. 

2: Search any website. 

3: If (URL= bad) 

4: Generate a popup message 

(Harmful site) 

5: If (URL=good) 

Go to the next page safely 

6: Process will repeat, 

(For every URL) 

7: End the browser. 

Fig. 4.1: System Algorithm 

 
Fig. 4.2: System Architecture 

Our plugin is implemented as an extension to the Google 

Chrome browser, written in JavaScript and using only the 

Chrome APIs. We expect that our approach can port to the 

other browsers. 

The extension has three components (fig: 4.2) 

Personalize Button, Page Watcher and Storage Manager. In 

the Chrome model, these components run as a Browser 

Action, Content Script and Core Extension, respectively. 

The Page Watcher runs continuously in the 

background, watching for and processing unknown pages 

not found in the white list of known good sites. If the page is 

suspected phish injects an overlay on the current page to 

prevent the user from accessing it. 

 
Fig. 4.3: System Flow-Chart 

V. CONCLUSION 

This paper has described a new technique to Malicious 

webpage detection using extension, a Chrome browser 

plugin. We described our design decision to make our 

extension easy to use. We have detects the malicious 

websites, and that it does not affect browsing speed and it 

presents alerts before users can to make something secret 

information. 

VI. FUTURE SCOPE 

 Understand the importance and the scope of security of 

information system. 

 Necessary for Digital India. 

 Support for other browser and Mobile apps. 

REFERENCES 

[1] R. Gowtham and I. Krishnamurthi, “Phishtackle–a web 

services architecture for anti-phishing,” Cluster 

Computing, vol. 17, no. 3,Sep. 2014. 

[2] C. Ardi and J. Heidemann, “Web-scale content reuse 

detection (extended),” USC/ISI,  Tech. Rep. ISITR-692, 

June 2014. 

[3] S. Afroz and R. Greenstadt, “Phishzoo: Detecting 

phishing website by looking at them,” in Semantic 

Computing (ICSC), 2011 Fifth IEEE International 

Conference on IEEE, 2011. 

[4] C. Evans, C. Palmer, and R. Sleevi, “Operation of 

anycast services”, Internet Request For Comments, 

RFC 7469, Dec. 2015. 

[5] D. D. Caputo, S. L. Pfleeger, J. D. Freeman, and M. E. 

Johnson, “Going spear phishing: Exploring embedded 

training and awareness,” IEEE Signal Processing 

Magazine, vol. 12, no. 1, Jan. 2014. 

[6] J. Hong, “The state of phishing 

attacks,”Communications of the ACM, vol. 55, no. 1, 

Jan. 2012. 

[7] Netcraft Ltd., “Netcraft extension: Phishing protection 

and site reports,” Available 

at:http://toolbar.netcraft.com/, 2015. 

[8] OpenDNS, “PhishTank,” Available at: 

http://www.phishtank.com, 2015. 

[9] V.Retro,“isitPhishing—anti phishing tools and 

informations,” Available at: 

http://www.isitphishing.org/, 2015. 

[10] W. Zhang, H. Lu, B. Xu, and H. Yang, “Web phishing 

detection based on page spatial layout similarity, 

”Informatica, vol. 37, no. 3, 2013. 


