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Abstract— Reversible data hiding is a type of data hiding 

techniques whereby the host image can be recovered exactly. 

Being lossless makes this technique suitable for medical and 

military applications. Recently, as a new trend, some 

researchers exploited reversible data embedding techniques 

to deliberately degrade image quality to a desirable level of 

distortion. In this paper, a unified data embedding-scrambling 

technique called UES is proposed. This technique received 

more attention because of its high payload and adaptive 

scalable quality degradation. The aim of this paper is to 

present a review of USE data hiding techniques proposed so 

far in order apply and analyze this technique on the 7 images 

(each of dimension 512×512 pixels) from the USC-SIPI 

standard test image dataset. Validation of proposed USE 

technique is considered by two parameters such as image 

quality i.e is measured in terms of SSIM value and by visual 

inspection.  Along with that, USE technique is functionally 

compared with other various exiting data hiding techniques. 
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I. INTRODUCTION 

The recent breakthroughs in data hiding, computer, and 

broadband internet technologies, it is now possible to offer on 

demand content service, annotate content with detailed 

descriptions, hyper-linking related contents, provide extra 

features for upgraded users, etc. In general, there are two 

types of data hiding for digital content  one that hides the 

content itself (encryption or scrambling) so that nobody 

understands what is being transmitted; the other that inserts 

external information into the content, hence utilizing the 

content as data host . In particular, data hiding methods for 

image and video have received much attention in recent years 

because these contents are of high commercial value and 

indispensable in our daily life. 

Reversible data hiding scheme is the technique that 

allows embedding data inside an image and later the hidden 

data can be retrieved as required and the exact copy of the 

original host image is recovered. In particular, reversible data 

embedding methods are usually proposed in the spatial 

domain where an image is losslessly stored as an array of raw 

pixel values, but also occasionally in the compressed domain 

and frequency domain. The reversible methods in the spatial 

domain can be further classified into three sub-categories, 

namely, compress-and-append, expansion based (EB) and 

histogram shifting (HS). 

Some of the traditional reversible data hiding 

schemes are based on modulo-arithmetic additive and spread-

spectrum techniques[1] Although some of these schemes are 

robust, the modulo-arithmetic-based reversible data-hiding 

algorithms have the disadvantage of salt-and-pepper visual 

artifacts and hinder watermark retrieval. In order to enhance 

the robustness of the reversible artifact of the above 

mentioned schemes, histogram shifting techniques were 

proposed. In this scheme, the embedding target is replaced by 

the histogram of a block of the image. A good example of the 

scheme is the circular interpretation scheme proposed by 

Vleeschouwer et al. [2]. Although this type of data hiding 

schemes provides a higher quality of the embedded image, 

the embedding capacity is lower. 

A different category of data hiding schemes involves 

methods that losslessly compress a set of selected features 

from an image and embed the payload in the space saved due 

to the compression. This type results in higher embedding 

capacity than the previously mentioned types. Another 

scheme is the generalized Least Significant Bit (g-LSB) 

embedding algorithm proposed by Celik et al, which is based 

on grouping the pixels and embedding data bits into the state 

of each group. A very different scheme was proposed by Tian 

based on modifying the difference between a pair of pixel 

values while keeping the average of them unchanged [3]. His 

method divides the image into pairs of pixels, then embeds 

one bit of information into each pair.  

This paper presents a review of Unified data 

embedding and scrambling (UES) based data hiding method 

(4). Application of the UES algorithm on various USCI-

standard data images and verification of proposed algorithm. 

Along with this the functional comparison between USE and 

other exiting data hiding techniques is presented. 

The rest of the paper is structured as follows: Section 

II: surveys the conventional methods in reversible data 

embedding and scrambling. Section III: The discussion of 

proposed USE Algorithm and Section IV: Application and 

analysis of proposed algorithm is presented. Section V: 

Comparison between USE and other technique, Section VI. 

Concludes this paper. 

II. LITERATURE SURVEY 

In this section, some of conventional reversible data 

embedding methods are reviewed. Ong et al. [5] proposed a 

novel reversible information hiding method aiming to achieve 

scalable carrier capacity while progressively distorting the 

image quality. Unlike the conventional methods, the 

proposed method HAM (Histogram Association Mapping) 

purposely degrades the perceptual quality of the input image 

through data embedding. . HAM eliminates the expensive 

pre-processing step(s) required by the conventional 

histogram shifting data embedding approach and improves its 

carrier capacity. In particular, the host image is divided into 

non-overlapping blocks and each block is classified into two 

classes. Each class undergoes different HAM process to 

embed the external data while distorting quality of the image 

to the desired level. 

Other new method of separable reversible data 

hiding (RDH) for encrypted images in which hidden data can 

http://dl.acm.org/author_page.cfm?id=81508682349&coll=DL&dl=ACM&trk=0&cfid=797260751&cftoken=44607303
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be extracted from an encrypted image conveying hidden data 

without image decryption (6). By histogram and spatial 

permutation, the proposed method firstly encrypts an image 

and simultaneously prepares room for RDH. Data are, then, 

hidden into the encrypted image by a RDH scheme based on 

histogram modification, and the encrypted image with hidden 

data is sent to a receiver. According to keys which the 

receiver has, he/she is allowed to take seven different actions, 

whereas the conventional method offers only three. 

Moreover, the proposed method always recovers the original 

image, whereas the conventional method sometimes fails to 

do. 

One of the technique belongs to expansion based 

[EB] hiding i.e difference expansion [DE] was proposed by 

Tian[3]. In this the differences of neighboring pixel values are 

calculated, and then select some difference values for the 

difference expansion (DE). The difference between two 

adjacent pixels is doubled. Then, if ‘0’ is to be embedded, the 

difference remains unchanged as an even value. Otherwise, 

the difference is increased by unity, changing it into an odd 

value. Since the LSB of the difference between every pair of 

adjacent pixels contains the external information, the 

maximum possible payload of DE is 0.5 bpp (bits per pixel). 

In 2007, Thodi et al. [7] proposed a prediction error 

expansion (PEE) based method to embed external 

information. They employed a predictive function to predict 

pixel intensity values and embed external information by 

expanding the prediction errors. The maximum possible 

payload is 1 bpp because the prediction error of every pixel 

of host image is exploited to embed data. The original content 

restoration information, a message authentication code, and 

additional data (which could be any data, such as date/time 

information, auxiliary data, etc.) will all be embedded into the 

difference values. 

Recently, the effort in consolidating features of both 

data embedding and scrambling has drawn attention of the 

research community. In particular, data embedding is 

exploited to deliberately degrade the perceptual quality of an 

image. In the joint approach, quality of the embedded image 

and imperceptibility of the embedded data is not of one’s 

concern, which differs from the conventional reversible data 

embedding methods. The relaxation in image quality 

requirement in the joint approach allows high payload data 

embedding. However, it makes the reconstruction process of 

the original image more technically challenging because of 

the huge number of modifications in the structure of the host 

content. 

III. UNIFIED DATA EMBEDDING & SCRAMBLING 

First, an efficient pixel intensity value prediction method, 

called Checkerboard Based Prediction (CBP), is proposed to 

accurately predict 75% of the pixels in the host image prior 

to data embedding. Then, data embedding is achieved by 

directly replacing the pixel values by the external information 

(4). The proposed method consists of three main processes, 

namely, pixel value prediction, information embedding, and 

reconstruction. These processes are elaborated in the 

following sub-sections. 

A. Checkerboard Based Prediction (CBP) 

Two parameters are essential and crucial for accurate pixel 

value estimation. In particular, they are: (a) the distance from 

the target pixel - since closer neighboring pixels have higher 

correlation with the target pixel and; (b) the bidirectional 

information around the target pixel - since by knowing the 

value of both the previous and next pixels in various 

directions, the pattern of the target pixel can be accurately 

approximated.  

First, every other row and column of pixels are 

stored to be utilized as the reference points to predict the rest 

of the pixels (i.e., store 25% of the pixels in raw values to 

predict the remaining 75%) shown in fig 1(a). Then, pixel 

value estimation is invoked in two passes. In the first pass, 

pixels marked as ‘X’ in Fig. 1(b) are predicted. Next, those 

slightly shaded pixels marked as ‘O’ in Fig. 1(c) are predicted 

in the second pass. The pixel values are estimated using Eq. 

(1) and Eq. (2) in the first and second passes, respectively, 

where rnd(·) denotes the rounding operation. Here, the 

symbols W, E, N, NW, NE, S, SW, and SE denote the 

neighboring pixels at west, east, north, north-west, north-east, 

south, south-west, and south-east of target pixel ‘X’, 

respectively. 

Then, the prediction errors are captured as side 

information and the locations of the predicted pixels are 

vacated for data embedding purposes. 

            
(a)                                          (b) 

 
(c) 

Fig. 1: Scanning Order Considered in CBP. (a) Stored 

pixels. (b) First Pass of Prediction. (c) Second Pass of 

Prediction 

X=    rnd((NW+SE)/2),                     if NE−SW>NW−SE   

         Rnd((NE+SW)/2),                    if..NE−SW<NW−SE                                                                                                                         

         Rnd((NW+NE+SW+SE)/4),    otherwise.          (1) 

X=    rnd((W + E)/2),                        if N −S>W −E 

         rnd((N +S)/2),                          if N −S<W –E                                                 

         rnd((W + N +E +S)/4),            otherwise            (2) 

B. Unified Embedding-Scrambling (UES) 

First, the proposed CBP is utilized to predict pixel values in 

the image. Next, each prediction error, denoted as ep for the 

rest of the presentation is computed as ep = x − x p where x 

and x p are the original and predicted value by CBP, 

respectively. Then, ep is analyzed to decide if the 

corresponding pixel location is suitable for data embedding. 

In particular, if ep falls within a predefined range as expressed 

in Eq. (3), 
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−ε ≤ep ≤ε                                         (3) 

In particular, we classify all pixels in an image into 

three categories, namely, (a) not-predicted (NP), (b) predicted 

but not embedded (PN) and, predicted-and-embedded (PE). 

Here, the set of NP consists of all the reference points in every 

other column and row, which are utilized to predict the rest 

of the pixels using the proposed CBP method. Next, PN refers 

to a pixel whose eP fails the condition in Eq. (3). In other 

words, PN is a pixel that cannot be predicted accurately by 

the proposed CBP method, and it is not considered for data 

embedding. Thus, PN holds the original pixel value. Finally, 

PE refers to a pixel that satisfies Eq. (3), and it is utilized for 

data embedding. Here, the prediction errors ep are stored as 

side information to reconstruct the original image. In order to 

correctly flag the category of each pixel, an α-bit structured 

side information per predicted pixel value is considered. The 

category information plays a crucial part in the extraction and 

reconstruction procedures 

Since the reference points (i.e., every other row and 

column of pixels) are stored directly without prediction, they 

can be extracted to form the subsampled image. To further 

degrade quality of the output image and to increase the 

payload, the embedding process can be repeatedly applied to 

the subsampled version of the scrambled-embedded image 

(i.e., one layer down) to realize multiple layer embedding. 

Consequently, the combination of ε, α and L constitutes the 

embedding-scrambling keys in the proposed method because 

they are all needed for scrambling, embedding, extraction, 

and reconstruction. 

C. Extraction & Reconstruction 

Side information is required to extract the embedded 

information and to reconstruct the original host image. The 

most important role of our side information is to tell apart if 

a pixel is the embedded information or it contains the actual 

pixel intensity value. In the case where the actual intensity 

value is stored (i.e., NP and PN), no information is embedded. 

In the case where the external information is embedded (PE), 

the original pixel value will be estimated based on CBP and 

the encoded prediction error. Based on the structure of the 

side information, 2α − 1 cases were utilized to capture the 

category of prediction error. 

IV. APPLICATION & ANALYSIS OF PROPOSED USE 

TECHNIQUE 

In this section, application of proposed USE method on 

various standard images is given. The proposed method is 

implemented using Matlab Version 7.14.0.739 on a Intel Core 

i3 2.00 MhZ with 4GB of memory. A benchmark image 

dataset, i.e 7 images (each of dimension 512×512 pixels) 

from the USC-SIPI standard test image are considered for 

experimental purposes. After the application of proposed 

method the outcome is analysised on basis of the three 

parameters as  (a) pixel embedded (b) SSIM value (c) Visual 

inspection.  

A. Pixel Embedded 

First, the number of pixel configured as predicted and 

embedded is considered. The amount of pixel used to embed 

external information is steadily increases as ε and L increase 

for all test images considered. This is because by employing 

a larger value of ε, more locations can be considered for data 

embedding, which leads to higher number of pixel to be 

categorized as predicted and embedded. The number of pixel 

configured as PE after execution of proposed method on 

different images is summarized in Table 1. 

B. Image Quality 

In this section, the image quality of the embedded scrambled 

and reconstructed images are considered objectively using 

SSIM and subjectively by visual inspection. The SSIM values 

of the embedded-scrambled images and the reconstructed 

images from the USC-SIPI and UCID databases for various 

combinations of ε and L are reported in Table 2.  

First, we consider the quality of the embedded-

scrambled image. When ε = 0 and L = 1, the reported SSIM 

values in Table 1 is relatively high, where the general 

appearance of the original image is still perceivable as 

suggested by 

Image 

Level 

Eps=0 Eps=2 Eps=8 Eps=25 

1 2 3 1 2 3 1 2 3 1 2 3 

Lena 48068 
4972

1 

5005

6 

6028

2 

6781

1 

6937

6 

7969

7 
94905 98306 

10482

6 

12995

9 

13541

8 

Peppers 46855 
4835

3 

4867

8 

5866

5 

6578

3 

6716

7 

7948

0 
94738 97965 

10796

5 

13230

2 

13787

2 

Boat 38763 
4086

1 

4117

5 

4649

1 

5229

7 

5321

8 

5774

6 
68550 70638 91255 

11338

2 

11807

5 

Goldhill 60470 
6174

8 

6202

1 

7410

5 

7995

4 

8112

5 

9982

5 

11448

7 

11759

3 

12639

4 

15337

6 

15961

3 

Camerama

n 

56744

3 

6003

7 

6065

7 

6465

9 

7394

4 

7603

9 

7373

2 
85290 88484 

10042

1 

11695

3 

12256

1 

Table 1: Pixel Predicted & Embedded 

Image 

Level 

Eps=0 Eps=2 Eps=8 Eps=25 

1 2 3 1 2 3 1 2 3 1 2 3 

Lena 

E

s 

0.751

2 

0.654

9 

0.640

7 

0.719

1 

0.479

2 

0.460

0 

0.647

0 

0.376

1 

0.358

6 

0.471

7 

0.287

7 

0.277

8 

R 
0.979

9 

0.979

6 

0.979

6 

0.979

9 

0.979

7 

0.979

7 

0.979

9 

0.979

8 

0.979

7 

0.979

9 

0.979

8 

0.979

7 
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Pepeers 

E

s 

0.710

9 

0.635

4 

0.624

6 

0.680

3 

0.469

0 

0.451

2 

0.618

0 

0.360

8 

0.342

6 

0.499

7 

0.304

0 

0.295

0 

R 
0.974

7 

0.974

4 

0.974

6 

0.974

3 

0.974

0 

0.974

2 

0.964

4 

0.964

1 

0.964

3 

0.914

2 

0.914

6 

0.914

2 

Boat 

E

s 

0.806

4 

0.691

1 

0.678

4 

0.779

4 

0.568

6 

0.544

4 

0.695

0 

0.460

5 

0.432

7 

0.413

7 

0.291

4 

0.275

0 

R 
0.994

2 

0.994

2 

0.994

2 

0.994

2 

0.993

8 

0.993

7 

0.991

7 

0.991

2 

0.991

1 

0.960

8 

0.960

6 

0.960

3 

Goldhil

l 

E

s 

0.711

5 

0.667

6 

0.660

0 

0.679

3 

0.565

0 

0.554

2 

0.608

2 

0.462

5 

0.450

3 

0.487

5 

0.357

7 

0.349

3 

R 
0.962

8 

0.962

5 

0.962

5 

0.962

8 

0.962

5 

0.962

5 

0.962

8 

0.962

5 

0.962

5 

0.953

7 

0.953

4 

0.953

4 

Camera

- 

Man 

E

s 

0.693

4 

0.505

4 

0.480

2 

0.676

3 

0.337

0 

0.310

7 

0.637

1 

0.293

0 

0.263

4 

0.560

7 

0.280

8 

0.239

5 

R 
0.993

2 

0.992

8 

0.992

7 

0.993

2 

0.992

8 

0.992

7 

0.977

9 

0.977

6 

0.977

4 

0.822

1 

0.821

7 

0.821

5 

Table 2: SSIM Values (10−3) for the Embedded-Scrambled & the Reconstructed 

   

   
Fig. 2: Embedded-Scrambled Lena Image using The 

Proposed UES Method 

ε = 0, L = 1 (SSIM = 0.6025). (b) ε = 2, L = 1 (SSIM = 

0.3155). 

(c) ε = 5, L = 3 (SSIM = 0.1840). (d) ε = 8, L = 3 (SSIM = 

0.1228). (e) ε = 11, L = 3 (SSIM = 0.0982). (f) ε = 25, L = 

3 (SSIM = 0.0599). 

   

   
Fig. 3: Reconstructed Lena Image by the UES Method 

(a) ε = 0, L = 1 (SSIM = 1). (b) ε = 2, L = 1 (SSIM 1) 

(c) ε = 5, L = 3 (SSIM = 0.999). (d) ε = 8, L = 3 (SSIM = 

0.997) 

(e) ε = 11, L = 3 (SSIM = 0.996). (f) ε = 25, L = 3 (SSIM = 

0.986)                                     

Hence, the SSIM value and the perceptual quality of 

the embedded-scrambled image decrease. 

When ε = 25 and L = 3, the resulting SSIM values 

reach their lowest points as reported in Table 1. The 

appearance of the original image also becomes imperceivable 

as depicted in Fig.2. In particular, when ε increases, Eq. (3) 

becomes less restrictive, hence more pixels become PE. On 

the other hand, when L increases, more pixels (in the sub-

images) are considered and tested against Eq. (3), hence 

possibly increasing the number of PE’s. Nevertheless, the 

change in ε has greater impact on quality of the embedded-

scrambled image when compared to L due to the sharp 

distribution of the prediction errors. 

Secondly, quality of the reconstructed image is 

investigated. As expected, when ε ≤ 1, the original image can 

be perfectly reconstructed since the reported SSIM value is 

unity, i.e., UES operates in lossless mode. Similar to the trend 

observed for the embedded scrambled image, quality of the 

reconstructed image decreases as ε and L increase. Fig. 3 

shows the reconstructed Peppers image for various 

combinations of ε and L. Although the SSIM decreases as ε 

and L increase, the perceptual quality of the reconstructed 

images are high and they appear identical regardless of the 

parameters in use. 

V. FUNCTIONAL-CAMPARISION BETWEEN USE & VARIOUS 

OTHER DATA HIDING TECHNIQUE 

A. Pixel Value Predictor 

First, the performance of the proposed CBP can be estimated 

on the prediction accuracy in terms of MAE 

(mean absolute error). Here, 

n 

MAE =  (1/n)*  ∑ || (Xp)i – Xi || 

i=1 

Where x and xp denote the original and predicted 

pixel values, respectively. The prediction accuracy of the 

proposed CBP is, on average, two times better than (i.e., MSE 

is half of) the widely used MED. Furthermore, CBP always 

outperforms all the conventional prediction methods 

considered regardless of the test image in question. 

Therefore, it can be concluded that the proposed CBP 

achieves high prediction accuracy and hence it is a viable 

prediction method. 

Secondly, the degree of parallelism is discussed. 

Due to the design of the conventional predictors, the earlier 

predicted pixels are required to carry out the (immediate) next 

prediction process, therefore, the architecture of the 
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conventional predictors has a low degree of parallelism. In 

contrast, the prediction process in CBP does not rely on the 

previously predicted pixel values, and hence the prediction 

process can be executed in parallel. 

B. Data Embedding Method 

We compare UES to the conventional reversible and 

irreversible methods. Note that the results shown in Table II 

for ε = 0 and 1 regardless of L reflect the performance of the 

proposed UES as a reversible data hiding method where the 

original host image can be perfectly reconstructed (because α 

= 2 ≥ _log2((2 × ε) + 1)_ = 2). The rest of the cases (i.e., ε > 

1) suggest the performance of the proposed UES as an 

irreversible method. 

For reversible data embedding, the achievable payload (bpp) 

by UES and the conventional methods [3], [7], [8], [9] ,[4] 

are recorded in Table 3.  

Method Payload(bpp) 

DE(3) 0.285 

PEE(7) 0.669 

HS1(8) 0.031 

HS2(9) 0.107 

USE(4) 2.801 

Table 3: Comparison of Payload (BPP) Among the 

Conventional and Proposed Reversible Data Embedding 

Methods 

          The recorded values show the payload gained by the 

proposed reversible scrambling embedding method (i.e., 

ignoring imperceptibility) over the conventional reversible 

data embedding methods (i.e., emphasizing imperceptibility). 

It is concluded that a gain of more than 2.1 bpp is achieved 

when the imperceptibility criterion is relaxed. Note that the 

payload can be further increased significantly by sacrificing 

the reversibility property. 

C. Embedding-Scrambling Method 

Here, we consider the performance of the proposed method 

against conventional embedding-scrambling methods. Zhang 

proposed a separable reversible data hiding in encrypted 

images [10]. Zhang’s method does not guarantee complete 

reversibility because it relies on the correlation among 

neighboring pixels. Furthermore, [10] suffers from very 

limited payload, i.e., 0.0001bpp. 

Fujiyoshi also proposed a separable reversible data 

hiding in encrypted images [6]. While ensuring perfect 

reconstruction of the host image, [6] allows the user to take 

seven differentactions, including: (a) payload extraction; (b) 

partially decrypt the image; (c) completely decrypt the image; 

(d) recover the original images, and; their combinations. 

However, reversibility and the aforementioned features in [6] 

are achieved at the expense of very limited payload, i.e., 

0.019 bpp. On the other hand, although UES is not separable 

and has less features when compared to [6], it is able to embed 

up to 2.80 bpp on average into the host image while ensuring 

complete Reversibility. 

Ong et al. [5] proposed a unified data embedding and 

scrambling method while achieving scalable visual quality 

degradation. However it suffers from unbalanced distortion 

due to the uneven distribution of reflective and non-reflective 

blocks as well as the block-type dependent operations. This 

leads to possible leakage of perceptual information about the 

original host image when the parameters are not chosen 

appropriately. 

To overcome the aforementioned problem, pixels 

are permuted within each block. The main advantage of UES 

over [5] is the degree of scalability in controlling quality of 

the embedded scrambled image as well as the reconstructed 

image. 

VI. CONCLUSION 

This paper represented the overview of the Unified data 

embedding and scrambling methode. Also the application of 

USE on A benchmark image dataset, i.e 7 images (each of 

dimension 512×512 pixels) from the USC-SIPI standard test 

image are considered. Analysis of the result shows that USE 

proves the efficient data hiding scheme with higher payload 

and adaptive scalable quality degradation. Result shows that 

ε and L both have impact on embedded-scrambled image ER 

and reconstructed image R. Validation of proposed USE 

technique is considered by two parameters such as image 

quality i.e is measured in terms of SSIM value and by visual 

inspection. Along with this the proposed method is 

functionally compared with various exiting data hiding 

technique. 
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