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Abstract— In this era, Cloud Computing is the most emerging 

technology in this world, through which people share 

resources, services and information among the people using 

the internet. Data security & its privacy is a major issue in 

cloud computing as the data is stored in virtual location on 

the cloud because the number of users sharing their 

information on the same platform. For enhancing the security 

in cloud computing Cryptographic Algorithms like: RSA, 

DES, AES, Blowfish has been carried out to insure the 

security of data over cloud Computing. To perform secured 

and retrieval storage operations of data on cloud should be 

time dependent, effective processed and very secure to 

access. The research analyzed that there big chain of methods 

which provide secure interoperability, migration & 

integration and premise authentication systems with cloud 

applications. In this paper we have surveyed and analyze the 

different Methodology to secure data in cloud computing, 

accordingly using some encryption method to secure & 

upload database in encrypted mode, the main aimed to 

designing a new security method by using a hybrid crypto 

system.  In future we would emphasis on finding more 

encryption algorithm which will be more useful and secured 

for data security in Cloud Computing. 
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I. INTRODUCTION 

Cloud computing is a new technology that provide service on 

demand to the users with minimum cost. It is growing very 

fast with time, it can be considered as a new computing 

architecture. 

There are three service models are used in the cloud 

computing like software as a service (SaaS), platform as a 

service (PaaS), infrastructure as a service (IaaS). Facebook, 

Google apps, YouTube etc. uses SaaS where applications 

deliver as a service on the internet. In PaaS, it is delivered or 

pass the software means language. In IaaS, it is providing 

virtual machine for transferring the information from one 

machine to another or over the internet. 

Data security has become a major issue in IT. Data 

security becomes especially serious in the cloud computing 

environment, because data are stored in different machines in 

different place and storage device. Data security in the cloud 

computing is very difficult than data security in the traditional 

information systems. 

According to the difference scope, cloud can be 

divided into three types: private, public, and hybrid. General 

public uses public cloud which is made available by a service 

provider who hosts the cloud infrastructure. Typically public 

cloud providers like Amazon, Microsoft and Google own and 

offer access over the Internet to operate the infrastructure. 

Private cloud is cloud infrastructure devoted to a particular 

organization. Hybrid Clouds are developed with two or more 

clouds (public, private or community). Community clouds are 

a hybrid form of private clouds. Most of the existing cloud 

services are provided by cloud Service Company like Google, 

amazon, yahoo etc. 

Cloud computing is very helpful for the IT 

applications; however, there are still some problems to be 

solved for users and enterprises to store the data and use 

applications in the cloud computing environment. One of the 

most significant problem is data security, which is including 

compliance, privacy, trust, and legal matters. 

II. CLOUD COMPUTING MODEL 

There are two types of cloud computing models based on 

software distribution model in the cloud architecture. They 

are categorized like cloud service models and cloud 

deployment modes.  

A. Cloud service Models 

The main concept of cloud computing is to deliver both 

software and hardware as services. Generally there are three 

layers of services of the cloud that are Software as a Service 

(SaaS), Platform as a Service (PaaS), and Infrastructure as a 

Service (IaaS). Users and organizations have been 

considering services over the cloud to cut the costs of 

consumption, without any restitution in utilizing recent 

technologies. Though, using services over the cloud comes 

with many challenges mostly about security issues. It is 

shown in Figure 1 that security is the most concern. 

 
Fig. 1: Cloud Service Model 

B. Software as a Service 

This is a distribution model which is designed for web 

delivery, and it is a multitenant delivery model, which is 

controlled and managed and controlled by the cloud service 
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provider with the user not having any control over the 

infrastructure. Few of the examples of the popular examples 

are IBM, Microsoft, Oracle and SalesForce.com etc. In saas, 

applications deliver as a service on the internet like Facebook, 

YouTube etc. 

C. Platform-as-a-Service (PaaS) 

It is delivered or pass the software means language like java, 

python, .net etc. With this model, user create software 

development life cycle like testing, deploying, required tools 

and applications which is delivered by the provider. No 

control over operating system, network, storage and servers 

with user, but it can manage and control the deployed 

operation and hosting environment configurations. Some 

popular PaaS providers are Microsoft’s Azure etc.   

1) Infrastructure-as-a-Service (IaaS) 

In IaaS, it is providing virtual machine for transferring the 

information from one machine to another or over the internet. 

Deployment and various software including structure or 

application software can run by user with this model. 

Provision of networks, computing power and storage is given 

to user. 

III. CLOUD DEPLOYMENT MODELS 

The deployment model is one of the key element of the cloud 

computing. This deployment model is divided into four types 

which is show below. 

A. Private Cloud 

This model of deployment is implemented merely for an 

organization and is widely used by their employees. Private 

cloud is also known as internal cloud or on premises cloud. It 

is managed and operated by an organization or group of 

organizations. The framework of cloud is installed on/off 

premise. In this model, immense security is provided and thus 

management and conversation are easier through which 

organization has more control over the infrastructure and 

accessibility. 

B. Public Cloud 

This deployment model is implemented for public users. It is 

managed and controlled by a government organization or 

combination of them. The users can be charged for service for 

the finite duration of time they uses. All the information data 

and application remains publicly available to all users so 

public clouds are more vulnerable to security issues than 

other cloud models which make it more preferable to 

malicious attacks. Proper authentication should be provided 

for the services on public cloud. 

C. Community Cloud 

This cloud model is enforced by many corporate firms with 

mutual concerns of Security requirements, mission, and 

action considerations. One or more organizations can manage 

this cloud and can also manage by third party. The 

infrastructures must be designed to use it as on premise to one 

of the concern organization or can be off premise to all 

organizations. 

D. Hybrid Cloud 

This deployment model is combination of two or more clouds 

(private, community, public or hybrid). Standard protocols 

force the participating clouds becomes limited together, so it 

start organization to serve its needs in their own private cloud 

and if some detractor needs (cloud bursting for load-

balancing) occur they can available public cloud services. It 

provides benefits of multiple deployment models. 

IV. SECURITY ISSUES 

There are many security issues are occurs in the cloud 

computing. Privacy and security issues are some of the 

biggest issues in the cloud computing. There are some 

security issues shown below.  

A. Privacy and Confidentiality 

Once the client host the data to the cloud there should be 

guaranty of authorized access. Improper access to customer 

sensitive data is potential threat to data of cloud by cloud 

personal. Authenticity of data should be provided to the 

clients so proper privacy policies and actions should be in 

place to encourage the cloud users of the data safety. For 

concession purposes, it may be mandatory to have exact 

records as to what data places in a public cloud, occurrence, 

virtual memories (VMs) and storage it mounted upon, 

processing location.  

B. Location and Relocation of Data 

High amount of data mobility offered by Cloud Computing. 

Customers do not always know the location of their data. 

However, the location of data asked by owners when an 

enterprise has some conscious data that is kept on a storage 

device in the Cloud. Preferred location (e.g. data to be kept in 

India) can also be set by them. This, then, requires a 

legitimate agreement, between the Cloud provider and the 

consumer that data should stay in a particular location or 

consist on a given known server. Also, cloud providers should 

take responsibility to ensure the security of systems and 

provide robust (powerful) authentication to safeguard 

customers’ information. Another issue is location to location. 

C. Storage, Backup and Recovery 

When you decide to put up your data to the cloud the cloud 

provider should ensure sufficient data resilience storage 

systems. At a minimal they should be able to provide RAID 

storage although most cloud providers will cache the data in 

multiple copies on many servers located differently. And also 

most cloud providers should be able to provide choice on 

backup services, certainly essential for those businesses that 

depends on cloud based applications so that in the event of a 

major failure of hardware which they can revoke to an earlier 

state. Confidentiality of the data hosted on the cloud must be 

assured to the respective cloud seeker. 

D. Data Integrity 

Data integrity provides the security of data, cloud service 

providers should appliance mechanisms to ensure data 

integrity and allow what happened to a certain dataset and at 

what point. The cloud provider should make the client 

cognizant of what particular data is hosted on the cloud, the 

element and the integrity mechanisms put in place.  
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E. Data Authorization & Authentication 

Security requirement to ensure that information 

dissemination should only from authorized sensors and 

Security requirement ensures the identity of node with which 

communication takes place is genuine. 

V. PROBLEM STATEMENT 

There are different policies issues and threats in cloud 

computing technology which include privacy, segregation, 

storage, credibility, security, capacity and more. But most 

important among these two thing is security and how service 

provider persuade it to maintain. Generally cloud computing 

has certain customers such as typical users, academe and 

companies who have different motivations to move to the 

cloud. If cloud clients are academe, security effect on work 

of computing and for them cloud providers have to find a way 

to merge security and performance. For companies most 

important issue is also security but with different perception. 

So, we mainly concentrate on USER_CLOUD security of 

cloud computing using encryption algorithm using certain 

proposed plan. 

There are two major security issues are internally 

related to posture several security threats, which are 

antagonistic challenge in cloud computing environment for 

private data. These threats not only affect Data security but 

also affect the whole cloud systems, where all the users as 

well as provider services underlying its restraint.  

Those security threats which lead the lack of 

security of data and code in cloud environments are as below: 

Conferred to CSA (Cloud Security Alliance) the major threats 

in Cloud computing are.  

1) Account, Service & Traffic Hijacking.  

2) Malicious Insider.  

3) Insecure Application Programming Interface.  

4) Unknown Risk Profile  

5) Abuse and Nefarious Use of Cloud Computing.  

6) Shared Technology Vulnerabilities.  

7) Data Loss/Leakage.  

VI. PROPOSED WORK 

The proposed work studies various security algorithms to 

abolish the concerns regarding data loss, segregation and 

privacy while collecting web application on cloud. 

Algorithms like: RSA, DES, AES, Blowfish have been used 

and comparative study among them have also been presented 

to insure the security of data on cloud. DES (Data Encryption 

Standard), AES (Advanced Encryption Standard), Blowfish 

are symmetric key algorithms, in which a single key is used 

for both encryption and decryption of messages. RSA is a 

public key algorithm designed by Rivest, Shamir and 

Adleman in 1978 and also known as asymmetric key 

algorithm, the algorithm which uses various keys for 

encryption and decryption. The key sizes of all the algorithms 

are different from each other’s. The key size ofDES algorithm 

is 56 bits. The key length of AES algorithm is 128, 192, 256 

bits. The key length of Blowfish algorithm is 128-448 bits. 

The key length of RSA algorithm is 1024 bits. 

 

In that the user first login in the cloud with username and 

password. Then user established a secured connection with 

server using RSA algorithm and then user upload their  file 

and generate random key using hashing algorithm and 

encrypts the file. And upload the request, In that users can 

choose the algorithm for the encryption and decryption 

process. The proposed model provides a high level of 

confidentiality, availability and efficiency of the data 

retrievals in terms of hybrid multi cloud and clusters. The data 

retrieval efficiency is increased using data classification 

technique to get only required part of data instead of whole 

data. There are two advantage of this model i.e. to access only 

the required data parts instead of whole data and a data 

classification techniques to save data from underestimation 

and over estimation. In such a way, a user can save on the 

cost and improve the efficiency. 

 
Fig. 2: Hybrid Cloud Computing 

 
Fig. 3: Proposed Architecture of Cloud Security 

 
Fig. 4: Proposed Model 
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Fig. 5: Data Retrieval Efficiency 

VII. CONCLUSION 

In the paper we have mention about the different 

cryptographic encryption algorithms that has been used for 

security like RSA, AES, DES, BLOWFISH, and MD5, which 

has to be used in cloud computing for making cloud data 

secure. In the work, we will propose a new security 

architecture of hybrid cloud which implements a secure 

communication process and encryption using RSA, whereas 

MD5 is used as a hashing algorithm in digital signature and 

masking key information. The model contributes security for 

the whole cloud computing environment. In the proposed 

system, an attacker are not able to easily access or upload any 

file because the algorithms are executed in different servers 

at different locations Although encryption algorithm is quite 

deterministic but MD5 algorithm makes the model highly 

secured. In Short we can say that our proposed model can be 

provide a better approach as compared to other works. In the 

future we would emphasis on finding an encryption algorithm 

which will be more useful and secured for data security in 

Cloud computing and also to develop the data classification 

in proposed model and also we test data retrieval deficiency 

of proposed model. 
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