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Abstract— Traffic classification is an emerging topic in the 

field of computer science. The Classification and the analysis 

of the network traffic is useful to avoid the traffic congestion 

while transferring the data. The classification of traffic refers 

to categorizing the traffic according to its various application 

type and also helps in managing the overall performance of a 

network. The flow of traffic analysis is an essential piece of 

knowledge for engineering a network. However, with the 

rapid evolution of the internet applications the effectiveness 

of the customary methods like port based, payload based. The 

Machine learning algorithms has achieved high accuracy and 

best results. The use of Hello Packet for the classification 

makes easier in analysing the real-time network which adds 

accuracy to the existing system. The accurate classification is 

achieved using the hello packet which classifies the network 

in an effective way and transfers the data through the easier 

and the shortest path. 
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I. INTRODUCTION 

Network Traffic classification is an important topic nowadays 

in the field of communication and computer science. 

This is useful for the Internet Service Providers 

(ISPs) to manage the network performance. Classification of 

the traffic is the first step in identifying and classifying the 

unexplored network classes.  

The Network traffic identification plays a vital role 

in network security and management such as the Intrusion 

Detection and Quality of Service ( QoS) There are several 

techniques have been proposed classifying and analysing the 

network traffic which includes the traditional techniques like 

port based method payload based techniques these techniques  

.Port based technique is a great technique for network 

classification.  This technique failed due to increase of peer 

to peer applications. 

The Payload based Technique which is also called 

Deep  Packet Inspection (DPI) is effective in classification 

but it cannot be applied to encrypted data network 

applications as numerous data network applications use 

encrypted techniques to protect the data from detection . The 

DPI technique failed due to use of encrypted flow of 

applications. The researchers then proposed Machine 

Learning Technique to classify the internet traffic as well as 

to know the type of applications flow in the network. 

II. PROBLEM STATEMENT 

The evolution in the internet applications has led to different 

methods of classifying the network traffic. The port based, 

payload based techniques has efficient classification but 

comparatively has low accuracy. 

These techniques failed for the encrypted data 

network applications. The port based technique failed due to 

dynamic port numbers. Dynamic port number means 

unregistered number with the (Internet Assign Number 

Authority). The classification results in a better way but it 

doesn’t compare the results of those algorithms. The port 

based technique has failed due to increase of peer to peer 

communication. 

III. EXISTING SYSTEM 

The network classification has several traditional techniques 

to classify the network traffic such as the payload method and 

port-based method which does not support for encrypted data 

network applications as numerous network applications use 

encrypted network to protect data from detection. Port based 

techniques failed due to increase of peer to peer applications. 

The port based and the payload based techniques have 

achieved in classifying the network effectively but has failed 

when applied to encrypted data applications.  

IV. PROPOSED SYSTEM 

TIE recommends a unified representation of classification 

results. It defines IDs for application classes and associates 

them with group classes. The comparison of traffic classifiers 

which have application-level protocol. It uses the Hello 

Packet to compute the distance from the source to destination. 

The hello packet establishes and confirms network 

relationship. It distinguishes the traffic as per its constraints. 

The TIE is also used to compute the following Duration of a 

video or audio stream   

 Voice or video quality of experience  

 Counts of the number of events  

 Tracking of “top” items (e.g., most frequently requested 

URLs, most popular video providers, etc.)   

 Summations (adding up a number of events). 

V. OBJECTIVE 

The main aim of the project is to transfer the data without 

traffic congestion. This analyses the traffic and classifies the 

network traffic and transfers the data via the shortest path. 

The shortest path is computed using the Machine Learning 

algorithms.  

The Machine Learning algorithm is used as it 

achieves high accuracy. The Hello Packet is used to easily 

classify the network traffic and transfers the data via the free 

and the shortest Path. 

VI. METHODOLOGY 

Hello Packet implementation along with the machine learning 

algorithms provide higher accuracy compared to previous 

classification techniques. 

Hello Packet is a special packet that is sent from a 

router which is used to establish and confirms the network 

adjacency relationships. 
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The Hello Packet classifies the network traffic and transfers 

the data via the shortest path. The shortest path is computed 

using the Machine Learning algorithms. The path is classified 

as traffic free network and network with traffic and it then 

chooses the easier and the shortest path. 

A. Architecture Diagram 

 
Fig. 1: Architecture Diagram 

The Sender analyses and captures the available IP on the 

network from which the sender IP is been selected. The File 

to be sent is been attached and the file is sent. The analyser is 

that finds the available nodes and lists all the routers. The free 

router from that is chosen to transfer the file. 

The classifier classifies the path based on the 

implemented machine learning algorithms and finds the 

shortest path from that of the available routers. This 

automatically identifies the path or it can be done manually 

by the sender by which the path can be selected by the sender 

itself. The file that is transferred is received at the receiver’s 

end. 

VII. NETWORK TRAFFIC CLASSIFICATION MODEL 

 
Fig. 2: 

A. Captures IP 

This is the first and the foremost step, it captures the IP 

address of the sender. The File to be transmitted is selected. 

The content of the file is obtained it also lists the packet length 

and size. The packet filter displays the size of the packet to 

be transmitted then the file is sent. 

B. Traffic Classification 

The system starts analysing the network traffic by which it 

identifies the ways to send the file. It distinguishes the free 

network from that of the path with traffic and makes the 

communication easier. 

C. Identifying the Path 

The  Routers are listed which are used to transfer the file 

selects the path based on the machine learning algorithms .It 

finds the shortest path and the free path among the available 

routers and displays those routers. 

D. File Transfer 

After the process of finding the path the data that is selected 

is been sent through the free router and the file is been 

transferred to the receiver. 

After the process of finding the path the data that is 

selected is been sent through the free router and the file is 

been transferred to the receiver. 

                   The Receiver then receives the transferred file 

from the sender this also lists the contents of the file. 

VIII. RESULTS & OBSERVATION 

The Implementation of Algorithms used here achieve high 

accuracy. There are four algorithms used to find the shortest 

path on the network. They are C45, SVM, Bayes Net, Naive 

Bayes algorithms. The comparison of the accuracy is shown 

below. The file transfer is made easier. The use of the Hello 

packet is been analysed.  

The ways of classification and the comparison of the 

algorithms along with the hello packet has achieved high 

results of accuracy.  

Accuracy is shown below. The file transfer is made 

easier. The use of the Hello packet is been analysed. The ways 

of classification and the comparison of the algorithms along 

with the hello packet has achieved high results of accuracy  

Classifiers Accuracy Time T in seconds 

C45 78.9189 0 

Bayes Net 68.1081 0.1 

SVM 74.0541 0.3 

Naïve Bayes 71.8919 0.1 

Table 1: 

The efficiency of these four algorithms are analysed 

and the results are being compared and listed below in the 

form of graph  

IX. REFERENCE TABLE 

The description of the basic and the advanced ways of analysis of the network traffic is been established in the below table. 
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Table 2(a): Supported Basic and Advanced Pre-Session Features 

 
Table 2(b): Implemented Combination Algorithms 

 
Table 2(c): Classification Plugins Developed Since 2008 

X. CONCLUSION  

In this paper, we discuss Network traffic classification 

techniques and discuss How new researchers or new network 

operators will apply the network traffic classification 

technique using machine learning algorithm to classify 

unknown applications and manage performance of network. 

And then we perform comparative analysis of four machine 

learning classifiers. Firstly, we demonstrated Network Traffic 

Classification Techniques (Port Based, Pay Load Based and 

Machine Learning Based technique) and their limitation. The 

Hello Packet concept has been implemented which is used for 

easier data transfer which adds additional advantage to the 

existing system. The Classification is done in a better way and 

achieves better accuracy. 
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