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Abstract— Today hundreds of millions of users are 

interconnected by communication channels allowing them to 

communicate and to share information Now with the ever 

increasing expansion of companies and industries, every 

company has its branches and sites spread all over the globe. 

The company needs to have connectivity between its various 

sites along with features like privacy and security. The use of 

MPLS VPN [2] network and Multi-VRF enables the service 

provider to handle multiple sites on one CE router itself. The 

Internet is a network of networks with a myriad of computer 

devices, including smartphones, game consoles 

(handheld/stationary), IP televisions, tablet computers, laptop 

computers, desktop computers, palmtop computers, etc. With 

ever increasing number of network devices, the exhaustion of 

IPv4 address space has become inevitable. Thus, migration 

from IPv4 to IPv6 (which offers a much larger address space) 

is necessary. Migration technique to IPv6 network is 

proposed in this project that overcomes all the limitations 

available in existing IPv4 network. 
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I. INTRODUCTION 

As rapid Internet growth continues, global communications 

becomes more dependent on Internet availability for 

information transfer. Recently, the Internet Engineering Task 

Force (IETF) introduced a new protocol, Multiple Protocol 

Label Switching (MPLS), to provide high-performance data 

flows within the Internet. Multiprotocol Label 

Switching (MPLS) is a type of data-carrying technique for 

high-performance telecommunications networks. MPLS [1] 

emulates two major aspects of the Asynchronous Transfer 

Mode (ATM) technology. First, each initial IP packet is 

"routed" to its destination based on previously known delay 

and congestion avoidance mechanisms. This allows for 

effective distribution of network resources and reduces the 

probability of congestion. Second, after route selection each 

subsequent packet is assigned a label at each hop, which 

determines the output port for the packet to reach its final 

destination.MPLS directs data from one network node to the 

next based on short path labels rather than long network 

addresses, avoiding complex lookups in a table.  

The internet is a worldwide accessible system of 

interconnected networks. Two current versions of the Internet 

Protocol (IP) are provided by Internet Assigned Numbers 

Authority (IANA) [1-3].Out of this protocol, IPv4 protocol 

was already allotted to Regional Internet Registries (RIR) and 

there is no more IPv4 address to allot and IANA has started 

issuing the IPv6 address to RIR [4-5].. As they are not directly 

compatible, there is a competition going on between these 

protocols. The aim of this paper is to provide the 

compatibility of IPv6 packets through IPv4. Network 

providers and users are forced to determine whether to 

support either one or both protocols for various network 

services. The internet world has to go through a transition, but 

in this process both protocols, IPv4 and IPv6 (Internet 

Protocol version 6), have to connect to each other. IPv4 

network has grown far more than anyone had ever imagined 

when the protocol was designed. As technology is developing 

new services and Internet-enabled devices use more mobile 

connectivity (2G, 3G and 4G), IPv4 is challenged with a 

series of problems, the most demanding one being address 

exhaustion. There are not enough IPs available from ISPs 

(Internet Service Provider) to meet the demand. 

The new IPv6 protocol is needed to satisfy the needs 

and it features improved scalability and routing, simplified 

header that makes forwarding packets more efficient, end-to-

end connectivity because there is no need for NAT (Network 

Address Translation), ease-of-configuration because it 

supports stateful and stateless auto-configuration, and 

information being stored in the start of the header is useful for 

a router thus resulting in higher performance routing. The 

major flaw of IPv6 is that it is not compatible with IPv4, and 

to use the new protocol changes are required in software and 

every networked device. The majority of network services 

and applications still use IPv4; therefore it will not be 

replaced for a long time. So, the two network protocols will 

have to coexist. [1] 

II. MPLS OVERVIEW  

A. Introduction to MPLS 

Multi-Protocol Label Switching (MPLS) is a new technology 

that will be used by many future core networks, including 

converged data and voice networks. MPLS does not replace 

IP routing, but will work alongside existing and future routing 

technologies to provide very high-speed data forwarding 

between Label-Switched Routers (LSRs) together with 

reservation of bandwidth for traffic flows with differing 

Quality of Service (QoS) requirements. MPLS enhances the 

services that can be provided by IP networks, offering scope 

for Traffic Engineering, guaranteed QoS and Virtual Private 

Networks (VPNs).The basic operation of an MPLS network 

is shown in the diagram below. 

 
Fig. 1: Two LSPs in an MPLS Network 

https://en.wikipedia.org/wiki/Telecommunications_network
https://en.wikipedia.org/wiki/Node_(networking)
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MPLS uses a technique known as label switching to 

forward data through the network. A small, fixed-format label 

is inserted in front of each data packet on entry into the MPLS 

network. At each hop across the network, the packet is routed 

based on the value of the incoming interface and label, and 

dispatched to an outwards interface with a new label value. 

The path that data follows through a network is defined by 

the transition in label values, as the label is swapped at each 

LSR. Since the mapping between labels is constant at each 

LSR, the path is determined by the initial label value. Such a 

path is called a Label 

Switched Path (LSP). 

B. Features 

1) Faster Speed 

Due to the labeling technology, the speed of performing 

lookups for destinations and routing is much faster than the 

standard IP table lookups non-MPLS routers have to perform. 

2) QoS 

This is a big one. MPLS networks achieve greater Quality of 

Service for their customers. Quality of Service (QoS) means 

exactly that – you can expect a higher standard of service such 

as reliability, speed, and voice quality. This is for a few 

reasons, one already mentioned above. 

3) Faster Restoration 

MPLS networks are also able to restore interrupted 

connections at a faster speed than typical networks. 

Obviously, this is a benefit. 

4) Security 

MPLS offers greater security and are often required for 

companies which need enhanced privacy and security for 

their network needs. Some industries like the Health Care and 

Financial industries are examples of industries mandated by 

Federal law to comply to specific requirements for network 

security 

III. DYNAMIC ROUTING PROTOCOLS 

A. Enhanced Interior Gateway Routing Protocol 

EIGRP is a Cisco-proprietary Hybrid routing protocol, 

incorporating features of both Distance-Vector and Link-

State routing protocols. EIGRP adheres to the following 

Hybrid characteristics:  

 EIGRP uses Diffusing Update Algorithm (DUAL) to 

determine the best path among all “feasible” paths. 

DUAL also helps ensure a loop free routing 

environment.  

 EIGRP will form neighbor relationships with adjacent 

routers in the same Autonomous System (AS).  

 EIGRP traffic is either sent as unicasts, or as multicasts 

on address 224.0.0.10, depending on the EIGRP packet 

type. 

 Reliable Transport Protocol (RTP) is used to ensure 

delivery of most EIGRP packets. 

 EIGRP routers do not send periodic, full-table routing 

updates.  Updates are sent when a change occurs, and 

include only the change. 

 EIGRP is a classless protocol 

Other characteristics of EIGRP include:  

 EIGRP supports IP routing. 

 EIGRP applies an Administrative Distance of 90 for 

routes originating within the local Autonomous System.  

 EIGRP applies an Administrative Distance of 170 for 

external routes coming from outside the local 

Autonomous System  

 EIGRP uses Bandwidth and Delay of the Line, by 

default, to calculate its distance metric. It also supports 

three other parameters to calculate its metric: Reliability, 

Load, and MTU. 

 EIGRP has a maximum hop-count of 224, though the 

default maximum hop-count is set to 100.   

 EIGRP, much like OSPF, builds three separate tables:  

 Neighbor table – list of all neighboring routers. 

Neighbors must belong to the same Autonomous System 

 Topology table – list of all routes in the Autonomous 

System  

 Routing table – contains the best route for each known 

network 

B. OSPF Routing Protocol  

Open Shortest Path First (OSPF) is a dynamic routing protocol 

for use in Internet Protocol (IP) networks. Specifically, it is a 

link-state routing protocol and falls into the group of interior 

gateway protocols, operating within a single autonomous 

system (AS). It is an Interior Gateway Protocol used to 

distribute routing information within a single Autonomous 

System. OSPF is perhaps the most widely-used interior 

gateway protocol (IGP) in large enterprise networks; IS-IS, 

another link-state routing protocol, is more common in large 

service provider networks. The most widely-used exterior 

gateway protocol is the Border Gateway Protocol (BGP), the 

principal routing protocol between autonomous systems on the 

Internet. 

1) OSPF Configuration 

 
Fig. 2: 

a) Router 0 

Router (config) #router ospf 10 

                # network 192.168.10.0 0.0.0.255 area 0 

                     #network 20.20.20.0 0.0.0.255 area 0  

b) ROUTER 1 

Router (config) #router ospf 10 

                     # network 192.168.30.0 0.0.0.255 area 0 

                           #network 20.20.20.0 0.0.0.255 area 0 

C. Border Gateway Protocol 

BGP [3] is a standardized exterior gateway protocol (EGP), as 

opposed to RIP, OSPF, and EIGRP which are interior 

gateway protocols (IGP’s). BGP Version 4 (BGPv4) is the 

current standard deployment. BGP is considered a “Path 

Vector” routing protocol. BGP was not built to route within 
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an Autonomous System (AS), but rather to route between 

AS’s. BGP maintains a separate routing table based on 

shortest AS Path and various other attributes, as opposed to 

IGP metrics like distance or cost. BGP is the routing protocol 

of choice on the Internet. Essentially, the Internet is a 

collection of interconnected Autonomous Systems 

1) BGP Configuration 

 
Fig. 3: 

a) ROUTER 0 

Router (config) #router bgp 100 

 # neighbor 20.20.20.2 remote-as 200 

# network 192.168.10.0 mask 255.255.255.0 

b) ROUTER 1 

Router (config) #router bgp 200 

          # neighbor 20.20.20.1 remote-as 200 

        # network 192.168.30.0 mask 255.255.255.0 

IV. MIGRATION OF IPV4 TO IPV6 

Migrating from IPv4 to IPv6[4][5] in an instant is impossible 

because of the huge size of the Internet and of the great 

number of IPv4 users. Moreover, many organizations are 

becoming more and more dependent on the Internet for their 

daily work, and they therefore cannot tolerate downtime for 

the replacement of the IP protocol. As a result, there will not 

be one special day on which IPv4 will be turned off and IPv6 

turned on because the two protocols can coexist without any 

problems. The migration from IPv4 to IPv6 must be 

implemented node by node by using auto configuration 

procedures to eliminate the need to configure IPv6 hosts 

manually. This way, users can immediately benefit from the 

many advantages of IPv6 while maintaining the possibility of 

communicating with IPv4 users or peripherals. 

The key goals of the migration are as follow:  

 IPv6 and IPv4 hosts must interoperate.  

 The use of IPv6 hosts and routers must be distributed 

over the Internet in a simple and progressive way, with a 

little interdependence. 

A. Tunneling 

It is a transition mechanism whereby an IP packet from one 

address family is encapsulated in an IP packet from another 

address family enabling the original packet to be transported 

over network of another address family. There are two types 

of tunnels- static and dynamic. Static tunnels are created 

manually whereas dynamic use several techniques to 

automatically define the endpoints (6to4, ISATSP  

 

 
Fig. 4: 

For minimizing the transitions, all the routers on the 

way between the two IPv6 nodes do need to support IPv6. 

Primarily IPv6 packets are placed inside IPv4 packets then 

the packets are routed through the IPv4 routers.  

One of the objections to integrating IPv6 into the 

current IPv4 networks is the ability to transport IPv6 packets 

over IPv4 –only networks. Tunneling or in IPv6 known as 

overlay tunnel can be used. IPv6 packets are encapsulated 

through the overlay tunnel in IPv4 packets for delivery across 

IPv4 infrastructure. The main disadvantage of tunneling is 

that it does not let communication between users of new 

protocols and old protocols without dual stack hosts. 

B. Proposed Topology 

 
Fig. 5: 

C. Configuration 

a) #Router 1# 

router ospf 10 

log-adjacency-changes 

redistribute bgp 100 subnets 

redistribute ospf 30 subnets 

network 192.168.10.0 0.0.0.255 area 0 

! 

router ospf 30 

log-adjacency-changes 

redistribute ospf 10 subnets 

redistribute bgp 100 subnets 

network 192.168.20.0 0.0.0.255 area 0 

! 

router bgp 100 

no synchronization 
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bgp log-neighbor-changes 

network 192.168.20.0 

redistribute ospf 10 metric 10 match internal external 1 

external 2 

redistribute ospf 30 metric 10 match internal external 1 

external 2 

neighbor 192.168.20.2 remote-as 100 

b) #ROUTER 2# 

router ospf 10 

log-adjacency-changes 

network 192.168.10.0 0.0.0.255 area 0 

interface FastEthernet0/0 

no ip address 

duplex auto 

speed auto 

ipv6 address 2001::1/64 

ipv6 enable 

ipv6 eigrp 10 

ipv6 router eigrp 10 

router-id 1.1.1.1 

no shutdown 

interface Tunnel1 

no ip address 

ipv6 address 1010::1/64 

ipv6 enable 

ipv6 eigrp 10 

tunnel source Serial1/0 

tunnel destination 192.168.40.2 

tunnel mode ipv6ip 

c) #ROUTER 3# 

router ospf 30 

log-adjacency-changes 

redistribute bgp 100 subnets 

redistribute ospf 20 subnets 

network 192.168.30.0 0.0.0.255 area 0 

! 

router ospf 20 

log-adjacency-changes 

redistribute ospf 30 subnets 

redistribute bgp 100 subnets 

network 192.168.40.0 0.0.0.255 area 0 

! 

router bgp 100 

no synchronization 

bgp log-neighbor-changes 

network 192.168.30.0 

redistribute ospf 30 metric 10 match internal external 1 

external 2 

redistribute ospf 20 metric 10 match internal external 1 

external 2 

neighbor 192.168.30.1 remote-as 100 

d) #ROUTER 4# 

router ospf 20 

log-adjacency-changes 

network 192.168.40.0 0.0.0.255 area 0 

interface FastEthernet0/0 

no ip address 

duplex auto 

speed auto 

ipv6 address 2002::1/64 

ipv6 enable 

ipv6 eigrp 10 

interface Tunnel1 

no ip address 

ipv6 address 1010::2/64 

ipv6 enable 

ipv6 eigrp 10 

tunnel source Serial1/0 

tunnel destination 192.168.10.1 

tunnel mode ipv6ip 

e) #ROUTER 5# 

router ospf 30 

log-adjacency-changes 

redistribute bgp 100 subnets 

network 192.168.20.0 0.0.0.255 area 0 

network 192.168.30.0 0.0.0.255 area 0 

! 

router bgp 100 

no synchronization 

bgp log-neighbor-changes 

network 192.168.20.0 

network 192.168.30.0 

redistribute ospf 30 metric 10 match internal external 1 

external 2 

neighbor 192.168.20.1 remote-as 100 

neighbor 192.168.30.2 remote-as 100 

V. CONCLUSION 

The proposed network is designed to migrate from IPV6 TO 

IPV4 over the limited IPv4 in Internet world where users have 

increased rapidly. It also compares the consequences and 

features of transition from IPv4 to IPv6.The deployment of 

IPv6 is the best way for the growth of Internet and users 

around so that there will be no any limitation to using the 

technology that are discovering.GNS3 simulator is used for 

simulation. It allows the combination of virtual and real 

devices, used to simulate complex networks. Wireshark is 

used for network troubleshooting analysis. 

VI. FUTURE WORK 

 
Fig. 6: 

In this project I am going to create a MPLS cloud 

network taking an example of two banks through which they 

will be able to send their data or communicate with the other 

branch through a single MPLS network that will increase the 

speed of the network for communication as well as the use of 

protocols and VRF packet forwarding will provide a secured 

communication between the networks. 
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A. Wireshark Monitoring 

 
Fig. 7: 

 
Fig. 8: 
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