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Abstract— This paper describes a survey on reversible data 

hiding in encrypted images. Data hiding is a process to embed 

useful data into a cover media. Data invisibility is its major 

requirement. Data hiding can be done in audio, video, image, 

text, and picture. Here use image for data hiding especially 

digital images. The data may be any text related to the image 

such as authentication data or author information. At the 

recipient side it must be able to extract the hidden data and 

original image. A data hiding technique satisfying this 

requirement is known as reversible data hiding. Reversible 

data hiding is a process to reverse the marked media (image) 

back to the original cover media (image) after the hidden data 

are extracted. In cloud storage, a content owner can encrypt 

an image to preserve his/her privacy, and upload the 

encrypted data onto the cloud. Reversible data hiding in 

encrypted image, which can recover the original image 

without any distortion from the marked image after the 

hidden data extracted. Now a day’s reversible data hiding in 

encrypted images is in used due to its excellent property 

which is original cover image can be recovered with no loss 

after extraction of the embedded data. Also it protects the 

original data. This paper describes various methods to hide 

and retrieve back additional messages in an encrypted image. 
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I. INTRODUCTION 

Now-a-days security is considered as most important factor 

in any communication systems. In such security systems 

issues are integrity, privacy, authentication and non-

repudiation, which must be handled carefully. Here the 

security goals are confidentiality, availability and integrity 

that can be threatened by security attacks. So to protect the 

original data from such attacks the reversible data hiding 

techniques are implemented. Reversible data embedding also 

called as lossless data embedding, embeds confidential data 

into a cover image in a reversible manner. Encryption and 

data hiding are the two techniques to protect the data.  

Image encryption process is necessary for future 

multimedia Internet applications. Password codes to Identify 

individual users will be replaced are biometric images of 

fingerprints and retinal scans in the future. However, such 

information will be sent over a network. When such images 

are sent over a network, an eavesdropper might duplicate the 

information. A degree of security can be achieved by 

encrypting these images. Encryption is also used to protect 

data in transit, as an Example data being transferred via 

networks mobile phones, wireless microphones, wireless 

communication systems, Blue tooth devices and bank 

automatic teller machines. 

Data hiding is the process to embed data into cover 

images. The hidden data to de embedded are usually a string 

of binary bits (e.g., digital signature), a logo image, 

identification (ID) number or any information that is useful. 

One of the major requirements of this hiding process is that 

the hidden data must be imperceptible. Reversible data hiding 

can provide the extracted data as well as recover the original 

image at the receiver end losslessly. This property makes it 

very useful in the areas where image quality is strictly 

required though the images need the embedded data to protect 

their authenticity or for some special purposes 

II. RELATED WORK 

X. Zhang et al. in Reversible Data Hiding in Encrypted 

Images [1], proposes a novel reversible data hiding scheme 

for encrypted image. After encrypting the entire data of an 

uncompressed image using a stream cipher, the additional 

data can be embedded into the image by modifying a small 

proportion of encrypted data. With an encrypted image 

containing additional information, one may firstly decrypt it 

using the encryption key, and the decrypted version is similar 

to the original image. According to the data-hiding key, with 

the aid of spatial correlation in natural image, the embedded 

data can be successfully extracted and the original image can 

be losslessly recovered.  

Here proposes a novel reversible data hiding scheme 

for encrypted image with a low computation complexity, 

which consists of image encryption, data embedding and data 

extraction image-recovery phases. Here the data of original 

image are entirely encrypted by a stream cipher. Although a 

data-hider does not know the original content, he can embed 

additional messages (data) into the encrypted image by 

modifying a part of encrypted data. A receiver may firstly 

decrypt the encrypted image containing embedded data using 

the encryption key, and the decrypted version is similar to the 

original image. According to the data-hiding key, with the aid 

of spatial correlation in original image, the embedded data 

can be correctly extracted while the original image can be 

perfectly recovered. Although someone with the knowledge 

of encryption key can obtain a decrypted image and detect the 

presence of hidden data using LSB-steganalytic methods. If 

someone does not know the data-hiding key, it is still 

impossible to extract the additional data and recover the 

original image. For ensuring the correct data-extraction and 

the perfect image recovery, introduce an error correction 

mechanism before data hiding to protect the additional data 

with a cost of payload reduction. 

W Hong et al. in An Improved Reversible Data 

Hiding in Encrypted Images using side match [2], introduced 

an improved version Zhang’s reversible data hiding method 

in encrypted images using side match technique. Image 

encryption and data embedding methods are same as that of 

Zhang’s work. Method in [1] partitions an encrypted image 

into blocks, and each block carries one bit by flipping three 

LSBs of a set of pre-defined pixels. The data extraction and 

image recovery can be achieved by considering the block 

smoothness i.e., the extraction and recovery of blocks are 

performed according to the descending order of the absolute 

smoothness difference between two candidate blocks. But 
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Zhang’s work did not fully exploit the pixels in calculating 

the smoothness of each block and did not consider the pixel 

correlations in the border of neighbouring blocks. These two 

issues could reduce the correctness of extraction of data. 

This method adopts a better scheme for measuring 

the smoothness of blocks, and uses the side-match scheme to 

further decrease the error rate of extracted-bits. Border pixels 

between blocks are highly correlated. So, the border pixels 

between two unflipped blocks are smoother than those 

flipped blocks. Therefore, here adopt the side match 

technique to concatenate the borders of the recovered blocks 

to the unrecovered blocks, and perform the smoothness 

evaluation of the concatenated blocks. The experimental 

results reveal that the Hong’s work offers better performance 

over Zhang’s work. This improved method was still based on 

blocks, the limitation and centralisation of local pixels in the 

block led to unreliability of the fluctuation measurement. 

Li et al. in A Modified Reversible Data Hiding in 

Encrypted Images Using Random Diffusion and Accurate 

Prediction [3], pointed out this drawback and overcame it by 

abandoning the idea of block division entirely and using the 

random diffusion strategy. In addition, accurate prediction is 

also adopted to improve the fluctuation measurement. In this 

the encryption of the host image is achieved by applying a 

bitwise exclusive-or (XOR) operator to every bit of pixels 

using an encryption key. The additional messages are 

embedded into the white set bit by bit. According to the 

binary value of each bit of the additional message, three LSBs 

of a series of random selected pixels in the white set are 

simultaneously flipped or not. Thus, the bit is embedded in 

these pixels. The decryption of the embedded image is similar 

to image encryption. After image decryption, the unflipped 

pixels would be equal to the original pixels, and the flipped 

LSBs of the encrypted pixels in the data embedding phase 

would be equal to the flipped LSBs of the original pixels. The 

performance of this method is comparatively better than the 

previous methods; however, only half of the pixels, i.e. the 

pixels in the white set, are used for data embedding. 

M Li et al. in Improved Reversible Data Hiding for 

Encrypted Images Using Full Embedding Strategy [4], is an 

improved version of Li et al.’s method of reversible data 

hiding of encrypted images is proposed. The previous work 

[3] partitions the encrypted image into two sets, and only one 

set is used for data embedding. After carrying out a feasibility 

analysis, the full embedding strategy is employed in this 

paper. Accordingly, the data embedding capacity is dilated. 

In addition to this, the corresponding new fluctuation 

measurement is designed for the full embedding strategy. The 

experimental results reveal that the full embedding strategy is 

effective and also indicate that using the new fluctuation 

measurement the performance is further increased. This 

method outperforms other works in terms of performance. 

Full embedding strategy means that the additional 

data not only embedded (by the flip operation) in the white 

set, but also embedded in the black set. To extract the 

embedded bits and recover the image, the new fluctuation 

measurement is designed instead of the accurate prediction 

and the joint comparison in [3]. To measure the fluctuation of 

the target pixel, the absolute difference value of the target 

pixel and its neighbour pixel is calculated, and is compared 

with that of the flipped target pixel and the neighbour pixel. 

For improving the accuracy of the fluctuation measurement, 

all neighbouring pixels of the target pixel are taken into 

account, and a series of random selected pixels are jointly 

responsible for carrying one bit, which is similar to [3]. The 

full embedding strategy is remarkably effective, and the new 

fluctuation measurement effectively augments the 

performance of this method. One problem in [1]-[4] is that 

data extraction can only be done after image decryption. 

X. Zhang et al. in Separable Reversible Data Hiding 

in Encrypted Image [5], proposed a novel scheme for 

separable reversible data hiding in encrypted images. This 

work solve the problems in the previous paper [1]-[4].i.e. here 

data can be extracted from the marked encrypted image 

before image decryption.  In the first phase, a content owner 

encrypts the original uncompressed image using an 

encryption key. Then, a data-hider may compress the least 

significant bits (LSB) of the encrypted image using a data-

hiding key to create a sparse space to accommodate some 

additional message. With an encrypted image containing 

additional message, if a receiver has the data-hiding key, he 

can extract the additional data though he does not know the 

image content. If the receiver has the encryption key, he can 

decrypt the received data to obtain an image similar to the 

original one, but cannot extract the additional message. If the 

receiver has both the data-hiding key and the encryption key, 

he can extract the additional data and recover the original 

content without any error by exploiting the spatial correlation 

in natural image when the amount of additional message is 

not too large. This method can applicable only for grey scale 

images. 

Zhenxing Qian et al. in Reversible Data Hiding in 

Encrypted Images Based on Progressive Recovery [6] 

proposes a method of reversible data hiding in encrypted 

images (RDH-EI) based on progressive recovery. Three 

parties are involved in RDH_EI, including the content owner, 

the data-hider, and the recipient. The content owner encrypts 

the original image using a stream cipher algorithm and 

uploads cipher text to the server. The data-hider on the server 

divides the encrypted image into three channels and 

respectively embeds different amount of additional bits into 

each one to generate a marked encrypted image. On the 

receiver side, additional message can be extracted from the 

marked encrypted image, and the original image can be 

recovered without any errors. While most of the traditional 

methods use one criterion to recover the whole image, here 

propose to do the recovery by a progressive mechanism. 

Rate-distortion of the proposed method outperforms state-of-

the-art RDH-EI methods. Main improvement in this method 

is extending the traditional recovery to the progressive based 

recovery. The progressive recovery based RDH-EI provides 

a better prediction way for estimating the LSB-layers of the 

original image using three rounds, which outperforms state-

of-the-art RDH-EI methods. Since RDH-EI is equivalent to a 

rate-distortion problem, capability of the method should be 

evaluated by both the distortion and the embedding rate. For 

a fair comparison, this method limits the distortion to three 

LSB-layers, and accordingly improves the embedding rate. 
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III. CONCLUSION 

A survey on various reversible data hiding methods to hide 

and retrieve back in an encrypted image is performed. Some 

methods embeds large amount of data, some other embed low 

amount of data. In some techniques data hiding cause 

distortion to the original image also cause distortion to the 

embedded data. Each method has its own positives and 

negatives. Thus it is necessary to develop an efficient and 

effective system that provides better security than previous 

methods 
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