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Abstract— This research work presents a novel approach of 

fragile watermarking using Local Binary Pattern (LBP). The 

LBP method has been widely used by researchers for feature 

extraction and pattern matching tasks especially related to 

face detection. The usage of LBP for watermarking has been 

relatively new and not many researches are available towards 

this approach. LBP method has important role in image 

authentication and registration and is an integral part of 

various applications. The local contrast between central pixel 

value and its neighbourhood pixel values, is evaluated and 

this spatial relationship is finally described in a binary 

pattern. 
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I. INTRODUCTION 

Data Hiding or Watermarking represents an important 

paradigm in software engineering. Several kinds of 

steganography methods exist for images but they are not 

intelligent to differentiate between redundant and non-

redundant information in the data. 

Some of the key concerns while developing any 

watermarking technique are Robustness and immunity 

against attacks, additive Gaussian noise, compression, 

printing and scanning, rotation, scaling, cropping, false 

positive rate and Degradation of the image’s quality. Local 

binary patterns (LBP) are traditionally used as texture 

descriptors in various applications. Local binary patterns are 

simple but very efficient texture operators. Local binary 

patterns in general computed by thresholding the 

neighbourhood of each pixel and the comparison results are 

formed as a binary pattern to describe the relative differences 

or the texture. The neighbourhood topology can also be 

chosen based on the problem indicating its flexibility. 

Different texture primitives of LBP are defined in the 

literature. Rotational invariance can be achieved by uniform 

LBP. Complementary LBP can be used to measure not only 

the texture patterns but also their spatial and contrast strength. 

LBP has been used for watermarking by Chang et. al. [12]. 

Chang et. al. used LBP methods for watermark embedding 

and detection. In their work LBP is only used to form the 

watermark bits to be embedded. Generally, spatial domain 

and frequency domain are two embedding domains used in 

watermarking scheme. In spatial-domain watermarking, 

watermark message is inserted into image by altering the 

pixel values directly. In frequency-domain watermarking, 

watermark message is embedded by modulating the 

transformation coefficients. The commonly used transforms 

include discrete cosine transform (DCT), discrete Fourier 

transform (DFT), and singular value decomposition (SVD).  

Spatial Domain Watermarking is best suited to semi-fragile 

watermarking method. A survey of work done in the field of 

semi-fragile watermarking using various techniques shows 

that a large number of semi-fragile watermarking schemes 

have been presented for image authentication [11]. In [12], 

Zhang and Shih proposed a novel semi-fragile watermarking 

scheme based on the local binary pattern (LBP). This is the 

first time that the LBP operator has been introduced into the 

watermarking scheme. According to the exclusive-or (XOR) 

value of LBP in each block, a binary watermark is embedded 

into the host image by adjusting pixel values in the 

neighbourhood. Although this scheme is computationally 

straightforward and can locate the tampered region to a 

certain extent, it suffers from a major flaw that different 

image blocks might have the same LBP pattern, which will 

result in detection errors during watermark extraction. This 

watermarking scheme is less secure and cannot be used for 

ownership protection and tamper detection. In this case we 

embed watermark using inverse LBP mapping or LBP 

synthesis process. Zhang et. al [13] proposed a watermarking 

method using the count of ones and zeros in the LBP bit 

pattern. In one alternative of this work embedding of 

watermark is done by changing the pixel values such that the 

number of ’1’s and ’0’s in the LBP is equal to the required 

value. i.e. watermark bit ’1’is embedded by making number 

of ’1’ in LBP is greater than number of ’0’s and vice-versa. 

Watermark extraction is done in just the reverse of the 

embedding.  

II. LITERATURE SURVEY 

There are many algorithms using original data, such as video, 

image, audio, and text, to hide specific information like logos 

or personal signatures in a spatial domain. In other words, if 

the original data is an image, processing would be into the 

pixel values without changing the data into another domain. 

The widest and simplest method in spatial domain is Least 

Significant Bit (LSB), which is replacing the first bit in each 

pixel by information that intends to hide [15]. In frequency 

domain watermarking techniques, the original data type is 

converted to frequency domain values. . The most common 

frequency methods are Discrete Fourier Transformation 

(DFT), Discrete Wavelet Transformation (DWT), and 

Discrete Cosine Transformation (DCT). For example, an 8-

bit image with a 256 by 256 resolution can be transformed 

into frequency watermarking using DWT. The result of this 

processing would be four small images, each of them with a 

128 by 128 resolution. Moreover, four images will have 

different frequency ranges from low to high because each of 

them has different coefficients for others. The main 

advantage of using frequency domain watermarking is that it 

is robust for many kinds of signal manipulations when 

sending data via the Internet. Also, it resists of many noises 

that attack embedded information [2].  

In the last few years, a large number of semi-fragile 

watermarking schemes have been presented for image 

authentication [21]. In [22], Zhang and Shih proposed a novel 

semi fragile watermarking scheme based on the local binary 

pattern (LBP). According to the exclusive-or (XOR) value of 
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LBP in each block, a binary watermark is embedded into the 

host image by adjusting pixel values in the neighbourhood.  

The LBP operator is a simple texture descriptor, 

proposed by Ojala et. al. It reflects the local contrast between 

central pixel value and its neighbourhood pixel values, and 

this spatial relationship is finally described in a binary 

pattern. With continuous improvements to the LBP 

algorithm, many improved LBP operators have been 

proposed, such as uniform LBP and rotation invariant LBP. 

The definition of LBP operator is based on a circularly 

symmetric model. Given a radius r, a circularly symmetric 

neighbourhood p can be determined by: 

P= 2(r+1)2 -1                                      1) 

For a local region ( p, r), the LBP pattern of central 

pixel is defined as: 

LBP(xc , yc ) = ∑ 2𝑖 ∗ 𝑆(𝑔𝑖 − 𝑔𝑐)
𝑝−1
𝑖=0          2) 

where gc is the pixel value in central pixel (xc ,yc ) 

and (0,1,….1) i g i = Lp − refers to the pixel value in the 

neighbourhood. S(x) is a sign function given as: 

S(x)=         1 , x≥0 

0, otherwise.                          3) 

LBP operator has been successfully used in face 

recognition earlier. Due to its property of texture description, 

the LBP pattern has been extensively used in face recognition 

and tamper detection. In [22], the authors introduced LBP 

operator into watermarking scheme. Since then, many LBP-

based digital watermarking algorithms have been put forward 

[23, 24]. To better understand the LBP pattern and reveal the 

errors in [12], Figure 1 shows the original LBP operator used 

in [12], where r = 1 and p=8. 

 
Fig. 1: LBP Operators used in Watermarking 

The operation of LBP watermarking as described in 

[12] can be described in below steps. 

1) Step 1. According to the given r, the host image is first 

segmented into many (p, r) local region blocks. 

2) Step 2. Calculate the difference between the central pixel 

value gc and neighborhood pixel values gi( i=0,1,…….p-

1) in the ( p, r) local region, and denote them as mp = {m0, 

m1……... mp-1). Perform LBP operator on each block, 

and then a binary sequence sp= {s0,s1,s2……….. sp-1} is 

generated. 

3) Step 3. Compute the value of f⊕(sp) by XOR operation, 

which can be expressed as: 

f⊕ (sp) = s1⊕s2⊕…………………….⊕sp-1                  4) 

4) Step 4. For each image block, if the value of f⊕sp is equal 

to watermark bit w, the neighborhood pixel values 

remain unchanged; if the value is different from 

watermark bit w, one of the neighborhood pixel values is 

modified to make f⊕sp consistent with w. This process 

can be derived as: 

 

If(w=1& f⊕sp=0) or (w=0 & f⊕sp =1) 

Then {select mi = min(mp)}                     5) 

If (si =1 ) then gi = (gi - mi )x (1-β) 

Else then gi = (gi +mi )x (1+β)                6) 

Where β represents the watermarking intensity 

factor. A larger value of β indicates better robustness and 

worse image quality at the same time. 

On the receiving end, the watermark is extracted 

from watermarked image by judging the value of  f⊕sp, 

which can be defined as: 

If f⊕sp=1 then w=1; 

else w=0                          7) 

III. PROPOSED WORK 

Given a LBP bit pattern to be embedded in to the data or 

image, the surrounding pixels of the centre pixel are modified 

such that the computation of LBP on the modified block 

results in the same pattern synthesized. For the image 

processing applications the objective is to synthesize a given 

a bit pattern, for each bit of the LBP modify the corresponding 

image pixel values such that the thresholding condition is 

satisfied. If the one of the bits in the bit pattern to be 

synthesized is ’1’ then the corresponding neighbourhood 

pixel value is modified such that it is larger than the centre 

pixel by an amount equal to threshold value to satisfy the 

thresholding criteria. For embed bit ’0’ the neighbourhood 

pixels value is reduced by the threshold values, so that during 

the computation of the LBP it results in ’0’ after 

magnification [1]. 

The embedding algorithm is used to combine the 

watermark image pixels with the cover image pixels in such 

a fashion so as to maintain the visual perceptibility of the 

cover image and keep the watermarked image hidden inside 

the cover image. The basic block diagram used in this 

research work to obtain the watermarking using LBP 

operators or LBP transform is given below in figure 2. 

 
Fig. 2: Watermark Embedding 

The cover image is input and pre-processing 

methods are applied on it for size and dimensions. Also, the 

image when brought to the interface is in a 3-dimensional 

array form. This has to be reduced to a 2-dimensional form to 

reduce computational complexity. Thus, RGB to gray 

conversion is performed. The pixel size of the image is 

recorded. 
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The cover image pixels are grouped in a 3x3 

neighborhood and the LBP pattern is obtained for each such 

3x3 blocks, according to the following rule. 

Set the 2-LSBs of each pixel value of the original image I to 

[0 0] 

Step 2: Generate the LBP of the current image block 

by using following equation: 

S(x)=         1 , if Px ≥ Pc 

0, if Px < Pc                  5) 

Where Pc is the centre pixel and Pc is the 

neighbourhood pixel. 

Similarly, the Logo watermark image is read and 

pre-processed to convert to grayscale format and then to a 

binary pattern of 0’s and 1’s. The bits of this logo image are 

then used as watermark bits to be embedded in the bits of the 

original cover image.  

The image watermarked as described in above 

process is secure. When this image is transferred from one 

place to another either over the internet or some other 

medium there are changes of possible attacks on the image, 

varying from simple noise additions to complete change of 

the image. The watermarked image can be adjudged to be the 

original image if on the receiver side, we are able to partially 

or fully recover the hidden logo. Thus extraction process 

should have the logo image as the output.  

Given a watermarked image, it is divided into NxN 

blocks and M groups as it’s done during watermark 

embedding process. The blocks are assigned to groups in the 

similar way as is done during the watermark embedding. 

During the extraction process, for each group of NxN blocks, 

LBP values are computed and stored. Histogram of the LBP 

values obtained for each group of NxN blocks is computed 

separately. The binary number which has the highest count is 

noted. This binary number and hence the equivalent LBP 

pattern is the actual watermark value which is embedded as a 

byte or a 16-bit word. For example, if the count of the bin 211 

is large compared to all others, the watermark pattern 

extracted is 11010011. This is similar to majority voting. This 

way all the groups are processed to extract the complete 

watermark. 

 
Fig. 3: Extraction Algorithm 

As shown in figure 3 the watermarked image which 

is similar to the cover image is again partitioned into 3x3 

overlapping blocks, and LBP transform is applied on each 

3x3 blocks. The centre pixel is obtained and bit xored to 

obtain the bits of the watermark logo. These are then 

rearranged into matrix form to obtain the extracted logo 

image. The logo image can be partially or fully recovered 

depending on the noise level addition during transfer through 

the medium. Fuzzy Histogram enhancement function has 

been used to enhance the image quality of the extracted 

watermark image. 

 

IV. RESULT AND ANALYSIS 

Extensive experiments have been performed on a number of 

images to analyse the working of the algorithm. Several 

standard test images such as boat, baboon, Lena, peppers, 

couple, cameramen etc. are referred to in the present paper 

for watermark embedding and watermark detection. The 

technique is not limited to the use these cover images but we 

have used them as they are standard images widely used by 

other researchers working on watermarking. They all are gray 

scale images with size 256x256. 

 
Fig. 4: Original Baboon and Logo 

Figure 4 shows the Original baboon image and the 

logo image to be embedded inside it.  

 
Fig. 5: Watermarked Image 

 
Fig. 6: Extracted Logo Image 

Figure 5 and 6 represent the Watermarked image 

and the Extracted logo image respectively. There is no 

perceptual distortion in the watermarked image which shows 

the high imperceptibility of the proposed technique, which 
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proves that the proposed method is able to learn the spatial 

distribution of the baboon image. 

Similarly, the results for other images is shown in 

below figures. 

 
Fig. 7: Results for Barbara Image 

 
Fig. 8: Results for Lena Image 

 
Fig. 9: Results for Airplane Image 

As is seen from the above figures the algorithm fares 

well with different images and it is possible to retrieve the 

watermark in a fairly acceptable form. The comparison of 

Mean Square Error values of the original and extracted 

watermark is as shown below: 

Image PSNR Correlation Coefficient 

Baboon 54.3408 0.9821 

Barbara 78.4452 0.9979 

Airplane 55.8558 0.9977 

Lena 71.5078 0.9997 

Boat 56.7331 0.9917 

Peppers 74.6127 0.9957 

Table 1: MSE and PSNR values 

Table II shows the comparison of results with the 

work presented by Jun Dong Chang et. al. 

Image Proposed Work Jun Don Chang Algo 

Lena 71.5078 44.5287 

Airplane 55.8558 46.2182 

Peppers 74.6127 45.3211 

Boat 56.7331 44.5287 

Table 2: Comparison of Results with Base Paper 

V. CONCLUSION 

The LBP method has been widely used by researchers for 

feature extraction and pattern matching tasks especially 

related to face detection. The usage of LBP for watermarking 

has been relatively new and not many researches are available 

towards this approach. LBP method has important role in 

image authentication and registration and is an integral part 

of various applications. . The proposed method has been 

implemented and tested on a number of standard test images 

and the results show a high level of perceptibility of 

Watermarked Image and the extracted hidden image. A 

comparative analysis of results in terms of MSE and PSNR is 

shown which proves that the proposed algorithm shows better 

results than a few earlier researches. 
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