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Abstract— MANET has grown to be an undividable and 

satisfactory element for communication for mobile 

equipments. Therefore, significance in research of MANET 

has been growing since last numerous years. But with the 

enhancement in technology, security has become a very 

challenging concern in MANET as it is without infrastructure 

and self-governing or autonomous. Two of the influential 

forms of such kind of attacks are wormhole attack and black 

hole attack that effects on the network layer. Trust is very 

crucial components for communicating with each other 

securely. In our proposed work, we apply on Dempster-

Shafer theory that calculates the trust of each node accurately. 

The result shows that the method is quite better than the 

existing one. 
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I. INTRODUCTION 

In a technology of prompt development in digital era, 

maximum of this technology is focused on proficient 

monitoring and controlling. Ubiquitously from mammoth 

structure building automation to a smart small home, big 

industrial assembly mechanisms to the tiny toy, an ordinary 

undergraduate laboratory to international space research 

center middle and even health care provider at a table thru 

wireless sensor & networks, and WSN has grown to be a 

necessary and essential device in playing an important role. 

The main research problem is how to provide security 

protection to the network topology and the routing in a 

MANET. The major challenges include dynamic topology, 

decentralized control, limited resources, and the lack of 

information dissemination control [1, 2, 3]. 

 A mobile ad-hoc network (MANET) is wireless 

network that means it’s not recurred infrastructure. In 

MANET nodes are move energetically nature. The dynamic 

natures of MANET make it more vulnerable [4]. MANET is 

an accumulation of unreservedly moving, collaborative and 

wireless nodes. 

 In MANET one in every of very possible attack is 

collaborative black hole attack and worm hole attack. This 

sucks inside the entire segment. In this way, all beneficial 

packets inside the network are dropped. When a collection of 

black hole node without problems employed in opposition to 

routing in mobile ad-hoc networks. These sorts of attack are 

called collaborative black hole attack [5]. In a worm hole 

attack alluded as wormhole connection between two focuses 

in the system. A direct link can be established via a wire line, 

a long-range wireless transmission, or an optical link [6]. Due 

to high mobility of mode routing is big challenge in ad-hoc 

network. 

 
Fig. 1: Architecture of MANET 

II. AODV ROUTING PROTOCOL 

The routing protocol assumes primary part in recognizing and 

packet transmits from source node to destination node, 

through intermediate nodes. Ad hoc on- demand for Distance 

Vector (AODV) has been standardized through IETF and 

mainly superior for MANET. As it is a reactive protocol, it 

searches for route on demand. AODV is development over 

DSDV with introduced benefits of DSR. AODV is provide a 

dynamic network connection and less memory consumption, 

less processing, loads. AODV protocol is used sequence 

number to distinguish. Routing message are fresh routing 

messages which broad cast in the network can be divide into 

path discovery and path [5]. 

 The basic course discovery and route preservation 

mechanism are borrowed from DSR protocol and hop via hop 

routing and sequence range are borrowed from DSDV. Use 

of sequence numbers is the reasons to preclude loop freedom 

and count to infinity problem. Following are the two phases 

in which AODV works [7]: 

A. Route Discovery 

When node has packet that it intends to send, first it discovers 

the route to destination node by way of using route discovery 

technique. In route discovery process RREQ packet is send to 

all nearby nodes within transmission range in network using 

the flooding technique. When the RREQ packet is received 

by a node; if not the desired destination, then node will 

rebroadcast the request to all nearby nodes which are within 

transmission range. This node will take note of the address 

from which the request was generated resulting in creation of 

reverse path. This process is known as reverse path setup. 

Once the RREQ packet reach intended destination, a RREP 

packet is then send to the node from which the RREQ 

originated. When an intermediate node receives RREP packet 

it also takes note of the address of the node from which the 

RREP packet originated, thereby creating forward path to be 

used when transmitting data. This is known as forward path 

setup. A source node can get hold of multiple RREP packets 
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from special routes; it updates its desk by means of choosing 

the only with higher collection number. The route with high 

sequence number indicates the freshness of that route. 

B. Route Maintenance 

During route maintenance process, RERR control packet is 

used. When an upstream node notices that link breakdown 

has occurred, it generates route error packet notifying 

downstream nodes which were using that route that a link has 

broken. The downstream node also sends the RERR packet to 

other further downstream nodes till it reaches the originating 

source node. Upon receiving the RERR packet, source node 

then deletes that path from its route and again reinitiates 

process of route discovery if it still has some data to send. 

Fig. 2: AODV Routing Protocol in MANET 

III. ATTACKS IN MANET 

A. Wormhole Attack 

In ad hoc networks, Worm Hole Attack is a severe attack 

where two malicious nodes form a virtual channel between 

them maintaining the Integrity of the Specifications. 

Attackers pass the packet through virtual channel and replay 

them into the network. It can be launched even if the network 

communication uses cryptographic techniques. Wormhole 

may exist at the bit level (the reply is done bit by bit, even 

earlier than the whole packet arrived), same as cut through 

routing by or at the physical layer. The packets can be 

transmitted over the link of the wormhole and arrive at 

destination without any changes or dropping of any packets, 

the existence of the wormhole is not harmful, and even have 

benefit of enhancing the network connectivity and makes a 

shorter way to transfer packets between the sender node and 

receiver node generally far away zone. If the distance of the 

tunnel is longer than transmission range, nodes near the 

wormhole antenna look for faster and shorter reliable paths 

by using the wormhole tunnel. Wormhole attack turns off and 

on the signal replayed by the adversary and it completely 

changes the network connectivity and then suddenly creates 

or destroys many of shortest paths in the network and upset 

most of routing protocols [8]. 

Wormhole attacks affect the network in following way [9]: 

 It decreases the number of hopes per route 

 Route discovery time get reduced 

 Reduces average delay time 

 Increases average retransmission time 

B. Blackhole Attack 

It is otherwise called as packet drop attack and it is a sort of 

denial of service of attack. An internal or external node can 

dispatch this attack. When a route discovery process starts 

and if attacker node is present in the network, on receiving 

RREQ message, attacker will send a false RREP message. 

This RREP will reach the source node well ahead of those 

sent by other nodes because attacker will send this RREP 

without checking its route table. This RREP claims to have 

shortest route to the desired destination; where value of hop 

count is minimum and has maximum value of sequence 

number which indicates that fresh enough route to the 

destination is available. So source node will probably be 

tricked by this fake RREP and choose this path to transmit 

data packets. After receiving these data packets, the attacker 

node will simply drop these packets[10]. 

IV. RELATED WORK 

Piyush Kaneria, Dr. Anand Rajavat et. al (2016) in this study, 

introduce trusted AODV routing protocol which accept as 

true with value calculate the use of tangent hyperbolic 

feature. The result shows performance improvement as 

compared to standard AODV protocol. Like End to end delay, 

Throughput of TAODV is better compare to wormhole 

AODV, by increasing the time an effect in throughput in both 

the case. PDR is better compare to wormhole AODV, when 

we raise the time packet deliver ratio of together is raise [11]. 

 A. A. Chavan et. al (2016) in this paper, examined 

AODV and DSDV protocols to the degree routing overhead, 

PDR, throughput and end to end delay. The performance of 

AODV is higher than DSDV in terms of throughput, packet 

transport ratio and routing overhead. As the DSDV is a 

proactive routing protocol, it is having a much less quit to 

give up put off as examine to AODV. The general 

performance of AODV receives suffering by black hole 

attack. This paper gives the adjustment in AODV which 

enhances the execution of AODV in nearness of black hole 

attack [12]. 

 Banoth Rajkumar, et al (2016) in this paper, propose 

to grow a CA appropriation and a Trust based limit 

renouncement way to deal with decrease the dangers from 

nodes and to decorate the security of network. Initially the 

believe cost is computed from the direct and indirect accept 

as true with values. And the certificate authorities distributes 

the name of the game key to al the nodes. Followed by means 

of this a trust primarily based threshold revocation technique 

is computed. Here the misbehaving nodes are eliminated [13]. 

 H.Ghayvat et. al (2016) in this paper, the proposed 

security approach is to distinguish and alleviate wormhole 

attack. It is secured AODV approach which efficiently finds 

wormhole attack present in a MANET and Digital signature 

is used to prevent it. This approach is based on a calculation 

of tunneling time taken by tunnel to analyze the behavior of 

wormhole. Afterward, it decides some static threshold value. 

Based upon this tunneling time and threshold value, it decides 

whether given node is wormhole node or trustworthy node. A 

digital signature and hash chain algorithm is applied to 

mitigate the wormhole node. This proposed approach 

increases lifetime, throughput and minimizes network delay 

of the mobile network compared to the existing system. It 

provides QoS up to a satisfactory level [14]. 
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 Pradeep R. Dumne et. al (2016) In this paper, our 

proposed a method to resolve this problem by using malicious 

node detection schema based upon DSR mechanism -

cooperative bait detection scheme (CBDS) which uses hybrid 

defense architectures. CBDS technique helps to find out 

malicious node by using a reverse tracing technique. The 

fundamental and proposed CBDS schemes are implemented 

in NS-2.35. Results are tested on the premise of throughput, 

PDR [15]. 

 Vaishali Gaikwad et. al (2015) in this paper, A 

security technique has been proposed to detect black hole and 

helpful black hole nodes in a MANET and along these lines 

recognize a. secure routing path from a source node to a 

destination node by methods for keeping up a vital separation 

from the black hollow nodes For identifying and averting 

cooperative black hole attack we suggest another procedure 

which makes utilization of Cooperative Cluster Agents. In the 

proposed technique we skip DRI and SRT-RRT desk as an 

input to Cooperative Security Agents. Based on these inputs 

the CSAs use cross checking and detection flow mechanisms 

for detecting cooperative black hole attack, once it is detected 

that can be avoided by means of passing alert notification in 

the MANET [16]. 

 Isaac Woungang et. al (2013) in this paper, write 

planned a safe AODV base routing scheme which is referred 

as TSMI which help to mitigate wormhole attack, basically it 

works on packet delivery ratio and broken links and also time 

based solution like RTT (round trip time) [17]. 

 Jin-Hee Cho et al. (2013) in this paper, proposed a 

CTPKM with no central trust entity with the goal of 

maximize presentation, in the meantime as justifying security 

liability. Each node gives accept as true with threshold to 

decide whether or not or now not to trust with every other 

node. Each node’s choice creation using the known trust 

threshold affects presentation and security of CTPKM. 

Author take three different parameters competence, integrity, 

and social contact on the basis of this parameter set the trust 

level [18]. 

V. PROPOSED WORK 

Worm hole attack is one of major attack condition of wireless 

network because of this network perform degrade slowly, 

find out tunnel of this attack is difficult because in wireless 

scenario identify second node of tunnel is tough. If wormhole 

attack is in passive condition than this tunnel node full fill 

node behavior like receive data forward data so trust 

calculation is going to be tough to overcome this problem. 

 In the presented work, calculation of the trust can be 

completed by other nodes and generate the number of packets 

are forwarded or receive, but this technique is not suitable to 

compute the trust. We determine three conditions which 

break the security these are: (1) when the attacker only sense 

the data and then transfer it (2) the modification is done by 

attacker node or forward it (3) if the node copy the data and 

then forward the data. Mainly all these conditions break the 

security approach of trusted AODV, which was applied in 

detecting and preventing the attacker or malicious actions in 

MANET. But trust cannot be dependent on the receiving or 

forwarding packets. Trust is a special type of approach so that 

we overcome with passive or active both kinds of attacks. 

 In our propose work first we are initialize the 

network and suppose the area in the network is in the circular 

form by dividing the network into sector. Then we calculate 

the trust of node by their normal behavior like sending, 

receiving, dropping or forwarding the packet. Now we apply 

on Dempster-Shafer theory. We apply the trust value of each 

node as input to D-S so that we better classify node behavior 

and find out reliable and unreliable node. 

1) Step1: initialize network (); 

2) Step2: network divides into sector 

3) Step3: on the basis of behavior calculate the trust value 

of nodes 

4) Step 4: If( data.frwrd ==T || data.receive 

==T)&&(data.sent ==T || data.drop==F)) 

Increase trust 

Else 

Decrease trust 

5) Step5: now each node has trust value of each node 

6) Step 6: then apply D-S theory and input the trust value 

Step6: ds=data 

{ 

Perform Classification 

Then output the node behavior 

} 

7) Step7: exit. 

A. Flow Chart 

 
Fig.3. Proposed Flowchart 
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VI. SIMULATION & RESULTS 

 
Fig.4. Throughput Graph 

 
Fig.5.  PDR Graph 

 
Fig.6. Routing Overhead Graph 

VII. CONCLUSION 

Black hole attack has very critical impact on protocol in 

MANETs. It is an attack where an attacker node impersonates 

a target node by transferring counterfeit RREP to a source 

node that initiates route discovery whereas wormhole attack 

operates in collaboration where two malicious nodes 

communicate with the help of channel. In this paper a survey 

on different existing techniques for detection of black hole 

and wormhole attacks in MANETs. The detection of these 

attacks in ad hoc networks is still considered to be a most 

tough task. 

 In our work, we improved the performance of 

network by calculating the trust value of each node and 

remove the malicious nodes from the network. 
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