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Abstract— This paper documents a computer vision based 

security system using Digital image processing. A raspberry 

pi module is utilized, interfaced with the pi camera. The 

camera inputs are processed to detect and recognize faces to 

decide whether or not the user is legitimate. Python OpenCV 

is used to process the image captured and depending on the 

result of processing and analysis communication is 

established with the electromechanical system to allow access 

to given facility. 
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I. INTRODUCTION 

Biometric security systems are used for effective control 

access to security sensitive facilities. Automation with 

machine vision can be used as a system which imitates the 

human eye and brain system by capturing the image, 

processing it, perceiving its contents and producing a 

response. It can be used for object recognition, fingerprint 

recognition, iris recognition, handwriting recognition, human 

recognition and detection of other elements in the world with 

distinctive features for surveillance purpose.  Imaging aided 

automation with digital image processing to acquire 

dimensional information for detection, recognition and 

tracking. 

Automation improves quality, speed and precision 

of switching and steering etc based on closed loop control 

system. In industrial automation machine vision can be used 

to maintain the process output close to set-point in closed 

loop systems. In advanced control systems sensors are used 

to measure variable parameters. The measurements are 

analysed and depending on the variations and output or signal 

is produced. In advanced electromechanical systems these 

signals can be used in decision making, raising alarms, or 

controlling of other systems like motors etc. 

Raspberry pi low power Linux computer. Operating 

system Rasbian based on Debian OS.(Raspberry pi is a 

computer i.e. it runs an OS but microcontrollers are function 

specific and runs only certain codes.) GPIO can be used to 

detect the input, the input can be used to signal other 

interfaces such as camera to capture the image, and this image 

can be processed using various image processing algorithms 

and computer vision algorithms such as Haar Cascade 

Classifier. All these pins are digital pins and can have only on 

or off state and it is the GPIO pins which enable Raspberry pi 

to be used as a microcontroller to connect electronic circuits 

for specific functions. Depending on the result of the analysis 

an alarm is raised on the buzzer or led connected as an output 

to the GPIO pins. If a favourable result is obtained then a 

signal is sent to enable the access to the facility 

II. PROCESS FLOW 

Before The process flow is as depicted by the flow chart 

shown below: 

 

 
Fig. 1: 

A. Basic Steps:  

 The camera that is interfaced with the systems captures 

the image of the person. 

 This image is then sent as input to the image processing 

algorithm. 

 Feature extraction is done; important features from the 

face are extracted which help in face recognition. 

 The image is then compared with the pre-stored database 

available. 

 Based on the matching of features of the given image 

with any of the already available templates the decision 

is taken. 

 If the image is recognized, the system allows the user, 

otherwise an alarm goes off. 

 The proposed system consists of a software part and a 

hardware part as follows:  

B. Software: 

Python OpenCV on Rasbian OS: 

Haar Cascade Classifier was proposed by Paul Viola 

and Michael Jones in their paper, "Rapid Object Detection 

using a Boosted Cascade of Simple Features" in 2001. It is a 

feature based object detection method. The algorithm is 

trained using a training set with and without the object to be 

detected. It is often used for face detection by considering a 

large number of facial features and neglecting other 

components in the image. However, decision on whether a 

face is detected or not can be made from the success or failure 

of initial feature detection stages thereby enabling efficient 

detection. Python OpenCV allows use of Haar Cascade XML 

files for detection of faces in the acquired image. 

C. Hardware 

Raspberry pi 3 model B: 

Raspberry pi with its 1.2GHz 64 bit quad-core 

processor is more powerful than its predecessors and also 

contains inbuilt Wireless LAN and Bluetooth adapter which 

makes it suitable for IoT applications. It can also be accessed 

through another computer using Secure Shell. This facility 

helps convey the results of the analysis to the concerned 
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authority over a distance and enable decision making in case 

of any ambiguity. The interfaces and GPIO pins can be 

programmed using python to perform feature specific 

function. 

D. Raspberry Pi Camera Module: 

The high-definition Raspberry Pi camera module can be 

programmed using Pi camera python library to capture 

images and videos with special effects in addition to control 

over time of trigger. 

E. PIR sensor: 

Pyroelectric Infrared Sensors generate surface electric charge 

when exposed to infrared radiation, and this radiation can be 

measured using an FET in the sensor. The adjustable screws 

can be used to set the time and sensitivity. This can be used 

to detect the presence of a visitor or intruder which can be 

decided depending on whether the person is recognised by the 

system as authorised or not. 

F. Face Recognition System: 

A facial recognition system is a computer application capable 

of identifying or verifying a person from a digital image or a 

video frame from a video source. One of the ways to do this 

is by comparing selected facial features from the image and a 

facial database. 

It is typically used in security systems and can be 

compared to other biometrics such as fingerprint or eye iris 

recognition systems. 

Some facial recognition algorithms identify facial 

features by extracting landmarks, or features, from an image 

of the subject's face. For example, an algorithm may analyze 

the relative position, size, and/or shape of the eyes, nose, 

cheekbones, and jaw. These features are then used to search 

for other images with matching features. Other algorithms 

normalize a gallery of face images and then compress the face 

data, only saving the data in the image that is useful for face 

recognition. 

III. PROPOSED MODEL 

A human presence is sensed using the PIR sensor module, a 

buzzer can be interchangeably used either to indicate if no 

faces are detected or as an alarm if the detected face is not 

recognised. In advanced systems these two features can be 

implemented separately by replacing the first application with 

a speaker system with a recorded message if there is an error 

in the positioning. A warning message can be generated for 

unidentified visitors and an alarm in case of restricted users 

depending on how they are categorised in the database. In 

case the visitor is recognised then using the Bluetooth, 

instruction can be conveyed to an Arduino with a Bluetooth 

adapter and a motor interfaced as it is not suitable to connect 

high voltage DC devices directly to Raspberry Pi as it could 

overload the GPIO pins.  

IV. APPLICATIONS 

Applications range from tasks such as industrial machine 

vision systems such as product analysis in industries, artificial 

intelligence and automated robots that can interpret the 

surroundings.  

Machine vision finds its place in a lot of industrial 

applications where robust human eye-brain functionality is 

required. Some of the industrial applications involve: 

 Process control in manufacturing 

 Number plate recognition 

 Biometric security systems 

 Visual surveillance and imaging 

 Accident prevention mechanism product 

V. RESULTS 

 
Fig. 2: 

ACKNOWLEDGEMENT 

We thank our guide Dr. Jayashree Khanapuri, and the 

Professors of  K..J. Somaiya Institute of Engineering and 

Information Technology, for their guidance and support. 

REFERENCE 

[1] Mihai Dragusu, Anca Nicoleta Mihalache, Razvan 

Solea, Practical Applications for Robotic Arms Using 

Image Processing; Published in System   theory, Control 

and Computing (ICSTCC) 2012, 16th International 

Conference on, 12-14 Oct.  2012 

[2] Bharat Raju Dandu, and Abhinav Chopra Amity 

University, Vehicular Number Plate Recognition Using 

Edge Detection and Characteristic Analyisis of National 

Number Plates, /International Journal of Computational 

Engineering Research/ ISSN: 2250–3005, IJCER ,Vol. 2 

| Issue No.3 |795-799, May-June 2012  

[3] G.Senthilkumar, K.Gopalakrishnan , V. Sathish Kumar, 

EMBEDDED IMAGE CAPTURING SYSTEM USING 

RASPBERRY PI, International Journal of Emerging  

Trends & Technology in Computer Science (IJETTCS), 

Volume 3, Issue 2, March – April 2014 

[4] K. Horak, and  L. Zalud, The Faculty of Electrical 

Engineering and Communication, Brno University of 

Technology, IMAGE PROCESSING ON RASPBERRY 

PI IN MATLAB  

[5] Harish Kumar Kaura, Vipul Honrao, Sayali Patil, Pravish 

Shetty, Department of Computer Engineering Fr. C. 

Rodrigues Institute of Technology, Vashi Navi Mumbai, 

India, Gesture Controlled Robot using Image Processing, 

(IJARAI) International Journal of Advanced Research in 

Artificial Intelligence, Vol. 2, No. 5, 2013 



Computer Vision Based Automatic Gate System for Security 

 (IJSRD/Vol. 5/Issue 01/2017/440) 

 

 All rights reserved by www.ijsrd.com 1605 

[6] Sundus K. E. and AL_Mamare S. H College of Computer 

Sciences and Mathematics, University of Mosul Mosul, 

Iraq, Using Digital Image Processing to Make an 

Intelligent Gate (IJACSA) International Journal of 

Advanced Computer Science and Applications, Vol. 5, 

No. 5, 2014 

[7] S. Nazeem Basha1 , Dr. S.A.K. Jilani2 , Mr.S. Arun3, An 

Intelligent Door System using Raspberry Pi and Amazon 

Web Services IoT, International Journal of Engineering 

Trends and Technology (IJETT) – Volume 33 Number 

2- March 2016 


