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Abstract— Today, smart grid, smart homes, smart water 

networks, intelligent transportation, are infrastructure 

systems that connect our world more than we ever thought 

possible. The common vision of such systems is usually 

associated with one single concept, the internet of things 

(IoT), where through the use of sensors, the entire physical 

infrastructure is closely coupled with information and 

communication technologies; where intelligent monitoring 

and management can be achieved via the usage of 

networked embedded devices. In such a sophisticated 

dynamic system, devices are interconnected to transmit 

useful measurement information and control instructions via 

distributed sensor networks. A wireless sensor network 

(WSN) is a network formed by a large number of sensor 

nodes where each node is equipped with a sensor to detect 

physical phenomena such as light, heat, pressure, etc. WSNs 

are regarded as a revolutionary information gathering 

method to build the information and communication system 

which will greatly improve the reliability and efficiency of 

infrastructure systems. Compared with the wired solution, 

WSNs feature easier deployment and better flexibility of 

devices. With the rapid technological development of 

sensors, WSNs will become the key technology for IoT. In 

this paper we discuss the use and evolution of WSNs within 

the wider context of IoT, and provide a review of WSN 

applications, while also focusing the attention on 

infrastructure technologies, applications and standards 

featured in WSN designs. This Paper is the sixth in a series 

whose purpose is to ensure that the IEC can continue to 

contribute with its International Standards and Conformity 

Assessment services to solve global problems in electro 

technology. 
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I. INTRODUCTION 

Today sensors are everywhere. We take it for granted, but 

there are sensors in our vehicles, in our smart phones, in 

factories controlling CO2 emissions, and even in the ground 

monitoring soil conditions in vineyards. While it seems that 

sensors have been around for a while, research on wireless 

sensor networks (WSNs) started back in the 1980s, and it is 

only since 2001 that WSNs generated an increased interest 

from industrial and research perspectives. This is due to the 

availability of inexpensive, low powered miniature 

components like processors, radios and sensors that were 

often integrated on a single chip (system on a chip (SoC)). 

The idea of internet of things (IoT) was developed in 

parallel to WSNs. The term internet of things was devised 

by Kevin Ashton in 1999 [1] and refers to uniquely 

identifiable objects and their virtual representations in an 

“internet-like” structure. These objects can be anything from 

large buildings, industrial plants, planes, cars, machines, any 

kind of goods, specific parts of a larger system to human 

beings, animals and plants and even specific body parts of 

them. While IoT does not assume a specific communication 

technology, wireless communication technologies will play 

a major role, and in particular, WSNs will proliferate many 

applications and many industries.  

The small, rugged, inexpensive and low powered 

WSN sensors will bring the IoT to even the smallest objects 

installed in any kind of environment, at reasonable costs. 

Integration of these objects into IoT will be a major 

evolution of WSNs. A WSN can generally be described as a 

network of nodes that cooperatively sense and may control 

the environment, enabling interaction between persons or 

computers and the surrounding environment [2]. In fact, the 

activity of sensing, processing, and communication with a 

limited amount of energy, ignites a cross-layer design 

approach typically requiring the joint consideration of 

distributed signal/data processing, medium access control, 

and communication protocols [3]. Through synthesizing 

existing WSN applications as part of the infrastructure 

system, potential new applications can be identified and 

developed to meet future technology and market trends. For 

instance, WSN technology applications for smart grid, smart 

water, intelligent transportation systems, and smart home 

generate huge amounts of data, and this data can serve many 

purposes.  

Additionally, as the modern world shifts to this 

new age of WSNs in the IoT, there will be a number of legal 

implications that will have to be clarified over time. One of 

the most pressing issues is the ownership and use of the data 

that is collected, consolidated, correlated and mined for 

additional value. Data brokers will have a flourishing 

business as the pooling of information from various sources 

will lead to new and unknown business opportunities and 

potential legal liabilities. The recent US National Security 

Administration scandal and other indignities have shown 

that there is wide interest in gathering data for varied uses. 

One of the more complex issues which arise within this new 

world is the thought of machines making autonomous 

decisions, with unknown impact on the environment or 

society within which it functions. This can be as simple as a 

refrigerator requesting replenishment for milk and butter at 

the local store for its owner, or as complex as a robot that 

has been programmed to survive in a harsh environment that 

originally did not foresee human interaction. It can also be 

as simple as a vehicle that records its usage, as does the 

black box in the aerospace industry, but then not only using 

the information to understand the cause of an accident, but 

also to provide evidence against the owner and operator. For 

example, a machine that notifies legal authorities if it was 

used against the law. It comes to the point where a machine 

starts acting as if it were a legal entity. The question of 

liability starts to get fuzzy and the liability question for the 

“owner” and “operator” of the machine gets more difficult 

to articulate if there is little to no real human intervention in 
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the actions of the machine or robot. This is certainly the 

worst case scenario, but the question is how to balance the 

cost of potential liabilities with the benefits of IoT 

solutions? This quickly starts to become more of a societal 

or ethical, and moral discussion. That is what we usually 

refer to as generational shifts in values – but the IoT trend 

will not wait a generation. 

II. HISTORY OF WSNS 

The development of WSNs was inspired by military 

applications, notably surveillance in conflict zones. Today, 

they consist of distributed independent devices that use 

sensors to monitor the physical conditions with their 

applications extended to industrial infrastructure, 

automation, health, traffic, and many consumer areas. 

Research on WSNs dates back to the early 1980s when the 

United States Defense Advanced 

Research Projects Agency (DARPA) carried out 

the distributed sensor networks (DSNs) programme for the 

US military. At that time, the Advanced Research Projects 

Agency Network (ARPANET) had been in operation for a 

number of years, with about 200 hosts at universities and 

research institutes [4]. DSNs were assumed to have many 

spatially distributed low-cost sensing nodes, collaborating 

with each other but operated autonomously, with 

information being routed to whichever node that can best 

use the information. Even though early researchers on 

sensor networks had the vision of a DSN in mind, the 

technology was not quite ready. More specifically, the 

sensors were rather large (i.e. the size of a shoe box and 

bigger), and the number of potential applications was thus 

limited. Furthermore, the earliest DSNs were not tightly 

associated with wireless connectivity. Recent advances in 

computing, communication and micro-electromechanical 

technology have resulted in a significant shift in WSN 

research and brought it closer to the original vision. The new 

wave of research on WSNs started around 1998 and has 

been attracting more and more attention and international 

involvement. The new wave of sensor network research puts 

its focus on networking technology and networked 

information processing suitable for highly dynamic ad hoc 

environments and resource-constrained sensor nodes. 

Furthermore, the sensor nodes have been much smaller in 

size (i.e. from that of a pack of cards to dust particle) and 

much cheaper in price, and thus many new civilian 

applications of sensor networks such as environment 

monitoring, vehicular sensor network and body sensor 

networks have emerged. Again, DARPA acted as a pioneer 

in the new wave of sensor network research by launching an 

initiative research programme called SensIT [5] which 

provided the present sensor networks with new capabilities 

such as ad hoc networking, dynamic querying and tasking, 

reprogramming and multi-tasking. Currently, WSNs have 

been viewed as one of the most important technologies for 

the 21st century [6]. China for example has included WSNs 

in their national strategic research programmes [7].  

As a result, the commercialization of WSNs is 

accelerating and many new technology companies are 

emerging such as Crossbow Technology (connecting the 

physical world to the digital world) and Dust Networks. 

Today, industrial automation is one of the most important 

areas of WSN applications. According to Freedonia Group, 

the global market share of sensors for industrial use is 11 

billion USD, while the cost of installation (mainly cabling 

costs) and usage is up to more than 100 billion USD. This 

high cost is the main issue hindering the development of 

industrial communication technology.  

 
Fig. 1: Global Installed Industrial Wireless Sensing Points 

WSN technology, allowing “ubiquitous sensing” 

over the whole industrial process, can secure the important 

parameters which are not available by online monitoring due 

to the cost reasons stated above. These parameters are 

important foundations for the implementation of optimal 

control in order to achieve the objective of improving 

product quality, and reducing energy consumption. 

According to ON World [8], wireless devices to be installed 

in industrial fields will increase by 553 % between 2011 and 

2016 when there will be 24 million wireless-enabled sensors 

and actuators, or sensing points, deployed worldwide. 

Among these, 39 % will be used for new applications that 

are only possible with wireless sensor networking. By 2014, 

the number of WSN devices will account for 15 % of the 

entire industrial measurement and control equipment 

sensing points, and 33 % by 2016. In today’s market, three-

fourths of the industrial WSN income comes from the 

process industry; with the oil and power industry being the 

fastest growing ones. For example, PetroChina is carrying 

out IoT projects in its oil fields, with the purpose to 

reconstruct 200 000 oil wells. WSN technology applied in 

the digital conversions of the oil wells will make use of 

online monitoring to measure oil well production and ensure 

production safety. In the power industry which is now 

undergoing the power grid upgrading, WSN technology is 

also playing an important role in safety monitoring over 

power transmission and transformation equipment and the 

reconstruction of billions of smart meters. 

 
Fig. 2: Global Industrial Field Instrument Shipments, Wired 

and Wireless 
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III. CHARACTERISTICS OF WSNS 

A WSN can generally be described as a network of nodes 

that cooperatively sense and control the environment, 

enabling interaction between persons or computers and the 

surrounding environment [2]. WSNs nowadays usually 

include sensor nodes, actuator nodes, gateways and clients. 

A large number of sensor nodes deployed randomly inside 

of or near the monitoring area (sensor field), form networks 

through self-organization. Sensor nodes monitor the 

collected data to transmit along to other sensor nodes by 

hopping. During the process of transmission, monitored data 

may be handled by multiple nodes to get to gateway node 

after multihop routing, and finally reach the management 

node through the internet or satellite. It is the user who 

configures and manages the WSN with the management 

node, publish monitoring missions and collection of the 

monitored data. As related technologies mature, the cost of 

WSN equipment has dropped dramatically, and their 

applications are gradually expanding from the military areas 

to industrial and commercial fields. 

 
Fig. 3: Wireless Sensor Networks 

IV. SENSOR NODES 

The sensor node is one of the main parts of a WSN. The 

hardware of a sensor node generally includes four parts: the 

power and power management module, a sensor, a 

microcontroller, and a wireless transceiver. The power 

module offers the reliable power needed for the system. The 

sensor is the bond of a WSN node which can obtain the 

environmental and equipment status. A sensor is in charge 

of collecting and transforming the signals, such as light, 

vibration and chemical signals, into electrical signals and 

then transferring them to the microcontroller. The 

microcontroller receives the data from the sensor and 

processes the data accordingly. The Wireless Transceiver 

(RF module) then transfers the data, so that the physical 

realization of communication can be achieved. It is 

important that the design of the all parts of a WSN node 

consider the WSN node features of tiny size and limited 

power. 

A. Miniaturization Technology of Sensor based on MEMS 

The miniaturization technology of WSN nodes based on 

microelectromechanical systems (MEMS) has made 

remarkable progress in recent years. The core technology of 

MEMS is to realize the combination of microelectronics 

technology, micromachining technology and the packaging 

technology. Different levels of 2D and 3D microsensitive 

structures can be produced based on microelectronics and 

micro-machining technology, which can be the miniature 

sensing elements. These miniature sensing elements, 

associated power supply and signal conditioning circuits can 

be integrated and packaged as a miniature MEMS sensor. At 

present, there are already many types of miniature MEMS 

sensors in the market which can be used to measure a 

variety of physical, chemical and biomass signals, including 

displacement, velocity, acceleration, pressure, stress, strain, 

sound, light, electricity, magnetism, heat, pH value, etc. 

[10]. In 2003, researchers at the University of California 

Berkeley (UCB) developed a WSN sensor node (mote) with 

a micro sensor. The actual size of its MEMS sensing module 

was only 2.8 mm × 2.1 mm [11]. 

B. Ambient Energy Harvesting Technology 

Nodes need an energy source, and ambient energy 

harvesting from external sources are used to power small 

autonomous sensors such as those based on MEMS 

technology. These systems are often very small and require 

little power, however their applications are limited by the 

reliance on battery power. Ambient energy harvesting 

cannot only be realized by conventional optical cell power 

generation, but also through miniature piezoelectric crystals, 

micro oscillators, thermoelectric power generation elements, 

or electromagnetic wave reception devices [12] [13]. Some 

companies have begun to commercialize sensor network 

applications using energy acquisition devices. For example, 

the German company EnOcean has provided light energy 

harvesting devices, vibration energy harvesting devices and 

temperature-based energy harvesting devices for smart 

building lighting and air monitoring applications. For 

equipment and construction health monitoring applications, 

a variety of piezoelectric vibration energy harvesting 

products have entered the market. The British company of 

Perpetuum provides a series of products that converts 

mechanical vibration into electrical energy used to 

perpetually power autonomous, maintenance-free industrial 

wireless sensor nodes. For these sensor nodes the energy of 

vibration made by your fingers knocking the desk can 

support the sensor node sending 2 kB data to 100 m away 

every 60 seconds. For the monitoring applications of piping 

systems, a large number of products based on temperature 

difference energy harvesting have been developed. 

Nextreme Company’s products can produce 0.25 W of 

power by a temperature difference of 60 °C in an area of 3.2 

mm × 1.6 mm energy harvesting materials.  

 
Fig. 4: Sensor Nodes Configured with Ambient Energy 

Harvesting Devices 

C. Topology  

Generally, a WSN consists of a number of sensor network 

nodes and a gateway for the connection to the internet. The 
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general deployment process of a WSN is as follows: firstly, 

the sensor network nodes broadcast their status to the 

surroundings and receive status from other nodes to detect 

each other. Secondly, the sensor network nodes are 

organized into a connected network according to a certain 

topology (linear, star, tree, mesh, etc.). Finally, suitable 

paths are computed on the constructed network for 

transmitting the sensing data. The power of sensor network 

nodes is usually provided by batteries, so the transmission 

distance of WSN nodes is short. The transmission distance 

can be up to 800 to 1 000 meters in the open outdoor 

environment with line of sight. It will sharply decline in the 

case of a sheltered indoor environment to an estimated few 

meters. In order to expand the coverage of a network, the 

sensor network uses multi-hop transmission mode. That is to 

say the sensor network nodes are both transmitter and 

receiver. The first sensor network node, the source node, 

sends data to a nearby node for data transmission to the 

gateway. The nearby node forwards the data to one of its 

nearby nodes that are on the path towards the gateway. The 

forwarding is repeated until the data arrives at the gateway, 

the destination. The protocols and some implementation 

techniques of WSNs can be adapted to the mature 

architecture and technologies of wireless and wired 

computer networks. However, the features of WSNs are 

self-organization, self-adaption, limited nodes energy, and 

unstable transmission links. 

 
Fig. 5: 6LoWPAN Protocol Stack 

D. Security 

There have been many Hollywood films on how the future 

will look – and the IoT vision comes close to the Hollywood 

vision. There is one common theme across both visions: 

machines become very powerful as a whole within a highly 

automated society. The question of individual privacy and 

security within this for the individual becomes more 

difficult as the complex chain within which the security has 

been created is infinite and the weakest link defines the 

overall level of security. With IPv6 there are enough IP 

addresses to go around for the predicted tens of billions of 

data points that will form our new world – the question is 

whether they can all be secured to a level that can ensure 

individual privacy rights and secure the systems from 

malicious attacks. In traditional TCP/IP networks, security is 

built to protect the confi dentiality, integrity and availability 

of network data. It makes the system reliable and protects 

the system from malicious attacks which can lead to 

malfunctioning systems and information disclosure. As the 

characteristic of node and application environment, WSN 

security not only needs traditional security protection, but 

also the special requirements of trust, security and privacy 

(TSP) WSNs. 

 
Fig. 6: TSP architecture for WSNs 

1) Trust, Security and Privacy (TSP): 

TSP WSNs may, depending on the application scenario, 

require security protection of integrity, availability, 

confidentiality, non-repudiation, and user privacy. It 

supports system integrity, reliability by protecting the 

system from malicious attacks. TSP WSNs may need to 

protect the nodes against tampering, protect the 

communication channel, and routing in the network layer. 

TSP logging/ audit functions may be required to detect 

attacks. The technology of TSP WSNs consists of message 

authentication, encryption, access control, identity 

authentication, etc. The TSP necessities of WSNs may be 

categorized as follows: node security, crypto algorithms, key 

management, secure routing, data aggregation. 

2) Crypto Algorithms: 

Encryption is a special algorithm to change the original 

information of the data sensor node, which makes an 

unauthorized user not recognize the original information 

even if he has accessed the encrypted information. The 

WSNs of public infrastructure are inevitably exposed to the 

scope of public activities. Traditional message 

authentication code, symmetric encryption and public-key 

encryption have exposed their shortcomings. So an 

encryption system, which is more suitable for WSNs, needs 

to be proposed. The Spanish company Libelium developed 

waspmote encryption libraries to ensure the data security of 

smart city’s WSN in 2010. Their wireless sensor devices 

have supported those libraries basically. Libraries are 

designed for different encryption mechanism and 

consultation mechanisms at data link layer, network layer 

and application layer. 

3) Key Management of WSNs: 

Key management is focused on the area in WSN security. 

Key management includes key generation, distribution, 

verification, update, storage, backup, valid and destroy. An 

effective key management mechanism is also the foundation 

of other security mechanisms, such as secure routing, secure 

positioning, data aggregation. Typical key management 

schemes in WSNs include global key management, random 

key management, location key management, clustering key 

management and public key-based key management. The 

security bootstrapping procedure establishes the security 

configuration of a sensor node, e.g. a join key is established 

during the bootstrapping. As there are multiple 
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bootstrapping procedures and the choice of an appropriate 

bootstrapping procedure heavily depends on the 

environment, normal operation of the sensor network is 

decoupled from the bootstrapping such that it is possible to 

change the bootstrapping procedure without any change on 

the security architecture for normal operation. The 

appropriate bootstrapping procedure depends to a high 

degree on the application and its environment. Therefore, 

several different bootstrapping procedures have been 

proposed: token based, pre-configuration of the keys during 

manufacturing of the nodes, physical protection of 

messages, in-band during a weak security set-up phase, out-

of-band communication. 

4) Secure Data aggregations of WSNs: 

Secure data aggregation is to ensure each node data is 

secure. Therefore, the general processes of secure data 

aggregation are as follows: first nodes should be possible to 

provide reliable date and securely transmit them to the 

higher aggregation nodes. The higher aggregation nodes 

judge the credibility of data and do aggregation calculation 

based on redundancy. Each aggregation nodes select the 

next safe and reliable hop, transmit data to the central node. 

The central nodes judge the credibility of data and do the 

final aggregation calculation. Initially, data aggregation 

regarded energy as the object and barely considered security 

issues. Now secure data aggregation is mostly realized by 

authentication and encryption based on the theory of cluster, 

ring, and hierarchical. The University of Munich developed 

a data aggregation prototype, which is based on DTLS 

protocol to realize secure transmission schemes. 

V. CHALLENGES OF WSNS 

IoT is characterized by a wide range of challenges that can 

be characterized by a single word: scale. Every challenge 

that is known in the context of the current internet also 

pertains to IoT, but its scale is generally much larger and the 

implications even more severe. Examples for such 

challenges are: 

 Range of use-case domains: while the current internet 

already has made inroads into the lives of denizens and 

also that of businesses and organizations, this 

penetration will increase in scope and depth due to IoT. 

Not only will new application fields be opened up (real-

time remote life-stock monitoring; monitoring interest 

groups; participatory traffic monitoring; etc.), but also 

the penetration of processes and actions by information 

and communication technologies (ICT) will increase. A 

taste of this has been provided by the adoption of radio-

frequency identifications (RFIDs) in value chains. 

While business IT already had made it possible to trace 

gross flows of products within a company, RFID 

penetrated entire value chain down to single items and 

across organizational units (production; outbound 

logistics; retail, etc.). 

 Difference in business models: while Web 2.0 has 

already led to diversify cation of business models and 

the proliferation of new, disruptive business model, this 

trend is expected to amplify once IoT becomes a sizable 

part of the future internet. 

 Ownership and tenancy: in the current internet, 

exclusive ownership and exclusive usage are very much 

the rule, but the sociology of the IoT will be different. 

Complex systems, for instance city-wide sensor 

networks, will not necessarily be owned by one group, 

and the influence of non-owner groups will increase 

(advocacy groups, public bodies, legislative bodies, 

etc.). Also, more often than not, more than one 

organization will operate in the same system. For, 

instance, an original equipment manufacturer (OEM) 

might outsource the maintenance of its production-

machinery to several off-location service providers, 

which will, in turn, need remote access to the 

production IoT system. 

 Range of objects covered: the range of “things” that 

will be sensed, tracked, and manipulated through IoT 

will truly be overwhelming. It will span from 

microscopic and even submicroscopic entities (bacteria, 

nanobots, etc.) to macroscopic objects on the scale of 

planets and larger. The digital shadows of these will be 

very different, and what constitutes them will also 

depend on the context. For instance, while for a 

shipping company whole containers usually constitute 

the fi nest scale of granularity and thus “things”, the 

individual pieces of products in such a container 

constitute “things” for the receiving retailer as well as 

the end-customer. 

 Time scales and reliability: IoT will be applied to areas 

in which real-time control with high reliability will be 

mandatory (factory automation, air-plane control, etc.), 

while other applications (glacial monitoring, herd 

monitoring, etc.) might be conducted in a quasi-offline 

manner over time scales of minutes to years. 

VI. WSNS APPLICATIONS 

A. WSN Application in the Smart Grid 

The power grid is not only an important part of the electric 

power industry, but also an important part of a country’s 

sustainability. With the dependence on electric power 

gradually increasing, demand for the reliability and quality 

of the power grid is also increasing in the world. Utilities, 

research institutions and scholars have researched how to 

modernize the power grid to one that is efficient, clean, safe, 

reliable, and interactive. A smart electricity grid opens the 

door to new applications with far-reaching impacts: 

providing the capacity to safely integrate more renewable 

energy sources (RES), electric vehicles and distributed 

generators into the network; delivering power more 

efficiently and reliably through demand response and 

comprehensive control and monitoring capabilities; using 

automatic grid reconfiguration to prevent or restore outages 

(self-healing capabilities); enabling consumers to have 

greater control over their electricity consumption and to 

actively participate in the electricity market. Sensors will be 

a key enabler for the smart grid to reach its potential. The 

idea behind the “smart” grid is that the grid will respond to 

real time demand; in order to do this, it will require sensors 

to provide this “real time” information. WSNs as “smart 

sensing peripheral information” can be an important means 

to promote smart grid technology development. WSN 
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technology in the smart grid will also further promote the 

industrial development of WSNs. 

B. WSN Application in Smart Water Networks 

Today, the world’s water consumption is 300 % of what it 

was in 1950. The strong growth of the world’s population 

combined with a strong growth of what is known as the 

middle class will continue to create increasing demand for 

the planet’s limited resources. An example of a key resource 

in this context is the availability of clean water. In addition 

to the usual governmental regulation and policing of the 

exploitation of natural resources, many corporations are 

seeing the impact on the environment. They also see social 

and commercial advantages in taking steps to ensure the 

negative impact their operations have on natural resources is 

minimal. These are usually captured by monitoring 

environmental impact within a complex score card where 

the monitoring of impact on water pollution would be just 

one example.  

1) Sustainability (Water Resource Focus): 

There are share price implications as well as regulatory 

requirements that drive this new green behavior. It can be 

said that it is generally accepted in modern society that the 

perceived need to better manage the environmental impact 

corporations have on scarce resources and the CO2 footprint 

as an indication of pollution costs to society versus profit 

will become increasingly important. Thus the trend for 

corporations to invest in this area in addition to governments 

creating regulations demanding compliance to new 

environmental rules and creating new national market entry 

costs is clear. When focusing on clean water, a monitoring 

system has to be built to determine base line quality as well 

as monitor the various potential sources of contaminants to 

clean water. Traditional operational technology systems are 

not usually created to monitor potential pollutants, thus new 

sensors and actuators need to be used to monitor also air 

born pollutants that are usually the most difficult pollutants 

to track and manage. The information gathered can not only 

be used as a key performance indicator (KPI) dashboard but 

also be used to predict water quality based on real-time 

monitoring of related events, such as manmade (pollution) 

or environmental (weather) events. This can be useful for 

corporations who are always working within an international 

regulatory framework, and can potentially lead to additional 

value creation in the form of emission/pollution certificates. 

This mind shift means that corporations need to shift from a 

mentality of traditional operational efficiency to 

sustainability as a competitive advantage in an ever aware 

market. This means that value has to be captured and given 

to products and services that have the least negative impact 

on the environment. 

VII. CONCLUSION  

WSN and even more so, IoT, are not single technologies but 

instead represent complex systems using various 

technologies from physical communication layers to 

application programmes and are used in many application 

areas and different environments. This diversity has resulted 

in a complex standardization environment. As discussed in 

this Paper there is already a large set of existing 

applications, challenges and ongoing standardization 

activities for WSNs. This can create opportunities for 

industry, research organizations and standardization bodies 

due to the unique characteristics of WSNs. This makes them 

attractive in current and future infrastructure applications. 

As IoT and WSN are based on technology areas strongly 

covered by the IEC, like smart grid, industry 4.0 and smart 

cities, it is important for the IEC to have a good 

understanding of the applications, the standardization 

environment, and the specific needs of WSN for the IEC 

stakeholders. In order to steer standardization in the right 

direction, and to identify and fill the standardization gaps, 

close cooperation within and outside the IEC (i.e. other 

relevant standardization bodies) is required. 
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