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Abstract— A mobile ad hoc network (MANET) is a self-

configuring, infrastructure less network. In this mobile 

nodes dynamically form a temporary network and capable 

of communicating each other without the use of network 

infrastructure. Due to the open medium, random topology, 

distributed environment Ad hoc networks are vulnerable to 

much type of security attacks. Nodes in the MANET are 

completely dependent on other nodes so as to complete the 

communication successfully. To dependent on the other 

node for data transmission, consider as trust problem. Our 

aim in this review is to present schemes which are mainly 

focused on trust based security for MANET. This work 

proposes a Reliable nodes (RN) which is Responsible for the 

trust calculation. The RN measures best route for 

communication. After this Reliability index value is 

calculated and on that basis the RN node issues a certificate 

to every node in its network. To participate in data 

transmission the nodes must have two Reliability index (RI) 

certificates & can be consider as a trusted node by RN. The 

directory of this certificate is maintained in RI Table. This 

RI is shared with the server by this centralized RN. This RN 

will also monitors the behavior of nodes in a specific range 

continuously to avoid unwanted action. 
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I. INTRODUCTION 

MANET is shaped with wireless mobile nodes without any 

infrastructure. Some packets can be transported from a 

source node to a destination node by way of different 

intermediate nodes, thus preserving network connectivity 

and applicability of MANET. MANET depends a lot, on 

collaboration between nodes in such a dynamic environment 

[2]. A mobile ad hoc network is a set of devices or nodes 

that transmit across a wireless transmission medium mostly 

based on radio frequency without any permanent 

infrastructure or centralized power. Support of nodes is 

significant to forward packets on behalf of each other when 

destinations node are out of their direct wireless 

communication range. There will be no central control or 

network infrastructure for a MANET to be set up, therefore 

making its deployment quick and inexpensive. This 

approach detects and prevents malicious nodes capable of 

launching several of the network layer attacks. This work 

focus on improving the additional secure mechanism to 

identification faked message detection & valid packet 

dropping by malicious node. Trust can be consider a famous 

parameter for node behavior whose value is constantly 

exchanged between all the adjacent neighbor nodes.  In this 

work trusted proxy node & Trust index table will also 

categorize the constraints to define maliciousness or 

discarded behavior of the node. These unwanted behavior of 

node can be detect by the trust value of node which is been 

contributed in data transfer previously. Thus this trust value 

computation & the exchange of this trust table needs to be 

protected. The work categorizes in to two related area areas 

first is unacceptable trust value due to malicious node 

behavior is legal at certain condition & second is trust 

packet alteration by fabrication type of attack. MANET 

applications includes disaster relief, military operations over 

a vulnerable infrastructure and society networking through 

health monitoring using medical sensor network (MSN) [1]. 

However, in unfriendly environments, some nodes may 

reject to do so, either for saving their own resources or for 

intentionally disturbing regular transportation. Black hole 

attack can take place when the malicious node on the path 

directly attacks in network and It intentionally drops all the 

data traffic passing through itself. This type of misbehavior 

is generally referred to as black hole attack, which is 

considered as one of the most critical attacks that leads to 

the network collapse [2]. In Section 2 of this paper, we 

summarize the basic feature of MANET. In Section 3 we 

discuss the basic function of AODV protocol on which we 

stand our work. In Section 4 we explain the result of black 

hole attack in AODV. Section 5 presents our proposed work 

protects against black hole attack. Section 6 discusses the 

performance estimation based on simulation trial and 

results. Finally, Section 7 presents conclusion and future 

work. 

II. MANET 

MANET is made with wireless mobile nodes without pre-

established infrastructure. Every node in MANET is 

responsible for transmitting packets to other nodes. Several 

message can be delivered from a source node to a 

destination node by way of numerous intermediate nodes, 

thus maintaining network connectivity [10] and applicability 

of MANET depends heavily on support between nodes in 

such a dynamic environment [11]. 

III. AODV 

Ad hoc on-demand distance vector (AODV)[4] routing 

protocol uses an on demand approach for finding route that 

is, a route is establish only when it is mandatory by a source 

node for communicating data packets to destination. It 

permits all mobile nodes, to pass messages through their 

neighbor nodes to destination node when they cannot 

directly interconnect. AODV does this by determining the 

routes along which data can be passed. AODV makes 

assured these routes do not hold loops and tries to discover 

the shortest possible route. AODV is also able to handle 

variations in routes and can generate new routes if there is 

an error. AODV states three types of control messages for 

route discovery process. 
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A. RREQ 

When one node requests to send a message to another node 

that are notit’s Neighbor it broadcasts a Route Request 

(RREQ) message. Every RREQ conveys a time to live value 

that states for how many hops this message should be 

dispatched. This value is set to a predefined value at the first 

transmission and improved at retransmissions. 

Retransmissions arise if no replies are received. The RREQ 

message contains numerous crucial bits of information: the 

source, the destination, the duration of the message and a 

Sequence Number which serves as a unique ID. 

B. RREP 

A route reply message is unicasted back to the source of a 

RREQ if the receiver is either the node using the requested 

address (destination node), or it has a valid route to the 

requested address. The reason one can unicast the message 

back, is that every route sending a RREQ caches a route 

back to the initiator. 

C. RERR 

Nodes observers the link status of next hops in active routes. 

When a link smashing in an active route is detected, a 

RERR message is used to alert other nodes of the loss of the 

link. In order to enable this reporting mechanism, each node 

retains ” predecessor list'', containing the IP address for each 

its neighbors that are probable to use it as a next hop in the 

direction of destination [8]. The main benefit of this 

protocol is that routes are recognized on demand and 

destination sequence number is used to find the newest route 

to the destination. The proper maintenance of sequence 

numbers is vital to keeping AODV loop-free and thus 

avoiding the “count to infinity” problem. One of the 

difficulties of this protocol is that multiple Route Reply 

packets in response to a single Route Request Packet can 

lead to substantial control overhead.  

IV. BLACK HOLE ATTACK 

It is similarly to the black hole in the universe in which 

things disappear. Black hole attack can happen when the 

malicious node on the route straight attacks the data traffic 

and purposely drops, all the data traffic passing through it. 

Throughout the route detection procedure, the source node 

sends route origination packets (RREQ) to the intermediate 

nodes to discovery new path to the projected destination. 

Malicious nodes respond instantaneously to the source node 

because of these nodes do not state the routing table. The 

source node accepts that the route discovery process is 

complete, ignores other route reply messages from other 

nodes and picks the path through the malicious node to route 

the data packets. 

 As show in figure 2.3 source nodeS want to 

transmit data to destination node D, so source node 

broadcast RREQ message all neighbors nodes such as B and 

M. To find shortest or fresh route to destination node D. M 

is malicious node and cannot check its routing table and 

directly reply with false RREP message and cannot 

broadcast RREQ message to node E. After getting RREP 

message from M source node assume route detection 

process is complete and shortest path to destination node 

through malicious node and start to sending data to node M 

and node M silently dropped all received data to it without 

informing the source node. Thus the packets transferred by 

the black hole node will not reach the destination. The 

discovery of Black holes attack in mobile ad hoc networks is 

still measured to be a challenging task. So throughout the 

black hole attack performance of network goes very down, 

to remove the effect of this black hole attack in the network 

we propose a Reliable node (RN)methodfordetection of 

black hole attack in the mobile ad hoc network. 

 

V. RELATED STUDY 

In There are various method is proposed in literature to 

improve the routing security in ad hoc environment and 

avoid cooperative black hole. The approaches are also 

capable of preventing the network form further malicious 

behavior. Out of these some includes authentication 

mechanisms for identifying multiple black hole nodes 

cooperating as a group, which could be potentially exploited 

by malicious nodes [1]. To address the problems, and 

cooperative black & gray hole detection without assuming 

the existence of any authentication infrastructure, such as a 

Public Key Infrastructure (PKI), which is usually not 

practical in MANET, authentication mechanisms are 

constructed based on the concept of the hash function, the 

MAC and the PRF. The paper [3] propose a methodology 

for identifying multiple black hole nodes cooperating as a 

group with slightly modified AODV protocol by introducing 

data routing information (DRI) table and cross checking. 

The solution to identify multiple black hole nodes acting in 

cooperation involves two bits of additional information from 

the nodes responding to the RREQ of source node S. Each 

node maintains an additional Data Routing Information 

(DRI) table. Several approaches are further proposed to 

identify the privacy preserving & side channel monitoring 

by which we can be sufficiently analyzed the malicious 

behaviors [4. 5]. The proposed solution can be applied to 1.) 

Identify multiple black hole nodes cooperating with each 

other in a MANET; and 2.) Discover secure paths from 

source to destination by avoiding multiple black hole nodes 

acting in cooperation. Certificate chaining is a malicious 

node identification mechanism having self organized PKI 

authentication by a chain of nodes without the use of a 

trusted third party [6]. Here authentication is represented as 

a set of digital certificates that form a chain. Each node in 

the network has identical roles and responsibilities thereby 
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achieving maximum level of node participation. Every node 

in the network can issue certificates to every other node 

within the radio communication range of each other. There 

are so many other encryption based [7] & robust 

identification based [8] is given by different authors. They 

demonstrates an adaptive approach to detecting black and 

gray hole attacks in ad hoc network based on a cross layer 

design. In network layer, the paper [9] proposed a path-

based method to overhear the next hop’s action. This 

scheme does not send out extra control packets and saves 

the system resources of the detecting node. In MAC layer, a 

collision rate reporting system is established to estimate 

dynamic detecting threshold so as to lower the false positive 

rate under high network overload. Some approaches trust 

based calculation for malicious node identification is also 

proposed which is capable of detecting the nodes trust value 

on the basis of their historical analysis [10]. In [11], we 

proposed a solution to identifying and preventing the 

cooperative black hole attack. Our solution discovers the 

secure route between source and destination by identifying 

and isolating cooperative black hole nodes. In this paper, via 

simulation, we evaluate the proposed solution and compare 

it with other existing solutions in terms of throughput, 

packet loss percentage, average end-to-end delay and route 

request overhead. Request routing table is an another great 

option for black& gray hole detection in which the nodes 

shares their routing table on regular basis network form 

further malicious behavior. Proposed method can be used to 

find the secured routes and prevent the black hole nodes in 

the MANET by identifying the node with their sequence 

number; check is made for whether there is large difference 

between the sequence number of source node or 

intermediate node who has sent back RREP or not? The 

solution presents good performance in terms of packet ratio 

and minimum packet end-to-end delay and throughput [12] 

Another detection technique is acknowledgment [13]. To 

prove that a node has actually forwarded packets to the next 

hop, the receiver can send acknowledgment in the reverse 

direction for multiple hops. Two-hop acknowledgment is 

suggested. However, it fails when more than two malicious 

nodes are colluding in a row. For example, three malicious 

nodes one next to another act as a team to drop packets 

along a data communication path: the one in the middle 

actually drops packets, while its prior hop simply does not 

do the watchdog job and its next hop falsely sends 

acknowledgment. There are many other detection techniques 

in literature [14, 15, 16]. They mainly aimed at early 

detection of packet drop attackers during routing process. 

The general idea is to identify forged routing information by 

double checking, for example, neighbor   information, 

destination sequence number, or network state, with the 

nodes after the malicious node or directly with the 

destination [17]. Due to space limit, we introduce only a few 

recent proposals. 

VI. PROBLEM STATEMENT 

 There After analysis of the various paper & their techniques 

this work found that the existing methods focuses on 

providing the security to this forged message detection & 

valid packet dropping by malicious node. So it there must be 

some procedure which identifies this nodes as early as 

possible. Trust can be consider a well-known parameter for 

node behavior whose value is continuously exchanged 

between all the adjacent neighbor nodes. For that purpose 

the problem related to malicious or black hole node 

categorizes in three major security domains or issues [18]. 

These are  

1) Privacy: maximize tracking-resistance of individual 

nodes, by outsider and insider adversaries. 

2) Security: provide protection against active and passive 

outsider and insider attacks. 

3) Efficiency: attain the above two goals with reasonably 

efficient solutions. While studying the literature this 

work identifies that the losses of packet drop, false 

overhead & infeasible routing will be consider as a 

major issues in case of malicious nodes [19]. Till now 

all the existing approaches will only focuses on 

malicious detection of single node. Apart from the 

above issues this work finds some more critical 

descriptive issues in this malicious behavior detection. 

If this issues is resolved than the detection & prevention 

is possible prior to the expected losses. This work is 

will also identify the parameters to define maliciousness 

or unwanted behavior of the node. These unwanted 

behavior of node can be find out by the trust value of 

node which is been participated in data transfer 

previously. 

Thus this trust value calculation & the exchange of 

this trust table needs to be secure. The work categorizes in 

to two related domain areas:-  

1) Invalid Trust Value due to malicious node behavior is 

legitimate at certain condition.  

2) Trust packet modification by fabrication (Masquerade) 

type of attack. 

 
 Scenario (i) (Shown Above) In this case the trust value 

of each node is calculated by a proxy node inside a 

network & which is further exchange with the data 

server for aggregation. When a malicious node inside 

this network will act as the legitimate( Actual) node the 

calculation of trust value is been disturbed & prompt to 

somewhere incorrect results. This causes the access 

gain for this unwanted node in a network & later on will 

drop the packets & analyze the network for faulty 

activities. Thisneed to be identified before this trust 

value table calculation. 

 Scenario (ii) (Shown Below) 
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In this case the calculation of trust value is correct. 

But this need to be exchanged between multiple nodes likes 

proxy to local server. While we are trying to exchange this 

trust value data table some of the unwanted malicious node 

within the route try to change the data inside this trust table. 

This modification needs to be stopped by analyzing the 

packet relayed from a particular node. This previous 

historical data direct us to identify this malicious node at 

early stages of table exchange by which we can easily avoid 

this 

VII. PROPOSED MECHANISM 

 Malicious node reliability calculation is a critical issue in 

mobile ad network. For this purpose this work proposes a 

novel approach based on Reliable Node (RN) Protocol. In 

this mechanism route discovery can be achieved through a 

routing decision based on trust sequence certificate 

exchange through RN node which is an additional node in 

nodes group having extra responsibility of reliability 

calculation. This RN node will act as monitoring node for 

routing decision based on given steps for malicious node 

detection. To examine the result of proposed mechanism this 

work uses AODV routing protocol. During the route 

discovery in AODV sender node will send a RREQ packet 

to each neighbor node & will expect a RREP packet for 

existence of route. The node behaving as a malicious node 

will reply fast in respect of the other node in the network, 

Due to this malicious node looks like active shortest link. 

Thus source node will add this malicious node in its routing 

table which causes packet drop or denial of service attack. 

Considering the above problem this work will also add an 

additional wait of 10 sec for reply of other nodes. During 

this wait period RN proxy node comes into act for 

authenticity of each neighbor node through Reliability 

certificate exchange (RCSE) mechanism in a proper 

sequence. In this approach firstly the Reliability value of 

each node is calculated through the previous participation of 

node in data transmission. This value must be more than 

minimum threshold which is decided by the node behavior 

and issue a specific certificate to that node. This certificate 

is exchange with the entire neighbor nodes in a sequence & 

routing table of each is updated with the current 

information. Those nodes who want to participate in data 

transfer must have at least two trust certificates in a 

sequence. Now after this routing decision is made on the 

basis that the node having less than two certificates from 

previous & next neighbor is identify as the malicious node. 

After this detection RN node will transmit a 

recommendation message of malicious alert & a trust table 

to entire nodes in a network range. Every node receiving this 

message must do updates in their routing table with this 

authenticity detection & deletes the malicious node. This 

RN protocol will be used to identify the malicious behavior 

on the basis of reliability table which is been continuously 

updated & analyzing the nodes behavior. In this every node 

inside a network must acquire two trust certificates from it’s 

at least two nodes. The node having more than two trust 

certificate can be able to participate in data transfer. This 

trust certificates with the nodes parameter is stored in trust 

value table. This trust value table is recommended by proxy 

nodes & exchanged between other data aggregation server. 

A. Reliable Node (RN) Algorithm 

S: Source, D: Destination, W: Watcher Node, MN: Mobile 

Node, RT: Reliability Table, RC: Reliability Certificate; 

Initiate AODV Transmission ()  

  S wants to communicate with D. 

 RN Starts new process for data transmission. For 

directional routing the node must transmit the packet in 

specific range  

S broadcast the RREQ //after every 3 sec for latest updates 

//During this period RN Start sensing the network 

 D replies with RREP //Malicious node Reply very fast 

without checking its Index if (Reply< Set Timestamp)  

MN uses RN to calculate reliable index value //Stores trust 

value of its all preceding and successor nodes 

 //Condition Check 

 If (Node=New node) 

 Assign initial Reliability Value=0; 

 Else   //For existing node Calculate threshold & trust by 

Historical Data Analysis 

 If (Reliability value>= Threshold)// Check Behavior  Ok; 

 Else 

 Verify Black hole behavior; 

 RN Issues Trust certificate //To every successor node If 

(RC>=2) //Verify trust certificate, Count must be more that 

2 Not malicious node;  

End if (RC<2) Black hole node;  

Remove Entry from table Exchange this reliability Value 

Table between other nodes. Send Message to delete entries 

from other nodes RT Exit RN;\ 

VIII. PERFORMANCE EVALUATION 

We have considered four of the network parameters for 

evaluating the performance with the proposed approach. 

Further it can be extended to a few more parameters based 

upon the network density. The algorithm can also be 

extended to identify and prevent few more network layer 

attacks.   

A. Packet delivery ratio (PDR) 

The ratio of the number of packets received at the 

destination and the number of packets sent by the source. 

The PDR of the flow at any given time is calculated as, PDR 

= (packets received/packets sent) 

B. Routing Overhead 

The number of routing packets transmitted per data packet 

delivered at the destination.   
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C. Power Consumption 

The power is calculated in terms of total time taken for 

transmission of a message from sender to receiver. Since 

this time elapses in milliseconds, the power consumed by 

anode will be considered as less.  

D. Throughput 

It is sum of sizes (bits) or number packets of 

generated/sent/forwarded/received packets, calculated at 

every time interval and divided by its length. Throughput 

(bits) is shown in bits. Throughput (packets) shows numbers 

of packets in every time interval. Time interval length is 

equal to one second by default. 

IX. CONCLUSION 

In mobile ad hoc networks, protecting the network layer 

from attackers is an important research topic in wireless 

security. This work describes a robust trust based reliable 

security service scheme for network-layer security solution 

in ad hoc networks, which protects both, routing and packet 

forwarding functionalities without the context of any data 

forwarding protocol. This approach tackles the issue in an 

efficient manner since malicious have been identified 

commonly. The overall idea of this algorithm is to detect 

malicious nodes launching attacks and misbehaving links to 

prevent them from communication network. This work 

explores a novel Reliable Node (RN) based accuracy 

mechanism which is continuously exchanging with its 

neighbor. It is a robust and a very simple idea, which can be 

implemented and tested in future for more number of 

attacks, by increasing the number of nodes in the network. 

To this end, we have presented an approach, a network-layer 

security solution of Reliable Node (RN) approach which 

will work on a specific node named as RN node. This node 

will work as monitoring node & checks the behavior of 

nodes against attacks that protects routing and forwarding 

operations in the network. As a potential direction for future 

work, we are considering measurement of more number of 

network parameters, to analyze the performance of such a 

network using the proposed approach. In future the results 

will show the difference between the number of packets lost 

in the network with and without a Black Hole Attack. This 

also shows that Black Hole Attack affects the overall 

network connectivity and the data loss could show the 

existence of the Black Hole Attack in the network. If the 

number of Black Hole Nodes is increased then the data loss 

would also be expected to increase. 

X. FUTURE WORK 

Some problems and concepts that remain unaddressed can 

be performed in future. Such as with the help of pre-emptive 

approach more information can be added for exact timely 

analysis of malicious node. It can also be used for 

quantitative & qualitative analysis, rank ordering to each 

nodes etc. We also embed source code of our proposed 

scheme in NS2. In our proposed scheme so as to use the 

benefits of approach like open source.  
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