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Abstract— Cloud is a huge platform for computing and 

storing data. With exponential increase in number of users 

and size of their data, data deduplication is much needed for 

Cloud Service Providers (CSP). In cloud as far as the security 

is concerned it is better to store data in encrypted form. Due 

to poly access nature of cloud, the resources of cloud are been 

distributed to several entities at any given instance. Due to 

this, there are always possibilities of duplicate data at cloud 

storage. This eventually increases complexity including 

complexities of access function. Moreover the loss of control 

over their own personal data which leads high data security 

risks and data privacy leakages. By keeping the unique 

document of the duplicate data, cloud providers can reduce 

their data transfer and storage cost. There are many systems 

that provide deduplication but they fail to provide it on 

encrypted data and also there are issues regarding ownership 

of the data. This paper has discussed various developments, 

their advantages and limitations which can provide a 

perception into future research directions. 
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I. INTRODUCTION 

Cloud computing has provided users with storage and 

computing based on their demands. Cloud provides a large 

pool of linked network which consists of various resources. It 

has properties like scalability, elasticity, fault-tolerance and 

pay-per-use which make it a promising service plat form. 

Clouds most important service is data storage. Cloud 

computing enables advanced business models and cost 

efficient resource usage. Instead of maintaining data centers, 

companies can focus on their core business and purchase 

resources as per required. Today’s cloud service provides 

both highly available storage space and massive parallel 

computing resources at relatively low costs. Cloud users 

upload their data to the data centers of the CSP which 

maintain the data, but attacks on sensitive data at the CSP 

cannot be avoided [9], it is advisable to assume that service 

provider cannot be fully trusted by users. Moreover, it 

increases the loss of control over their personal data [3], [4] 

which leads to data security risks [8].Hence, a good practice 

is to only outsource data in encrypted format to the cloud in 

order to ensure data security and user privacy [6].A new 

problem arises when user may upload duplicate data, though 

cloud storage has huge space but data duplication wastes 

network resources, consumes much energy and also increases 

complexity in processes like data mining. 

Deduplication can achieve high cost savings, e.g., 

reducing up to 90-95 percent storage needs for backup 

applications [2] and up to 68 percent in standard file systems 

[15]. How can we manage data stored in cloud which is 

encrypted and how to perform deduplication on that 

encrypted data is a practical issue. However, current 

deduplication solutions cannot handle encrypted data well. 

Existing solutions for deduplication suffer from brute-force 

attacks [1], [10]. Most existing solutions cannot ensure 

reliability, security and privacy with good performance. It is 

practically hard to allow data holders to manage 

deduplication due to many reasons. First of all data holders 

cannot be continuously online or available for managing 

which leads to cause storage delay. Secondly because of too 

much communications and computations among the data 

holders, deduplication process could become complicated. 

Third, it may intrude the privacy of data holders in the process 

of discovering duplicated data. Hence, CSP cannot cooperate 

with the data holders in process of data storage and 

deduplication in many situations. 

In this paper is arranged as follows. Section 2 

discusses the objectives of the project. Section 3 covers all 

the related work and methodology used to achieve 

deduplication on encrypted data with security and ownership 

issue. Finally, Section 4 concludes this paper. 

II. LITERATURE SURVEY 

Chao Yang et al [12] proposed a cryptographically secure and 

efficient scheme for a client to prove to the server based on 

actual possession of the entire file instead of only partial 

information about it. This scheme utilizes the technique of 

spot checking in which the client only needs to access small 

portions of the original file, dynamic coefficients and 

randomly chosen indices of the original files.  

Ebenezer R.H.P. Isaac et al [13] proposed a 

cryptosystem which can be utilized for both personal data and 

network security. It suggests a simple block cipher scheme to 

reduce time and space complexities and provide adequate 

security for both security domains. The algorithm proposed 

in this paper is based on classical crypto techniques that uses 

less time and memory requirements and still retain a 

satisfactory level of security to thwart cryptanalysis however 

the weakness of the algorithm lies in the user selection of the 

key. It is possible to run differential cryptanalysis along with 

knowledge of the user through social engineering; thus 

making the key predictable. Since the key itself can be stored 

within a file, it is recommended that the key can be a set of 

numbers or even a random sequence of alphabets and 

numbers to make it unpredictable. 

M. Bellare et al [11] proposed a system design 

DupLESS for solving the issues regarding the provision of 

secure outsource storage that supports deduplication and also 

resists brute force attacks. DupLESS combines convergent 

Encryption (CE) type base Message locked Encryption 

(MLE) scheme with the ability to obtain keys derived from 

message with the help of Key Server (KS), which is shared 

amongst a group of clients. Client interacts with the KS using 

a protocol ensuring that the KS can cryptographically mix 

secret variables to each message keys. The KS and storage 

server are separate. Clients authenticate their data with KS, 

but they don’t leak any information about their data to it. In 

this security can only be ensured when KS is inaccessible to 

the attacker. These mechanisms ensure that DupLESS 
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provides strong security against external attacks but the 

security of this system degrades in the face of comprised 

systems.  

Priyanka Ora et al [7] proposed a scheme that 

provides data security and data integrity on cloud servers. 

This scheme contains a combination of RSA Partial 

homomorphic and MD5 hashing algorithm. In this scheme 

data is encrypted before uploading it on cloud server. Data 

encryption and decryption is done with RSA partial 

homomorphic which gives public and private key which is 

used for encryption and decryption. After uploading the data, 

data hashing is performed by using MD5 algorithm to 

produce hash values. These hash values generated are then 

used in data verification. Data sharing can be performed 

among the authorized users however, the effectiveness of this 

scheme is uncertain. 

Jingwei Li [5] proposed a system that provides a 

secure system called SecCloud which aims at achieving data 

integrity and deduplication in cloud. SecCloud system 

follows three protocols namely file uploading protocol, 

integrity auditing protocol and proof of ownership protocol. 

These protocols are used for uploading of files, integrity 

verification and ownership verification. This system 

generates data tags before the file is uploaded in cloud and 

the tags are used to check deduplication. This system greatly 

reduces the computation work in file uploading and auditing 

phases however it does not perform deduplication check on 

encrypted data. 

III. COMMON ISSUES 

Due to drastic increase of internet users, the cloud storage is 

often fed with numerous duplicate data which eventually 

increases the complexity of the cloud performance. So, to 

boost the performance of the cloud these duplicate data need 

to be identified and removed to enhance the performance of 

the cloud. The issues are as follows: 

1) To verify data ownership and check duplicate storage 

with security. 

2) To integrate cloud data deduplication with data access 

control in simple way. 

3) A scheme that can support data sharing with 

deduplication even when data holder is offline. 

4) Preserve the user privacy and reduce the time complexity 

in search and processing the duplicity.  

IV. CONCLUSION 

This paper has summarized the recent trends in the 

development of the deduplication systems on encrypted data 

and using these methods based on different techniques it 

gives researchers an idea to develop a deduplication system 

that can cover the objectives and limitations of different 

related work. This paper will lead the research community to 

explore and inspect the new architecture design in future. 
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