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Abstract— Today the IoT implementation play a vital role in 

communication and automation system. Embedded based 

automation system is developed by using Arduino and 

processing software. From this automation of parameters is 

very easy with flexibility and security. The server controls all 

the clients with security by matching their individual code. 

The development of this system is very easy to understand 

and easy to communicate the data and controlling the 

parameters through Internet and it allows the communication 

without data loss in local area using wi-fi connection. 
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I. INTRODUCTION 

In the industrial application, the implementation of IoT is 

suitable for automation of parameters. Embedded based IoT 

implementation using Processing software. This will allow 

IoT to become even more powerful in what it can help people 

achieve. The Internet is the physical layer or network made 

up of switches, routers, and other equipment. Its primary 

function is to transport information from one point to another 

quickly, reliably, and securely. The web, on the other hand, is 

an application layer that operates on top of the Internet. Its 

primary role is to provide an interface that makes the 

information flowing across the Internet usable. 

II. PROCEDURE 

The goal of this paper is to educate you in plain and simple 

terms so you can be well versed in IoT and understand its 

potential to change everything we know to be true today. 

Currently, IoT is made up of a loose collection of disparate, 

purpose-built networks. Today’s cars, for example, have 

multiple networks to control engine function, safety features, 

communications systems, and so on. Commercial and 

residential buildings also have various control systems for 

heating, venting, and air conditioning (HVAC); telephone 

service; security; and lighting. As IoT evolves, these 

networks, and many others, will be connected with 

addedsecurity, analytics, and management capabilities.  

III. ALGORITHM FOR IOT 

 Start  

 Initialize the serial port and port for data communication 

 ON the server 

 The data read from controller if data is available from 

serial port through serial port 

 The data send to client  if client is available 

 The client read the data from server through the port 

 The control signal given by the client to server through 

port 

 The server control the parameters by sending the signal 

to controller through serial port. 

 The process is continuing until the server get OFF. 

 Stop 

IV. FLOW CHART FOR IOT 

 
Fig. 1: 

Today, as we move toward developing protocols for 

communication between IoT devices, we look to lessons 

learned from building instant messaging solutions. Three 

major real-time protocols are used by IoT devices today: 

XMPP, CoAP, and MQTT. Interestingly enough, XMPP 

started life as Jabber, an open instant messenger protocol. 

V. COAP 

The Constrained Application Protocol (CoAP) was 

specifically developed to allow resource-constrained devices 

to communicate over the Internet using UDP instead of TCP. 

Developers can interact with any CoAP-enabled device the 

same way they would with a device using a traditional REST-

based API. CoAP is particularly useful for communicating 

with low-power sensors and devices that need to be controlled 

via the Internet. 

CoAP is a simple request/response protocol (again, 

very similar to REST) that follows a traditional client/server 

model. Clients can make GET, PUT, POST, and DELETE 

requests to resources. It use bit fields as packets to maximize 

memory efficiency, and they make extensive usage of 

mappings from strings to integers to keep the data packets 

small enough to transport and interpret on-device. Aside from 

the extremely small packet size, another major advantage of 

CoAP is its usage of UDP; using datagrams allows for CoAP 

to be run on top of packet-based technologies like SMS.  
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The protocol is used for IOT is Constrained 

Application Protocol (CoAP) which is transfer the data based 

on User Datagram Protocol (UDP) in terms of binary code. 

CoAP is particularly useful for communicating with low-

power sensors and devices that need to be controlled via the 

Internet. It is a simple request/response protocol (again, very 

similar to REST) that follows a traditional client/server 

model. Clients can make REST (Representational state 

transfer) protocol GET, PUT, POST and DELETE requests 

to resources. The major advantage of CoAP is its usage of 

UDP; using datagrams allows for CoAP to be run on top of 

packet-based technologies. CoAP packets use bit fields to 

maximize memory efficiency and makes use of Datagram 

Transport Layer Security (DTLS) which is analogous to the 

TCP version of TLS. The default level of encryption is 

equivalent to a 3,072-bit RSA key. Even with all of this, 

CoAP is designed to work on microcontrollers with as little 

as 10KB of RAM. 

In the present work, the software can be 

implemented by program written using the embedded ‘C’  in 

Arduino software and develop the communication for 

controlling the process parameter level through Internet of 

Things (IOT) using Java programming language in 

Processing software. The program developed in this, the GUI 

window includes set value, measured value, and graph plot 

time versus selected parameter value, buttons which are used 

for set the setvalue of the level, slides, present time and the 

snapshot for total setup for selected parameter. From the first 

GUI, we select the parameter which we desired to control and 

then control the parameter value through IOT which includes 

two individual programs are server and client. Depending on 

requirement the number of clients can be derived. The client 

control the selected parameter which send the signal to server 

and then the server, the data transferred to microcontroller 

i.e., develop the communication between Arduino and 

Processing. Finally the Arduino MEGA 2560 microcontroller 

controls the set value of parameter. The Constrained of 

Application Protocol (COAP) is used which employs based 

on the User Datagram Proticol (UDP). The Constrained 

Application Protocol (CoAP) was specifically developed to 

allow resource-constrained devices to communicate over the 

Internet using UDP instead of TCP. Developers can interact 

with any CoAP-enabled device the same way they would with 

a device using a traditional REST-based API. CoAP is 

particularly useful for communicating with low-power 

sensors and devices that need to be controlled via the Internet. 

It uses the data in binary form. CoAP packets use bit fields to 

maximize memory efficiency and makes use of Datagram 

Transport Layer Security (DTLS) which is analogous to the 

TCP version of TLS. The default level of encryption is 

equivalent to a 3,072-bit RSA key. The communication 

transport the data with security by entering the IP address of 

the server and also the IP addresses of all the clients are stored 

and saved in server. Client controlled the selected set value of 

the parameter with security implementing software 

programming FPID in Arduino and control the parameter 

value from the client through IOT using Processing.   

VI. CONCLUSION 

The controlling of parameters implementing embedded based 

IoT is very easy with flexibility and security using CoAP. 
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