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Abstract— The proposed speech steganography method 

exploits the sparse representation to embed secret messages 

into the cover signal. Here proposed a novel wavelet domain 

speech steganography method, called the DWT-SD method, 

by exploring the sparse representation of wavelet 

coefficients. The low frequency wavelet sub-band is sparsely 

represented over the dictionary estimated from the high 

frequency wavelet sub-band. The secret messages are 

embedded into elements of the sparse representation. The 

secret bits are embedded and they could be decoded at the 

receiver side. 

Key words: DWT-SD method, Speech Steganography 

I. INTRODUCTION 

Steganography is the technology of covert communication 

via a digital cover media such as image, audio or video files 

over a public channel. Increasing need of secure transmission 

of private information inspired researchers to make great 

efforts to explore steganography methods. Different from 

cryptography which is about concealing the content of the 

messages, steganography is about concealing the existence of 

the secret message. The ultimate goal of a steganography 

method is to conceal the presence of secret messages 

embedded in the cover media. 

In speech steganography, the speech signal is called 

as cover signal. The secret message data is embedded into 

speech signal and form a new signal called as stego signal. 

This stego signal looks same as cover signal. At the receiver 

side, the secret message is extracted from this stego signal 

using extraction method.  

There are three main issues in designing a speech 

steganography method: undetectability, imperceptibility, and 

capacity. Undetectability ensures that the stego signal, 

containing the secret data, is indistinguishable from the 

original speech signal. Imperceptibility means the hidden 

data insertion process makes no audible distortion on the 

original speech signal. Capacity gives the relative amount of 

hidden data which can be inserted into the cover speech 

signal. The notion of capacity in data hiding indicates the total 

number of bits hidden and successfully recovered by the 

Stego system. 

Here it refers to the proposed algorithm as the DWT-

SD speech steganography method, where the DWT and the 

SD stand for the discrete wavelet transform and the sparse 

decomposition concepts, respectively. The goal of this work 

is to present a speech steganography method which is less 

detectable, so more secure than existing popular methods. 

The novelty of this work comes from the employment of 

sparse representation (SR) of wavelet coefficients for secret 

data embedding. Sparse representation makes it possible to 

embed the secret data into the speech signal which leads to a 

more secure speech steganography method. 

II. METHODOLOGY 

The proposed work is divided into two parts. First part is 

embedding procedure and second part is extraction 

procedure. 

A. Embedding Procedure:  

The block diagram of the embedding procedure is shown in 

Fig. 1. First divide the speech cover signal into non-

overlapping frames. The frames whose energies are higher 

than a specific threshold, those are selected and used further 

for data embedding. The discrete wavelets transform (DWT) 

decomposes the cover signal frames into the low and high 

frequency components. The high frequency components of 

all frames of the speech signal are used to estimate a proper 

dictionary to represent the low frequency component sparsely 

over it. After finding a dictionary, the low frequency wavelet 

sub-band is represented sparsely over the estimated 

dictionary. A secret bit is embedded in the low frequency. 

The secret bits are embedded in the coefficients and they 

could be decoded at the receiver side. Once the secrete data 

is embedded, the low frequency wavelet sub-band of the 

stego signal is reconstructed from its sparse representation 

coefficient matrix. Stego signal is produced by reversing the 

framing process. Here inverse discrete wavelet transform is 

taken. 

 
Fig. 1: embedded procedure 

 
Fig. 2: Extraction Procedure 
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B. Extraction Procedure: 

The stego signal is divided into frames. The threshold is 

calculated. The frame which has higher energy frames, select 

for extraction procedure. The wavelet transform is taken as 

similar to the embedding procedure to calculate the low and 

high frequency component of stego signal. The dictionary is 

restored. Following the dictionary restoration step, the 

approximation wavelet matrix is represented sparsely over 

the obtained dictionary. Nonzero coefficients of sparse 

representation coefficient matrix contain the secret data. The 

data is extracted from the lower frequency. 

III. RESULTS 

A. Implementation Result: 

Secret data is embedded into signal i.e. called as cover audio 

signal. The layout of project is shown in fig.3. The cover 

audio signal is selected and shown in fig.4. Then framing of 

signal is done. Framing of signal is shown in fig. 5. Energy 

of frame is calculated. Threshold is defined. The frames are 

selected for data hiding which has high energy than threshold. 

These frames are shown in fig. 6. Then dictionary is 

estimated, shown in fig.7. secret data is hidden and stego 

signal is generated. Both signal are shown in fig. 8. 

To extract the secret message, the stego signal is 

selected. The selection of stego signal is shown in fig.9. the 

stego signal is shown in fig. 10. After selecting stego signal, 

the signal divides into frames. And after that energy of frame 

is calculated and high energy frames are selected to extract 

secret data. The dictionary is decoded and extracts the secret 

message. These steps are shown in fig.11, 12. 

B. Mean Opinion Score (MOS): 

Mean opinion score (MOS) is a test that has been used for 

decades in telephony networks to obtain the human user’s 

view of the quality of the network. Historically, and implied 

by the word opinion in its name, MOS was a subjective 

measurement. 

 Original measure for speech quality is based on 

listening list. Listeners are then asked to score the sounds they 

hear on a scale of 1-5.This is the basis of the so called Mean 

Opinion Score (MOS). 

Subjective quality evaluation for the text hiding in 

audio has been done by listening tests involving ten persons. 

The audio files are categorized as per number of bits per 

sample, number of channels. The entire tests have been 

carried out at each category of sound files. Initially in the first 

part repeatedly presented the audio clips with hidden text and 

audio clips without hidden text into it, in random order to the 

listeners. Listeners were asked to determine which one is the 

audio with text hidden in it and without it. To calculate the 

mean opinion score, five point scales is used by the individual 

after listening the music file and final mean of all scores is 

M.O.S. Mean Opinion Score for all four categories of sound 

are as shown in Table1. This five-point scale is defined in the 

following manner as given under, using a 5-point impairment 

scale:  

1) Imperceptible 

2) Slightly Perceptible but not noisy  

3) Slightly noisy  

4) Noisy  

5) Very Noisy  

Sr. 

No. 
Different Audio Signal MOS 

1. 
Sample wave 1 (cover is song, Sampled 

at     fs = 44KHz) 
4.8 

2. 
Sample wave 2 (cover is song, Sampled 

at        fs = 44KHz) 
4.8 

Table 1: showing MOS score for different types of audio 

signal 

C. Text Intelligibility Index: 

The table 2 shows the audio signal sampled at different 

frequencies for different types of cover. One more point 

considered is Text Intelligibility Index (TII) which gives how 

much text extracted correctly. It is calculated by analysing 

original text and recovered text. Table shows the length of 

messages that can be embedded in a cover and the percentage 

of how much text extracted correctly. 

Here Text intelligibility index is which gives how 

much text extracted correctly. Here firstly measure the how 

characters are embedded and message length. The text 

intelligibility index is calculated as the total number of 

characters are extracted correctly divided by total number of 

characters are hidden. The percentage is taken of the total 

number of characters are extracted correctly divide by total 

number of characters are hidden. 

D. Spectrogram: 

A spectrogram is a visual representation of the spectrum of 

frequencies in a sound or other signal as they vary with time 

or some other variable. Spectrograms are sometimes called 

spectral waterfalls, voiceprints, or voicegrams. 

A common format is a graph with two geometric 

dimensions: the horizontal axis represents time or rpm, the 

vertical axis is frequency; a third dimension indicating the 

amplitude of a particular frequency at a particular time is 

represented by the intensity or color of each point in the 

image. 

The 2-d spectrogram is shown in fig.13. The 3-d 

spectrogram is shown in fig.14. 

 

 

Sr 

no. 

Cover signal sampled at 

frequency fs 

Length of 

sample 

The rate at which 

wave data read 

 

Characters 

hidden 

 

Byte 

hidden 

Text intelligibility 

index (in per cent) 

1 44.1 Khz Sample 1 128 sec 16 bit 51 408 98 

2 44.1 Khz Sample 1 128 sec 16 bit 78 624 99 

3 44.1 Khz Sample 1 128 sec 16 bit 103 824 99 

4 44.1 Khz Sample 1 128 sec 16 bit 130 1040 98 

Table 2: show message length hided in cover signals with TII 
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Fig. 3: selection of cover audio signal                                                      

 
Fig. 4: opening of cover audio signal 

Fig. 5: cover audio signal, fig. of framing 

Fig. 6: Thresholding 
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Fig. 7: creating dictionary 

Fig. 8: cover audio signal Fig. Stego audio signal 

Fig. 9: selection of stego audio signal 
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Fig. 10: cover audio signal , Fig. Framing 

Fig. 11: Thresholding 

Fig. 12: Extracted secret message 

Fig. 13: 2-D Spectrogram 
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Fig. 14: 3-D spectrogram of cover signal and stego signal 

IV. CONCLUSION 

From all above experiment, it can say that the proposed 

method is imperceptible, quite accurate at extraction and has 

good capacity for hiding secret message. The imperceptibility 

of stego signal with reference to cover signal is better. The 

data hiding capacity is good for different frame length. Then 

the extraction of secret message at the extraction side is 

accurate. It is calculated by text intelligibility index. And the 

quality of signal and imperceptibility is checked by listeners 

also. It is done in MOS test. 
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