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Abstract— Cloud storage is a model of data storage in which 

the digital data is stored in logical pools, the cloud storage 

providers are responsible for keeping the data available, 

accessible and security. A privacy-preserving public auditing 

protocol allows a third party auditor to check the integrity of 

the outsourced data on behalf of the users without violating 

the privacy of the data. However, existing privacy-preserving 

public auditing protocols assume the end devices of users are 

powerful enough to compute all costly operations in real time 

when the data to be outsourced is given. In fact, the end 

devices may also be those with low computation capabilities. 

This paper provides the data security and data integrity 

checking in dynamic cloud storage. Merkle Hash Tree 

authentication structure with partial signatures to used. The 

User level privacy can be implemented using double 

encryption scheme at the time of data storage in the cloud.  

Experiments show that our protocols   based on online/offline 

signatures    are hundreds of times more efficient than a recent 

proposal and we include the batch auditing protocol to 

improve the efficiency. 
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I. INTRODUCTION 

Information Security is an asset for the computer world for 

general access control that includes item notification, 

Authorization, authentication access approval and audit. A 

more narrow definition of access control would cover only 

access approval whether the system make decision to grant or 

reject an access request from an already authenticated 

success.  

Cloud computing and storage provides user with 

capabilities to store and process the data in third parity data 

center. Security issues faced by cloud providers, that means 

the software platform is infrastructure in service cloud and 

the security issues faced by customer (whether it is company 

are host application are stored data) when a organization 

elects to store data of host application on the public cloud it 

lost ability and privacy issues arrives in data storage in cloud 

that could be overcome by using auditing method. It is a 

management system and its systematically independent 

document process for updating the evidence such as record, 

statements, fact verifying evaluating certificate. 

Responsibity of data owner is to retrieve the data 

from the client and to store that data in the cloud.Data owner 

also provides to the controls the data and trusting provider to 

advocate for production at privacy of the data is used double 

encryption technique means encrypted data in the hands of 

client at the data never has to be decrypt on the server.  

Using merkle hash tree algorithm, the data is splitted 

into four modules and each one has a key that provides the 

secured ones. Batching technique that support is used 

supports multi user environment. Two types of signatures will 

be used here online signature and offline signature.  

The  offline  signature is performed before a 

message is to  be signed  and it is  most costly one and it 

supports only  back round support  online signature  will be 

performed after the message is signed.It is very fast and it will 

be executed efficiently.The online signature is difficult one.  

II. ARCHITECTURE DIAGRAM 

 
Fig: 1: System Architecture Diagram 

Data owner: Provide the secret key to user. 

Trusted Authority (TA): TA is a fully trusted 

authority. It generates the system global parameter and issues 

certificates for entities in the system. 

Third Party Auditor (TPA): TPA performs public 

auditing task on behalf of users. It is assumed to be semi 

trusted. 

Cloud Service Provider (CSP): CSP provides data storage 

service. It has abundant storage and computation resources. 

III. EXPLANATION 

we can implement public auditing scheme to monitor the data 

from modify attacks. Cloud owner can be authenticated by 

trusted third party. Authorized owner can be uploading the 

files in encrypted format.  First encryption can be done using 

symmetric encryption algorithm. And then spilt the files into 

chunks. Chunks are encrypted using Merkle hash tree 

algorithm. Encrypted files are uploaded to cloud storage and 

maintained by cloud server. The cloud owner can be send the 

auditing messages to cloud server through TPA. The 

messages can be send is in the form of online signature. Cloud 

server can be audit the data and to provide proofs to owner 

about the status of storage. The TPA can be performing batch 

auditing scheme. Finally cloud users can be access the data 

from cloud with the permission of cloud owners. 
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IV. EXISTING SYSTEM 

Provable data possession” (PDP) model which are based on 

RSA cryptosystem and homomorphism linear authenticators 

Proofs of Retrievability – To construct Merkle hash tree. In 

full signatures method for auditing process Batch auditing 

can’t be implemented in cloud .Storage. Tape cannot extract 

the original data of a user during the entire auditing process. 

Leak users’ data to external auditor and they can extract the 

original data of a user during the Auditing process .Existing 

system provide insecurity scheme for data auditing .Provide 

computational overheads. 

V. PROPOSED SYSTEM 

Existing public auditing mechanisms can actually be 

extended to verify shared data integrity and data freshness. 

However, a new significant privacy issue introduced in the 

case of shared data with the use of existing mechanisms is the 

leakage of identity privacy to public verifiers. To protect the 

confidential information, it is essential and critical to preserve 

identity privacy from public verifiers during public auditing. 

To solve the above privacy issue on shared data, we proposed 

a privacy preserving public auditing, a novel privacy 

preserving public auditing mechanism. More specifically, 

utilize hash signatures to construct online signatures, so that 

a public verifier is able to verify the integrity of shared data 

without retrieving the entire data — while the identity of the 

signer on each block in shared data is kept private from the 

public verifier. In addition,we extended this mechanism to 

support batch auditing, which can perform multiple auditing 

tasks simultaneously and improve the efficiency of 

verification for multiple auditing tasks. 

Meanwhile, proposed system is compatible with 

signature scheme.In this project, to prove the data freshness 

(prove the cloud possesses the latest version of shared data) 

that still preserves identity privacy and ensures that retrieved 

data always reflects the most recent updates and prevents 

rollback attacks. Achieving data freshness is essential to 

protect against mis-configuration errors or rollbacks caused 

intentionally. We can develop an authenticated file system 

that supports the migration of an enterprise-class that 

distributes file system into the cloud efficiently, transparently 

and in a scalable manner. It’s authenticated in the sense that 

enables an enterprise tenant to verify the freshness of 

retrieved data while performing the file system operations 

and enables an external auditor to audit user’s cloud data 

without learning the data content. In this project, the TPA will 

be fully automated and will be able to properly monitor 

confidentiality and integrity of the data and uniquely integrate 

it with random mask technique to achieve a privacy-

preserving public auditing system for cloud data storage 

security while keeping all above requirements in mind. 

Extensive security and performance analysis showed that the 

proposed schemes are provably secure and highly efficient. 

We also show how to extent our main scheme to support 

batch auditing for TPA upon delegations from multi-users. 

The use of symmetric algorithm for encryption, cloud 

computing can be applied to the data transmission security. 

Transmission of data will be encrypted, even if the data is 

stolen; there is no corresponding key that cannot be restored. 

Only the user knows the key, the clouds do not know the key. 

Also, because the properties of encryption, the cloud can 

operate on cipher text, thus avoiding the encrypted data to the 

traditional efficiency of operation. User's privacy is protected 

because user's files are encrypted in cloud storage.  

VI. ALGORITHM AND TECHNIQUES 

A. Symmetric key algorithm: 

A stream cipher is a symmetric key cipher where plaintext 

digits are combined with a pseudorandom cipher digit stream 

(key stream). In a stream cipher, each plaintext digit is 

encrypted one at a time with the corresponding digit of the 

key stream, to give a digit of the cipher text stream. Since 

encryption of each digit is dependent on the current state of 

the cipher, it is also known as state cipher. In practice, a digit 

is typically a bit and the combining operation an exclusive-or 

(XOR). The steps are   

 
Fig. 2: 

B. Merkle Hash Tree (MHT): 

To achieve privacy-preserving public auditing, the aim is to 

uniquely integrate the linear authenticator with binary tree 

technique. In our protocol, the linear combination of sampled 

blocks in the server’s response is masked with randomness 

generated by the server. With random masking, the TPA no 

longer has all the necessary information to build up a correct 

group of linear equations and therefore cannot derive the 

user’s data content, no matter how many linear combinations 

of the same set of file blocks can be collected. On the other 

hand, the correctness validation of the block-authenticator 

pairs can still be carried out in a new way which will be 

shown shortly, even with the presence of the randomness. Our 

design makes use of a public key-based MHT, to equip the 

auditing protocol with public audit ability. A MHT 

Encryption scheme is comprised of a tuple of algorithms 

(Gen, E, D, Eval), and is defined with respect to a circuit C 

with t inputs. Though a MHT scheme can be either a public-

key or symmetric-key system, we will define it as a public-

key system here. The key generation algorithm Gen takes the 

security parameter 1k as input, and outputs the public key and 

private key for the system (Notation: (pk, sk) ← Gen(1k)).  

Assume that message is M ∈ {0, 1} l (k).  

The encryption algorithm E takes a public key and a 

message as input, and outputs a cipher text C, (Notation: C ← 

E (pk, M) for M ∈ {0, 1} l (k)). 

The decryption algorithm D takes a secret key and a cipher 

text, and returns a message, (Notation: M ← D (sk, C) and M 

∈ {0, 1}l).  

Finally, the evaluation algorithm Eval takes as input 

a public key, a description of a t-input circuit C, and t cipher 

texts C1, . . . ,Ct such that Ci← E(pk,Mi), and produces as 

output C*, (Notation: C* ← Eval(pk,C, C1, . . . ,Ct)).  



Double Encryption Based Auditing Protocol in Dynamic Cloud Storage 

 (IJSRD/Vol. 5/Issue 01/2017/345) 

 

 All rights reserved by www.ijsrd.com 1270 

We add a new correctness property to the standard 

correctness requirement for an encryption scheme as follows. 

We say that an encryption scheme is homomorphic with 

respect to a t-input circuit C if ∀k, ∀M1, . . . ,Mt, Pr[(pk, sk) 

← Gen(1k); C1, . . . Ct ← E(pk,M1), . . . , E(pk,Mt); C* ← 

Eval(pk,C, C1, . . . ,Ct) : D(sk,C*) = C(M1, . . . ,Mt)] = 1. 

Similarly, a scheme with respect to a family of 

circuits {Ci} if the correctness property holds for any circuit 

C ∈ {Ci}. Note that so far, our definition makes no 

requirement that the output C* of Eval should look like a 

standard cipher text. Indeed, without some additional 

restriction on C*, every standard encryption scheme (Gen, 

E,D) can be trivially modified to yield a homomorphic 

encryption scheme (Gen’, E’,D’, Eval’) with respect to all 

circuits as follows. 

Gen’ runs as Gen. 

E’ runs as E. 

The Eval’ is constructed to take a public key, a 

circuit description, and up to t cipher texts, and then output 

the circuit description concatenated with each of the cipher 

texts, as C* ← Eval”(pk,C, C1, . . . ,Ct) = C|C1| . . . |Ct, with 

| used to denote concatenation. 

On special cipher texts C* containing a circuit 

description, D’ parses its input into C, C1, .ct, runs the 

original decryption algorithm D on the cipher texts to obtain 

messages Mi ← D(sk,Ci), and runs the circuit C on these 

messages, to obtain D’(sk,C*) = C(M1, . . . ,Mt), satisfying 

the homomorphism correctness property. On cipher texts 

without circuit descriptions, D’ (sk, C) simply returns D 

(sk,C).  

C. Batch auditing: 

With the establishment of privacy-preserving public auditing, 

the TPA may concurrently handle multiple auditing upon 

different users’ delegation. The individual auditing of these 

tasks for the TPA can be tedious and very inefficient. Given 

K auditing delegations on K distinct data files from K 

different users, it is more advantageous for the TPA to batch 

these multiple tasks together and audit at one time. Keeping 

this natural demand in mind, we slightly modify the protocol 

in a single user case, and achieve the aggregation of K 

verification equations (for K auditing tasks) into a single one. 

As a result, a secure batch auditing protocol for simultaneous 

auditing of multiple tasks is obtained. 

1) Verify file tag tk for each user k, and quit if fail  

For each user k (1≤k≤K) 

2) Generate a random challenge  

3) Compute μk,σk,Rkas single user case; 

Chal = {(I, Vi)} i∈I 

4) Compute R=R1, R2, .Rk. 

L = vk1||vk2||…..||vkk 

5) Computeμk=rk+γkμ^' kmodp. 

6) Compute γk=h(R|(|Vk|)|L) for each user k and do batch 

auditing. 

VII. LITERATURE SURVEY 

In POS method auditing in the in cloud system without 

knowing about data files which has store in cloud storage but 

it provide complexity time to bounded based access 

[4].Personalized Multi keyword Ranked Search over 

Encrypted Data retrieved from cloud using multikey word 

that could be automatically evaluate the keyword priority but 

privacy cannot be implemented and used [2].Remote Data 

Integrity is used to audit the data using multiple users so it 

takes more time and communication cost is high Suitable for 

providing integrity protection of customer’s important data. 

It issues unnecessary computation and communication cost 

[3].OPoR developed a strengthened security model by 

considering the reset attack against the storage server in the 

upload phase of an integrity verification scheme. Difficult to 

support public verifiability and dynamic data operation 

simultaneously[5].Dynamic Cloud Data with Group User 

Revocation Explore on the secure and efficient shared data 

integrate auditing for multi-user operation for cipher text 

database There is no secure against the collision    

attack[12].Data Sharing With Multiuser Modification 

Propose an efficient public integrity auditing scheme for 

cloud data sharing that supports multiple writers. Does not 

allows aggregation of integrity auditing operations for 

multiple tasks[11].TPA would not learn any knowledge about 

the data content stored on the cloud server during auditing 

Public auditing protocol and  can’t implement into a multi-

user setting[6].Construction of dynamic audit services for 

untrusted and outsourced storage. Only provide solution for 

small, constant amount of overhead problems [7].  

VIII. CONCLUSION 

In this paper, we are providing the TPA that is able to handle 

not only insertion and deletion of particular part of the file,it 

also proved the dynamic updating and provide the signature 

to the data owner. Here the user send the request to the cloud 

provider and  then process  via TPA to data owner.Then the 

data owner provide the secret key to the user.To retrieve 

particular information in the cloud.Here we implement the 

user level privacy that can be implemented to avoid data 

leakage and it  provides privacy. 
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