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Abstract— this article is a survey on the current status and 

direction of research on ad hoc networking. We categorize 

the ongoing research and outline the major challenges which 

have to be solved before widespread deployment of the 

Technology is possible. 
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I. INTRODUCTION 

Ad hoc networks (AHNs) are wireless multi-hop packet 

networks without any fixed infrastructure. An AHN net- 

work is formed solely by its terminals so that each terminal 

connected to the network provides also relaying service for 

others, i.e. acts as a router. Advantages of such system are 

rapid deployment, robustness, flexibility and inherent 

support for mobility. 

AHN can work as a stand-alone sovereign network 

providing internal connections for a group. Demand for such 

networks could arise in the contexts of shared desktop 

meeting, calamity recovery, or in various military 

applications. 

In the future, ad hoc networks probably form   the 

outermost region of the internetwork, where a wired back- 

bone connects both the fixed local area networks and the 

mobile (both the fixed infrastructure and the ad hoc) net- 

works. Whereas the base stations of a fixed infrastructure 

networks are directly connected to the core, an AHN is 

typically connected through a satellite link this vision, 

however, requires still some further developments in ad hoc 

networking. 

Basic research and potential applications of ad hoc 

net- works are evolving together, spurring each other into 

further achievements. The need for an application can give 

directions for the research and, on the other hand, the re- 

search enables new applications to be created. Although this 

network concept has been originally considered in the 

context of packet radio networks earlier, it has become very 

popular again during the past few years. 

Currently the most fundamental research issue in 

ad hoc networking, between the physical layer and the 

application layer, is packet routing. In fixed infrastructure 

mobile networks routing is, for the most part, an engineering 

problem (implementation of handovers etc.), whereas in ad 

hoc networks it is essentially theoretical. The problems and 

their solutions allowing for packet routing are closely 

related to those widely studied in the case of ordinary fixed 

networks, but also completely new fundamental challenges 

have emerged due to the peculiar features of AHNs, such as: 

A. Dynamic Network Topology and Structure 

– Nodes may join or leave the network 

– Some or all nodes may be mobile 

– Limited bandwidth and Constrained power 

– Broadcast nature of transmission 

In this paper, we discuss the on-going research 

efforts to tackle the problems between the present day and 

the vision of practical ad hoc networking solutions. We 

survey the current work in progress in the field and also 

anticipate some of the next steps the research is taking. The 

leading theme is the intellectual challenge posed by this new 

technology. Therefore, we select the important issues which 

are to be solved in order to enable widespread ad hoc net- 

work deployment and concentrate on very general level 

instead of protocol specific details. In other words, 

algorithms and ideas are preferred to implementations. 

The “new world” of AHN technology has been 

visited by now, there is no such thing that completely 

unexplored territories in this field. Active research has 

produced a wide range of proposals, but so far not many 

problems are solved. 

The area is developing at the pace of several 

hundreds of publications yearly and the speed unavoidably 

outdates any summaries, conclusions and predictions in very 

short time. It is clear that ad hoc networking is in its infancy 

what comes to its research and further development are 

being expected for years to come. Hence, previous works 

considering the future research in this field have been very 

few in number 

II. RESEARCH STATUS 

This section attempts to summarize the current research that 

is being conducted on ad hoc networks. Due to the vast 

amount of the material about the topic, we chose to take a 

representative sample of the most recent research results and 

to categorize them to get a rough overview on the situation. 

For this purpose we will look into the publishing activity of 

the IEEE. 

A. Security 

Ad hoc networks are particularly prone to malicious 

behavior. Lack of any centralized network management or 

certification authority makes these dynamically changing 

wireless structures very vulnerable to infiltration, 

eavesdropping, interference etc. Security is often considered 

to be the major “roadblock” in commercial application of 

adhoc network technology. Security requirements depend 

naturally on the application where they are needed. In cases 

where all the terminals are “on the same side”, such as 

military or emergency rescue applications, it is enough to 

get protection against outside interference. In civilian, 

especially commercial, applications even mere lack of 

cooperation may be enough to bring the network on its 

knees. The nodes enter and leave the networks as they wish 

and links may be using nodes that should not have access to 

data. How to define membership in ad hoc networks, how to 

classify nodes to the trusted and the not-trusted ones? 
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Traditional methods of protecting the data with 

cryptographic methods face a challenging task of key 

distribution and refresh. Accordingly, the research efforts on 

security have mostly concentrated on secure data 

forwarding. 

However, many security risks are related to the 

peculiar features of ad hoc networks. The most serious 

problem is probably the risk of a node being captured and 

compromised. This node would then have access to 

structural information on the network, relayed data, but it 

can also send false routing information which would 

paralyze the entire network very quickly. 

III. CONCLUSIONS 

Whereas ad hoc networks will become widely used in 

military contexts in near future, the corporate world has to 

continue the daunting search for profitable commercial 

applications and possibilities of the technology. Meanwhile, 

the academic community has adopted the new field as a 

playground to apply their ideas to create something 

completely new. In all, although the widespread deployment 

of ad hoc networks is still years away, the research in this 

field will continue being very active and imaginative. 
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