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Abstract— Image security sometimes shortened to InfoSec, 

is the practice of defending information from unauthorized 

access, use, disclosure, disruption, modification, inspection, 

recording or destruction. It is a general term that can be used 

regardless of the form the data  Multimedia  authentication 

has recently gained considerable attention due to the readily 

available multimedia editing and reconstruction tools and 

the need for transmission of multimedia objects, such as 

audio video and text, over non-secure networks. 

Authentication of these multimedia objects is very different 

from standard data authentication. Multimedia data is almost 

always preprocessed or modified before usage or 

transmission over (insecure) networks. The preprocessing 

and modifications include operations such as compression, 

quantization, scaling, cropping etc. These operations affect 

the multimedia data; however, the content remains 

unaffected. Standard authentication mechanisms are 

effective in authenticating the actual multimedia data but not 

in authenticating the multimedia content. 
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I. INTRODUCTION 

Image authentication is the process of verifying the 

authenticity and integrity of an image.  Integrity means the 

state or quality of being complete, unchanged from its 

source, and not maliciously modified. This definition of 

integrity is synonymous with the term of authenticity. 

Authentic means “having a claimed and verifiable origin or 

authorship; not counterfeit or copied”.  However, when used 

together with integrity in this thesis, authenticity is restricted 

in the meaning of quality of being authentic that verified 

entity is indeed the one claimed to be. 

Image authentication differs from other data 

authentication in its unique requirements of integrity. An 

image can be represented in different formats, which may 

have exactly the same visual information but totally 

different data representations. Images differ from other data 

in their high information redundancy and strong 

correlations. Images are compressed to reduce its 

redundancy which may not change its visual content. 

Therefore, robust image authentication is often desired to 

authenticate the content instead of the specific binary 

representation, i.e., to pass the image as authentic when the 

semantic meaning of it remains unchanged. In many 

applications, image authentication is required to be robust to 

acceptable manipulations which do not modify the semantic 

meaning of the image whereas be sensitive to malicious 

content modifications. Multimedia data is almost always 

modified before usage or transmission over different 

networks. The preprocessing and modifications include 

operations such as compression, quantization, scaling, 

cropping etc. These operations affect the multimedia data 

but the content remains unaffected. Standard authentication 

mechanisms are effective in authenticating the actual 

multimedia data but not in authenticating the multimedia 

content. In this paper authentication of the image is done 

and verifies that whether the image is real or fake. The 

features of the images such as mean, standard deviation, 

variance and skewness is taken.   It also outperforms the 

benchmark image authentication schemes in terms of 

tradeoff between robustness and fragility. 

II. IMAGE AUTHENTICATION 

The image authenticity using standard image authentication 

techniques can be verified by an authentication tag which is 

calculated by the sender and appended to the compressed 

image or embedded in it. When the receiver decompresses 

the image, result in a modified image which is identical to, 

or very close to, the original one. Then the image is declared 

as authentic or inauthentic by comparing the received or the 

extracted appended tag from the decompressed image with 

the re-extracted tag. Both sender and receiver use a shared 

secret key. 

Image authentication approaches are divided into 

two major groups such as hard image authentication and soft 

image authentication. The hard image authentication 

schemes do not tolerate any changes in the image content. 

The only accepted modifications are changes which preserve 

the pixel values, such as lossless compression or format 

conversion existing image applications use image 

processing operations that preserve the content in order to 

save memory space and bandwidth or to enhance image 

quality: compression, filtering, geometrical transformations 

and image enhancement techniques. Therefore, some 

tolerant image authentication algorithms are needed.  

Authentication technology provides the basis for 

access control in computer systems. If the identity of a user 

can be correctly verified, legitimate users can be granted 

access to system resources. Conversely, those attempting to 

gain access without proper authorization can be denied. As 

used in this bulletin, authentication is defined as the act of 

verifying the identity of a user. Once a user's identity is 

verified, access control techniques may be used to mediate 

the user's access to data. A variety of methods are available 

for performing user authentication.  

Robust watermarking is designed to resist all 

attempts to destroy the watermark. Its main application 

includes the intellectual property protection and owner 

identification. The robustness of the embedded watermark is 

crucial to resist any intentional and even unintentional 

manipulation. The aim of this technique is not the 

verification of the image authenticity, but rather the 

verification of their origins. The main aim is to determine 

whether the image has been modified or not, with the 

possibility of locating and reconstructing image regions that 

have been tampered. This combines characteristics of fragile 

and robust watermarking techniques. 

The idea of semi-fragile watermarking is to insert a 

watermark in the original image in such a way that the 

protected image can undergo some specific image 
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processing operations. It is still possible to detect alterations 

and to locate and restore image regions that have been 

altered. For image authentication purposes watermarking 

algorithms should be invisible. Visible watermarking 

algorithms are used for on-line content distribution, 

transaction tracking or owner identification. The procedures 

of generating a watermark and embedding it into the image 

can be dependent on a private or public, symmetric or 

asymmetric key system. So that overall system security can 

be increased to a great extend. The goal of watermarking is 

to embed a watermark into original image to protect it 

against tampering. It means that the watermark must be 

capable of both finding the tampered areas of the received 

image, and recovering the content of the original image in 

those zones. In order to achieve this goal, we keep most 

significant bits of each pixel unchanged, and use the 

remaining new bits for the watermark embedding. 

For the purpose of image recovery, compress the 

image using a source encoding algorithm, and embed the 

result as watermark. However, some of compressed image 

information might be lost because of image tampering; 

hence the compressed image bit stream must be channel 

coded to exhibit robustness against a certain level of 

tampering. In order to find tampered blocks at the receiver, 

some check bits are generated from those parts of image 

which remain unchanged during watermark embedding 

procedure. These check bits are inserted as a part of total 

watermark. As a result, the least significant bits (LSB) are 

comprised of both channel coded bits and check bits. 

Having tampered blocks known using the check 

bits, tampering can be modeled as an erasure error. 

Therefore, compressed bit stream is channel coded using a 

code capable of resistance against certain level of erasure. 

At the receiver, the check bits locate tampered blocks.  

 
Fig. 1: Two phase image authentication 

First an input image is taken then using standard 

image authentication technique; an authentication tag is 

calculated by the sender and appended to the compressed 

image or embedded in it. Then it is passed through a 

Gaussian filter, which is a low pass filter; it allows only the 

low frequency to pass. After that the block decomposition is 

done. Then DCT coefficients are taken, so that the AC 

components and DC components are obtained. When the 

receiver decompresses the image, this may potentially result 

in a modified image which is usually identical to, or very 

close to, the original one. The image is declared authentic or 

inauthentic by comparing the reliably received or the 

extracted appended tag from the decompressed image with 

the recalculated or the re-extracted tag. Both sender and 

receiver use a shared secret key. Thus the DC coefficients of 

both transmitter and receiver part are taken and indicate as 

matching score 1 and matching score 2. Then the matching 

scores are compared with the threshold value. If the 

matching score value is greater than the threshold value then 

the image is authenticated. If not then it is not authenticated. 

Hence authentication is done two times. If it fails during any 

one of the time then we cannot obtain the actual image. The 

block diagram is shown above. Though it offers a lot of 

advantages, but there are some drawbacks too. The 

limitations of this system includes: As Gaussian filter is 

used so that variations may occur as it takes only low 

frequencies, Brightness information does not spread equally, 

Only two tags can be generated at a time. We cannot 

discriminate the image as real or fake. ie, whether the image 

is taken through cameras or mobile. 

III. PROPOSED SYSTEM  

A new system was introduced to find the authenticity and 

checks whether the image is real or fake. The data bases and 

input are compared. Then the output is obtained from 

support vector machine. The image is declared authentic or 

inauthentic by comparing the reliably received or the 

extracted appended tag from the decompressed image with 

the recalculated or the re-extracted tag. Both sender and 

receiver use a shared secret key. Thus the DC coefficients of 

both transmitter and receiver part are taken and indicate as 

matching score 1 and matching score 2. Then the matching 

scores are compared with the threshold value. If the 

matching score value is lesser  than the threshold value then 

the image is authenticated. If not then it is not authenticated. 

Hence authentication is done two times. If it fails during any 

one of the time then we cannot obtain the actual image. The 

block diagram is shown above. Though it offers a lot of 

advantages, but there are some drawbacks too. The 

limitations of this system includes: As Gaussian filter is 

used so that variations may occur as it takes only low 

frequencies, Brightness information does not spread equally, 

Only two tags can be generated at a time. We cannot 

discriminate the image as real or fake. ie, whether the image 

is taken through cameras or mobile. 

The existing system has some limitations so some 

modifications is to done. So that drawbacks are eliminated 

with low cost, high accuracy etc. The block diagram is 

shown below. 

Fig. 2: Proposed block diagram 

First the input image is pre-processed, then it is 

allowed to pass through a Stationary wavelet transformation. 

It divides the signal into three frequencies. They are low 

frequency, middle frequency and higher frequency. Then 

band selection is carried out for further processing. After 
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that histogram equalization is done for normalizing the 

brightness of the image. Then tag generation is done by two 

phase tag generation algorithm. Then the generated tag is 

compared with the input tags and matching scores 

generated. Then the matching scores are compared with the 

threshold value. If the matching score value is lesser than 

the threshold value then the image is authenticated. If not 

then it is not authenticated. Hence authentication is done 

two times. If it fails during any one of the time then we 

cannot osbtain the actual image. After that feature extraction 

is done and histogram features are extracted ie, mean, 

variance and standard deviation are calculated. Then it is fed 

to a SVM classifier. The inputs to SVM classifier is the 

histogram features and the trained sequences in the data 

bases. Thus output is obtained as real or fake. 

In the data base two images are taken ; one is 

original and the other one is it spoof. First the data base is 

processed and some of its features are taken. After that the 

input image is processed and its features are also taken. 

Then both the input features and data base features are 

compared. So that we can understand that whether the image 

is original or spoof. 

 
Fig. 3: The data base contains images which are real and its 

spoof. 

IV. COMPARISION  

This paper deals with effective authentication techniques. 

The secure transmission of data can be transmitted with low 

cost, improved security, high quality. While comparing the 

two systems we can easily understand the difference. The 

first system contains a Gaussian filter which only takes low 

frequency. Two tags are only generated in the first system. 

The second system uses stationary wavelet transform which 

uses three frequencies and three tags can be generated. 

Histogram equalizer is used to normalize the brightness 

information. The feature extraction is done and support 

vector machine is used to distinguish real or fake image.  

V. SIMULATION RESULTS 

The ROC curve of different schemes are shown below. The 

graph is plot against TAR and FAR. While observing the 

graph we can understand that the FAR should be minimum 

and TAR should reach at the range of 1. The TAR should be 

high so that the ability to achieving the correct image will be 

high. 

 
Fig. 4: ROC curve of different schemes 

VI. CONCLUSION 

A method and its modification is discussed in this paper. We 

can understand the various methods used in the secure 

transmission schemes. These are some techniques which are 

widely used. Thus we can protect the content of multimedia 

data. The technologies have been developed a lot. So that 

authentication can be easily done with improved security. 
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