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Abstract− As cloud computing matures, it's increasingly vital 

that enterprise IT decision-makers understand the potential 

advantages of utilizing the cloud. As cloud providers begin to 

really stabilize operations, a powerful business proposition is 

emerging.  Instead of spending millions of dollars on 

powerful servers and storage arrays, companies can now rent 

the experience of them without actually buying the physical 

infrastructure. The cloud based document management 

systems focuses to get functionalities like: reduced costs, off-

site backups and better accessibility. Apart from that, the 

aspect of file security is another important feature of cloud 

based document management systems. AES algorithm is a 

new generation of the symmetric data encryption standard. It 

provides strong security, high-performance and high 

efficiency and therefore AES can meet the requirements of 

accounting information security. 
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I. INTRODUCTION 

Cloud computing is a general term for the delivery of hosted 

services over the internet. Cloud computing enables 

companies to consume a compute resource, such as a virtual 

machine (VMs), storage or an application, as a utility -- just 

like electricity-rather than having to build and maintain 

computing infrastructures in house. Cloud computing 

provides storage space, computation resources, user and 

corporate applications. It is on demand services. Cloud 

computing has amazing features like pay as per use, broad 

network access, shared pool computation resources, 

measured services, rapid elasticity. With these features, there 

comes an urgent need of providing certainty that these 

services are not misused. Cloud security is a fast-growing 

field intersecting computer, network and information 

security. 

Cloud security is the set of policies and control-

based technologies designed to protect information, data 

applications and infrastructure associated with cloud 

computing use. The shared, on-demand nature of cloud 

computing introduces the possibility of new security breaches 

like, DoS attacks, Cloud service abuses, Data breaches, 

Compromised credentials and broken authentication, Hacked 

interfaces and APIs, Exploited system vulnerabilities, 

Account hijacking, Malicious insiders and data loss, that can 

erase any gains made by the switch to cloud technology. 

II. LITERATURE SURVEY 

Cloud computing has received a lot of popularity in the last 

few years and market observers believe it to be the future, but 

not if security problems persist. Cloud computing has 

accelerated with the wide use of the Internet services as well 

as development of mobile devices such as smartphones and 

tablets. Many people carry their portable devices when not on 

their desk and easily access their documents, media and 

pictures on cloud storage via the Internet. With the 

development in technology, individuals are also worried 

about the increased security needs for cloud computing. The 

“cloud” in cloud computing can be defined as the set of 

hardware, networks, storage, services, and interfaces that 

combine to deliver aspects of computing as a service [1].The 

cloud model is a combination of three service models, such 

as Software as a service Infrastructure as a services and 

Platform as a service, four deployment models, such as 

public, private, hybrid and community [2] 

 
Fig. 1: Overview Cloud Computing [1] 

To eliminate the concerns regarding data privacy 

using encryption algorithms to enhance the security in cloud 

as per different perspective of cloud customers. 

Communication between services providers and customers 

using cloud networks is done through service level 

agreements(SLA). Since the cloud network is a virtual 

environment, it requires transferring data remotely [8], and in 

this environment the symmetric block ciphers are used to 

ensure data integrity like AES,DES ,RSA, Caesar cipher[8]. 

The Advanced Encryption Standard (AES) is a symmetric-

key block cipher which was published by the National 

Institute of Standards and Technology(NIST)[1] in 

2001[9].AES is based on a design principle known as a 

substitution-permutation network it is  combination of both 

substitution and permutation, and therefore it  is fast in both 

software and hardware implementations[9] .AES has a fixed 

block size of 128 bits, and a key size of 128, 192, or 256 bits 

and the number of rounds to be used depend on the length of 

key e.g. 10 round for 128 bit key, 12 rounds for 192-bit key 

and 14 rounds for 256 bit keys. Both in encryption and 

decryption process, the State array is modified at each round 

by a round function that defines four different byte-oriented 

transformations [4]. Each round function consists of 

SubBytes, a nonlinear 8×8 S-box byte substitution; 
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ShiftRows, a cyclic shift of each row by different byte offsets; 

MixColumns, a linear combination of all 4 bytes in the same 

column; and Add RoundKey, an exclusive-OR (XOR) of the 

data block with the round key [7]. The strength of the ciphers 

vastly depend on the length of the keys. No major security 

attack has been proven successful against the AES till now 

[4]. 

 
Fig. 2: AES framework [6] 

AES is very efficient in processing large amount of 

information and is widely used to maintain the data 

confidentiality, integrity and authenticity. The table 

summarized the various specifications of the encryption 

algorithms such as methodology suggested, cloud 

environments are used, benefits, and weakness [8] and 

illustrates supremacy of AES cipher. 

 
Table 1: Comparison between Encryption Algorithm [10] 

III. PROPOSED SYSTEM 

We propose a framework which involves securing of files 

through file encryption and providing easy access to the user 

as and when required. The data is encrypted using AES 

algorithm and access functionality is provided by the cloud. 

Cloud base document security on android is designed from 

the ground up to manage the creation, storage, retrieval and 

expiry of information stored as documents. Unlike a file 

structure on your PC, a DMS(Document Management 

System) revolves around a centralized repository that is used 

to manage the storage of any type of information that could 

be of value to an organization - and protect the same against 

loss. As content stored within a DMS is typically self-

contained, a well-designed document management system 

promotes finding and sharing information easily. The data are 

encrypted and stored on cloud. The data is encrypted using 

AES algorithm. The Cloud base document security systems 

have the following benefits: 

 Reduced Storage 

 Flexible Retrieval 

 Improved, faster and more flexible search 

 Controlled and Improved Document distribution 

 Improved Security 

 The purpose of this system is to a detailed 

description of the project entitled as “Cloud base document 

security on android”. It will explain the purpose and features, 

the interfaces of the project, the constraints under which it 

must operate and how the system will react to external 

stimuli. This system is having additional features like: 

 Document storage with hierarchical privileges 

 Storage on Cloud with security 

IV. CONCLUSION 

In this paper, we have tried to improve the data integrity, 

confidentiality and authenticity using AES encryption 

technique and since AES provides better security and has less 

implementation complexity. All the data is encrypted to keep 

any unwanted/unauthorized person to read or modify the user 

files. It has emerged as one of the strongest and most efficient 

algorithms in existence today. 

ABBREVIATION 

 DMS: Document management System 

 SaaS: Software as a Service 

 PaaS: Platform as a Service 

 IaaS: Infrastructure as a Service 

 EC2: Elastic Cloud 
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