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Abstract— Now a days, cloud is frequently expanding its 

storage and data sharing services. Users can easily modify 

and share data as a group. But in technical organizations, 

data integrity needs to be verified publicly. The existing 

method, allows the user to download the corresponding part 

of shared data and re-sign it during user revocation, is 

inefficient due to the large size of shared data in the cloud. 

In this approach, we propose a public auditing system with 

extended features for the integrity of shared data with 

efficient user revocation. By utilizing the concept of proxy 

re-signatures, we allow the cloud to resign blocks on behalf 

of current users during user revocation, so that existing users 

do not need to download and re-sign blocks .The public 

verifier is always able to audit the integrity of shared data 

correctly without retrieving the entire data from the cloud, 

even if some part of that data has been already re-signed by 

the cloud. 
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I. INTRODUCTION 

Cloud gives facilities like sharing administrations such as 

Dropbox, Google Drive etc. as well as data storage which 

allows users to work together as a group &share data with 

each other. Once the data in the cloud is created & shared, 

every user in the group is able to not only access and modify 

shared data, but also share the latest version of the shared 

data with the group members. Although cloud providers 

promise a more secure and reliable environment to the users, 

the integrity of data in the cloud is still an issue, due to the 

existence of hardware/software failures and human errors. 

To protect the integrity of data in an untrusted cloud, many 

methods have been proposed. In these methods, a signature 

is attached to each block in data, and the integrity of data 

depends on the correctness of these signatures. One of the 

most significant and common features of these methods is 

their ability to allow the data owner & the third party auditor 

(TPA) both, to check data integrity in the cloud without 

downloading the entire data, referred  as public auditing(or 

provable data ownership). Most of the previous works, 

concentrate on auditing the integrity of personal data of 

user. Different from these works, the recent work 

concentrates on how to preserve identity privacy from the 

TPA when auditing the integrity of shared data. With 

shared data, once a user modifies a block, he/she also needs 

to compute a new signature for the modified block. Due to 

the modifications from different users, different blocks are 

signed by different users. To maintain security, when a user 

leaves the group or misbehaves, this user must be revoked 

from the group. As a result, this revoked user should be 

unable to access and modify shared data, and the signatures 

generated by this revoked user are completely invalid to the 

group. Although the content of shared data is not changed 

during user revocation, but the blocks, which were 

previously signed by the revoked user, still need to be re-

signed by an current user in the group, so that, after the 

revocation, the integrity of the entire data can still be 

verified with the public keys of existing users only. Since 

shared data is outsourced to the cloud and users never store 

it on local devices, the straightforward method to re-

compute these signatures during user revocation is to allow 

an existing user to first download the blocks signed by the 

revoked user, verify the correctness of these blocks, then re-

sign these blocks, and finally upload the new signatures to 

the cloud. However, this existing method may cost the user 

a substantial amount of communication as well as 

computation resources by downloading blocks, verifying 

them, and by re-computing and uploading signatures of 

users, especially when many blocks are there or the 

membership of the group is frequently changing or large 

number of users. To addition to this, the size of shared data 

in the cloud is always large, which stops existing users from 

downloading and re-signing data efficiently. 

II. PROBLEM STATEMENT 

In shared data services, as data is modified by different users 

& different blocks in shared data are signed by users 

correspondingly. Each block is attached with a signature and 

integrity of data depends on the correctness of all the 

signatures. When a user is revoked from group, at that time 

the block signed by the revoked user must be resigned by 

the existing user to maintain security constraints. In basic 

method, first data blocks are downloaded by group user 

(existing) & then upload process is done after verifying the 

correctness and resigning of block by existing user. This 

results in large amount of communication and computation 

cost due to large size of shared data in cloud which leads to 

poor performance. 

III. LITERATURE SURVEY 

In [2] there is presented a model for provable information 

ownership which give a customer that has store information 

at an untrusted server to acclimate that the server possesses 

the original information without recovering it. The model 

makes probabilistic confirmation of ownership by 

examining irregular arrangements of squares from the 

server, which definitely decreases I/O costs. The customer 

deals with a settled measure of metadata to affirm the 

evidence. 

In [3] offer a dynamic audit service for changing 

the trustworthiness of untrusted and outsourced storage. 

Their audit service, built relies on methods, fragment 

structure, random sampling and index-hash table, can carry 

provable updates to outsourced information, and auspicious 

irregular identification. Also, they propose a powerful 
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approach based on probabilistic query and occasional check 

for enhancing the performance of audit services 

In [4], we can see a public auditing process for the 

integrity of shared data with efficient user revocation 

provided. By proxy re-signatures, we allow the cloud to 

resign the blocks on behalf of existing users during user 

revocation, so that existing users do not need to download & 

re-sign blocks. In addition, a public verifier is able to audit 

the integrity of shared data without downloading the entire 

data from the cloud, even if some part of shared data has 

been re-signed by the cloud. 

In [5], there is proposed a secure cloud storage 

system supporting privacy-preserving public auditing 

Extensive security and performance analysis show the 

proposed schemes are provably secure and highly efficient 

.They does not focus on the full-fledged implementation of 

the mechanism on commercial public cloud 

IV. DESIGN OBJECTIVES 

Following are design objectives: (1) Correctness 

identification: The TPA should check the integrity of shared 

data. (2) Efficient & Secure User Revocation: On one hand, 

if a user is revoked from the group, the blocks signed by the 

revoked user can be correctly re-signed. On the other hand, 

only registered users in the group can generate valid 

signatures on shared data, and the revoked user should be 

unable to compute valid signatures on shared data. (3) 

Public Auditing: The TPA can audit the integrity of shared 

data without downloading the entire data from the cloud, 

even if some blocks in shared data have been re-signed by 

the cloud. 

V. PRELIMINARIES 

In this section, the two preliminaries we will use are 

introduced which are homomorphic authenticators and 

proxy re-signatures. 

A. Homomorphic Authenticators 

Homomorphic authenticators, also known as homomorphic 

verifiable tags, allow a TPA to check the integrity of data 

stored in the cloud without downloading the entire data. 

They are widely used in the previous public auditing 

mechanisms. Besides unforgeability (only a user with a 

private key can generate valid signatures), a homomorphic 

authenticable signature scheme, which denotes a 

homomorphic authenticator scheme based on signatures, 

should also satisfy the these properties: 

 Block-less verifiability  

 Non-malleability 

B. Proxy Re-signatures 

Proxy re-signatures, allow a semi-trusted proxy to act as a 

translator of signatures between two users, for example, A 

and B. More precisely, the proxy is able to convert a 

signature of A into a signature of B on the same block 

immediately. In same time, the proxy is not able to learn any 

private keys of the two users, which means it can’t sign any 

block on behalf of either A or B. In this approach, to 

improve the efficiency of user revocation, we propose to let 

the cloud to act as the proxy and convert signatures for 

users. 

VI. A NEW PROXY RE-SIGNATURE SCHEME 

In this section, we first present a new proxy re-signature 

scheme, which satisfies the property of block-less 

verifiability and non-malleability. 

A. Construction of Homomorphic Authenticable Proxy Re-

signature Scheme (HAPS) 

As traditional proxy re-signature schemes, are not block-less 

verifiable, we are unable to apply these in our mechanism, 

because a verifier has to download the entire data to check 

the integrity, which will surely effect the auditing efficiency. 

So, we first propose this scheme, which enables block-less 

verifiability and non-malleability. Our proxy re-signature 

scheme includes  algorithms like KeyGen, ReKey, Sign, 

ReSign and Verify. 

VII. PANDA: OVERVIEW 

A. Proposed Architecture: 

 
Fig. 1: The system model includes the cloud, the public 

verifier, and users. 

The original user acts as the group manager, who is able to 

revoke misbehaving users from the group.  

Modules according to the system model: 

There are three modules:  

 User module 

 Auditor module 

 Server module. 

B. User module 

This module performs following operations:  

1) Registration: Initially every client registers himself for 

accessing the files. There is one rule that registered 

client can capable to login in cloud. Registration 

module include name, username, and password, e-mail 

id, mobile number etc. 

2) Login: Only authenticated users can login in the system 

using their registered username and password. It 

contains username and password fields. 

3) Uploading file: In this module user upload a block of 

files in the cloud with encryption, for this, user uses 

his/her secret key. This ensures the files to be protected 

from unauthorized user. 

4) File Encryption: After uploading the file, the file is 

encrypted by applying AES algorithm. 

5) Signature Generation: Signature is generated for the 

file. 
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6) File Block Generation: Number of blocks is generated 

by providing the file. 

7) User Revocation: This work presents the user 

revocation capability to data owners. When any of the 

user leave the organization, data owner perform user 

revocation. System needs user revocation, because user 

who leave the organization, having secret key which 

may disturb the privacy of the information. Therefore 

data owner modify the key of all users so that privacy is 

preserved. 

8) Proxy Signature: Proxy signature is generated. 

C. Auditor Module: 

1) File Verification: The public verifier is able to correctly 

check the integrity of shared data. The public verifier 

can audit the integrity of shared data without retrieving 

the entire data from the cloud, even if some blocks of 

data have been re-signed by the cloud. 

2) Request and Response from user and server: Auditor 

can communicate with the server and can communicate 

with the server, accept request and response from the 

user and server. 

D. Server Module: 

1) Data Storage: In this module public auditor view the all 

details of upload, download, blocked user, re-upload. 

2) Store duplicate data at surrogate server: For the backup 

the data store in the surrogate server is done by the 

server. 

 
Fig. 2: The flow diagram showing module operations 

E. AES 

1) The AES Encryption Process: 

The AES (Advanced Encryption standard) encryption 

process uses a set of specially derived keys called round 

keys. These are applied, along with other operations, on an 

array of data that holds exactly one block of data, which is 

to be encrypted. This array is known as state array. 

The steps are as follows: [128-bit block]: 

 Derive the set of round keys from the cipher key. 

 Initialize the state array with the block data (plaintext). 

 Add the initial round key to the starting state array. 

 Do nine rounds of state manipulation. 

 Perform the tenth and final round of state manipulation. 

 Copy the final state array out as the encrypted data 

(cipher text). 

The rounds have been listed as "nine followed by a 

final tenth round" because the tenth round has a slightly 

different manipulation from the others. 

VIII. CONCLUSION 

Thus, this public auditing mechanism provides data sharing 

& user revocation in the cloud. Cloud improves efficiency 

of user revocation, significant amount of computation & 

communication resources can be saved.  
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