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Abstract— Mobile devices have been integrated into our 

everyday life. Consequently, apartment security is becoming 

increasingly prominent features on mobile devices. In this 

paper, we have developed a security system that interfaces 

using IOT and Android mobile device. The mobile device and 

embedded security unit communicate via IOT. The mobile 

application can be loaded onto any compatible device, and 

once loaded, interfaces with the IOT security system. If a 

person approaches a home, he/she should enter their four digit 

secret number using keypad in the embedded security unit. 

Microcontroller in embedded security unit sends that secret 

number to PC .which will be uploaded in server. Android 

Application installed in mobile app keeps on monitoring 

server and fetches if any number is updated in it. After 

fetching number, the messages will be come to our mobile 

device. If the no is matched with four digit code, now user can 

send access code to the user if he/ she is interested. The secret 

code is sent to guest mobile using GSM and to the embedded 

security unit using IOT. If the guest enters password using 

keypad, it will check with the secret code and opens the door 

if it matches. 
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I. INTRODUCTION 

Smart Apartment living refers to the use of computer and 

information technology to control home appliances and 

features (such as locking system or doors). Systems can range 

from simple remote control of lighting through to complex 

computer/micro-controller based networks with varying 

degrees of intelligence and automation. Smart Apartment is 

adopted for reasons of ease, security and energy efficiency. 

An open-source platform Android has been widely used in 

smartphone. And also Android platform has support for 

Bluetooth network stack, which allows Bluetooth-enabled 

devices to communicate wirelessly with each other in a short 

distance. Bluetooth technology, created by telecom vendor 

Ericsson in 1994[1], shows its advantage by integrating with 

smart phones. Smart home authentication system is an urgent 

system to be installed within smart homes compounds. 

Conventional authentication systems use secret knowledge 

like password either from alphanumeric PIN to graphical 

click-based or pattern password. 

II. RELATED WORK 

With the introduction of the Internet of Things, the research 

and implementation of home automation are getting more 

popular. Various wireless technologies that can support some 

form of remote data transfer, sensing and control such as 

Bluetooth, Wi-Fi, RFID, and cellular networks have been 

utilized to embed various levels of intelligence in the home 

[4].The studies in [5, 6] have presented Bluetooth based home 

security systems using Android Smart phones without the 

Internet. In previous year Biometrics appears to answer the 

problem related to conventional system. One of the ways to 

implement biometrics authentication system is by 

authenticating them via image or video captured using a 

dedicated terminal as biometrics enrollment module. This 

biometrics module is pricey and adding cost to overall cost of 

having smart home for people. In addition, it can be destroyed 

by thieves to bypass biometrics authentication after alarm 

system being turned off. We perceive that Smartphone 

camera can be used as replacement of dedicated enrolment 

module. It is a wireless technology developed to replace 

cables on devices like mobile phones and PCs. Although 

cable-replacement could create a point-to-point 

communication. 

III. SYSTEM OVERVIEW 

This project is based on PIC microcontrollers are a family of 

specialized microcontroller chips produced by Microchip 

Technology in Chandler, Arizona. The acronym PIC stands 

for "peripheral interface controller," although that term is 

rarely used nowadays. This powerful (200 nanosecond 

instruction execution) yet easy-to-program (only 35 single 

word instructions) CMOS FLASH-based 8-bit 

microcontroller packs Microchip's powerful PIC® 

architecture into an 40- or 44-pin package and is upwards 

compatible with the PIC16C5X, PIC12CXXX and 

PIC16C7X devices. The PIC16F877A features 256 bytes of 

EEPROM data memory, self-programming, an ICD, 2 

Comparators, 8 channels of 10-bit Analog-to-Digital (A/D) 

converter, 2 capture/compare/PWM functions, the 

synchronous serial port can be configured as either 3-wire 

Serial Peripheral Interface (SPI™) or the 2-wire Inter-

Integrated Circuit (I²C™) bus. First keypad is connected to 

the pic microcontroller. And then if the four digit code 

matches, the door will be open. Otherwise the pic connected 

to the pc. It will gives a message to user (someone entering in 

to the apartment) using android mobile device. 

IV. SYSTEM DESIGN 

 
Fig. 1: Block diagram of the system 
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V. SOFTWARE’S 

A. Embedded C Program 

C language is a software designed with different keywords, 

data types, variables, constants, etc. Embedded C is a generic 

term given to a programming language written in C, which is 

associated with a particular hardware architecture. Embedded 

C is an extension to the C language with some additional 

header files. These header files may change from controller 

to controller. 

The microcontroller8051 #include<reg51.h> is 

used. These programs play prominent role in monitoring and 

controlling external devices. They also directly operate and 

use the internal architecture of the microcontroller, such as 

interrupt handling, timers, serial communication and other 

available features. 

B. Java 

Java is a general-purpose computer programming language 

that is concurrent, class-based, object-oriented, and 

specifically designed to have as few implementation 

dependencies as possible. It is intended to let application 

developers "write once, run anywhere" (WORA), meaning 

that compiled Java code can run on all platforms that support 

Java without the need for recompilation. Java applications are 

typically compiled to bytecode that can run on any Java 

virtual machine (JVM) regardless of computer architecture. 

As of 2016, Java is one of the most popular programming 

languages in use, particularly for client-server web 

applications, with a reported 9 million developers. Java was 

originally developed by James Gosling at Sun Microsystems 

(which has since been acquired by Oracle Corporation) and 

released in 1995 as a core component of Sun Microsystems' 

Java platform. The language derives much of its syntax from 

C and C++, but it has fewer low-level facilities than either of 

them. The latest version is 8. 

C. XML 

In computing, Extensible Markup Language (XML) is a 

markup language that defines a set of rules for encoding 

documents in a format that is both human-readable and 

machine-readable. The W3C's XML 1.0 Specification and 

several other related specifications all of them free open 

standards—define XML. The design goals of XML 

emphasize simplicity, generality, and usability across the 

Internet. It is a textual data format with strong support via 

Unicode for different human languages. Although the design 

of XML focuses on documents, the language is widely used 

for the representation of arbitrary, such as those used in web 

services. Several schema systems exist to aid in the definition 

of XML-based languages, while programmers have 

developed many application programming interfaces (APIs) 

to aid the processing of XML data. 

VI. APPLICABILITY 

There is a wide range of applicability to this apartment, not 

only be applied on apartment front doors, but also on 

industries etc. In this paper, a general overview of this system 

is presented. Security system designs can be built around the 

apartment. 

VII. CONCLUSION 

In conclusion, this is about the Smart Apartment Security for 

providing security to the whole apartment with seamless 

integration of ubiquitous device like Smartphone and IOT. 

We integrate this idea using the Keypad module and other 

technologies by suitably programming the pic 

microcontroller. We hope this idea will be efficient and 

convenient authentication system when deployed in Smart 

Apartment. Future work can be done to recognize the details 

of the person using fingerprint module to the Apartment, 

thereby the people living in the apartment would be easy to 

use this security system with ease by using new technologies 

and by efficiently programming the Arduino controller. By 

concluding that we saves IOT in future. Apartment will be 

fully secured and no thief can entered into it. 
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