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Abstract— Visual data security is ensuring that information 

cannot be seen by unauthorized individuals. This is 

particularly important when dealing with private or sensitive 

information, and the threat of a breach has risen enormously 

with the shift in working practices towards increased 

mobility, flexibility and shared resources. In the 

development in recent decades of various efficient image 

encryption algorithms, such as selective encryption, a great 

demand has arisen for methods of examining the visual 

security of encrypted images. Existing solutions usually 

adopt well-known metrics to measure the quality of 

encrypted images, but they often show undesired behavior 

on perceptually encrypted images of low quality. In this 

paper, we propose a novel visual security index (VSI) based 

on the human visual system. The proposed VSI evaluates 

five aspects of the content similarity between plain and 

encrypted images: the edge similarity extracted via multi-

threshold edge detection, the texture similarity measured by 

means of the co-occurrence matrix, frequency analysis by 

means of DWT, statistical analysis by means of histogram 

and intensity by means of pulse amplitude. These five 

components are further integrated to obtain the proposed 

VSI through adaptive similarity weighting. Then visibility 

restoration techniques are used to regain the visibility of the 

image. 
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I. INTRODUCTION 

Data loss and theft has the potential to affect all of us – from 

private individuals to small businesses and multinational 

corporations. While awareness of the threat posed by a data 

breach is increasing, there is still a lack of understanding of 

the many ways in which such a breach can occur and, most 

importantly, little awareness of the often simple steps that 

can be taken to prevent personal and business data loss. 

Whilst the vast majority of companies have taken some 

action to protect themselves through the installation of 

security software and hardware such measures, while 

important, only address part of the data security threat. One 

core area of data security which is often overlooked is the 

very real possibility of a visual data security breach – the 

potential for sensitive, personal information and data to be 

seen, captured and utilized by unauthorized individuals. 

These risks are present wherever data is displayed on screen 

– whether that’s inside or outside the office – and on any 

device, from smart phones to tablets and from laptops to 

desktops. Facing more frequent and more innovative data 

attacks, organizations must ensure that the defenses they 

have in place protect against all potential data breaches and 

not just some. are currently extremely easy to capture and 

distribute because of the pervasive use of smartphones and 

availability of network access, and they are increasingly 

being used for business and daily communications. Under 

these circumstances, the security of images is of great 

importance for protecting both commercial confidentiality 

and individual privacy. Many efforts have been made to 

ensure image security, and encryption is a generally 

accepted approach. However, traditional ciphers such as 

AES are not suitable for image data for several reasons. For 

example, traditional ciphers are not efficient when applied to 

massive image data and are difficult to support for real-time 

image transmission; moreover, it is not necessary to encrypt 

every single bit of image Therefore, numerous schemes have 

been proposed for encrypting images by utilizing the 

characteristics of image data or by taking image processing 

into consideration. Among these schemes, selective 

encryption is an effective and promising method, and it can 

be extremely fast because it selectively encrypts only a 

small portion of the image data in the spatial or transform 

domain. The question of how to evaluate the security of 

encrypted images is vitally important for the design and 

analysis of encryption schemes, but it is also challenging for 

two reasons. First, unlike text data, the visual information 

one can extract from an image is typically subjective, and it 

is difficult to find a universal object metric to estimate the 

security of an image. Second, different image encryption 

algorithms may require different security metrics because 

they are designed with different security goals. In, the 

security goals of selective encryption are classified as 

confidentiality encryption, sufficient encryption, or 

transparent encryption. Sufficient encryption and transparent 

encryption can be generalized as perceptual encryption here 

because both of them require only visual security. Existing 

solutions to evaluate the security of image encryption 

typically invoke the theories of traditional cryptography and 

image processing. For example, several statistical analysis 

methods in cryptography are utilized for this purpose, the 

most common of which is the use of a histogram to examine 

the distribution of pixel values in an encrypted image. 

Several well-known metrics of visual quality assessment in 

image processing, such as the peak signal-to noise ratio 

(PSNR), structural similarity (SSIM), and visual information 

fidelity (VIF), are also adopted to measure the visual 

security of encrypted images. 

A. Steps to Improve Visual Security 

In light of the increasing threat the UK government is 

undertaking a series of measures to improve its visual data 

security. These measures include training, screen 

positioning, anonym sing data and using privacy screens. 

Other organizations need to follow the lead of the UK 

government and take proactive steps to protect their data 

from being accessed by unauthorized parties when displayed 

on computer screens. There are a number of simple steps 

organizations should consider implementing in order to 

ensure they can better protect their sensitive data when 

being accessed by employees remotely. The following 

measures should be included into an overall Visual Security 

Policy which should include the following; 
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 Identify Sensitive Data: Knowing what sensitive data 

you need to be concerned about is a crucial step in 

determining how best to protect it. It is important to 

know what information, be that client details, business 

plans, or intellectual property, is sensitive and therefore 

should be protected.   

 Classify Data: Once you have identified the key data 

sets for your organization it is important to classify it 

according to its sensitivity. This makes it easier to 

determine who should have access to the data and what 

type of access that should be.   

 Access Control: You should implement strict access 

control mechanisms to ensure only authorized personnel 

access the data. It is also important to ensure users only 

have access to the data they need to conduct their role.   

 Know Where Your Data Is: Information can be easily 

copied from one location to another and users may 

download sensitive information onto their portable 

device to work on. You should conduct regular audits to 

ensure that sensitive data is located on authorized 

systems and not located on systems or devices that are 

not authorized.  

 Monitor Access: Make sure that audit trails and security 

logging are set up to monitor who accesses data and 

when. This can alert you to users who may be 

attempting to copy sensitive data onto their personal 

device or provide evidence to investigate. 

 Remote Access: Regular reviews of who has accessed 

data and sensitive systems remotely should also be 

conducted. These reviews can help determine whether 

authorized users are accessing data from secure or 

insecure locations.   

 Manage Remote Access: It is important that only those 

authorized to access sensitive data from outside the 

organizations network do so. Regular reviews of the 

remote access solution, such as a VPN (Virtual Private 

Network), employed should be conducted to ensure that 

those with remote access are authorized. What systems 

and data users can access remotely should be 

configured so that they only access those systems and 

data they require to do their job remotely. Remote 

access to systems not required for their role should be 

removed. In addition, consideration should be given to 

the levels of access given to remote users depending on 

their location when accessing the data. If the remote 

user is attempting to access the data from a trusted 

location such as their home or a remote office then that 

access could be granted, however if they are attempting 

to access the data from an entrusted location such as a 

wifi or via mobile broadband then access could be 

denied or the data available restricted.   

 Password Protected Screen Savers: It is important that 

when users are not using their computers that 

information on the screen is secured. In particular if the 

user should move away from their computer and leave 

it unattended it should not be possible for someone else 

to access the screen. Information on unattended screens 

can be protected by the use of password protected 

screen savers which can automatically activate after a 

predefined period of inactivity on the system.   

 Security Awareness: One of the most important 

measures that can be taken to improve visual security is 

to train staff of the threats to visual data security and 

what steps they can take to address them. When 

working in public places users should be encouraged to 

be aware of their surroundings and to ensure that any 

data on their screens cannot be overlooked. Users 

should also be trained to turn off their screens or 

computers if they feel their screen is being observed by 

unauthorized personnel and should be encouraged to 

report suspected breaches to management. For example, 

if they feel that suspected breach was a deliberate action 

by a fellow member of staff this could highlight a 

disgruntled or malicious employee.   

 Privacy Screens: For those users who regularly work on 

sensitive information or who in public areas – be they 

branches, stores, or simply public areas that the user can 

work from such as coffee shops or public. 

II. VISUAL SECURITY INDEX 

The basic concept of our work is to measure the content 

similarity between plain and encrypted images by extracting 

visual features that may still be preserved in low-quality 

images and are critical for visualization. Because visual 

security is concerned with the intelligible visual information 

in the plain image P that one can perceive from its encrypted 

version C, a suitable visual security metric should have the 

ability to measure the similarity of visual content between P 

and C. Image content can be perceptually modeled in terms 

of three components: edge, texture, and background . Edge 

information has been found to be of primary importance in 

visual perception, especially in low-quality images. Texture 

information is the next most significant visual feature 

because it contains the details of the visual content, and 

together with edge information, it helps support further 

understanding of the content of an image. Background 

typically refers to the smooth areas of an image, and 

changes in the background have less impact on the 

understanding of the content of an image. Especially in a 

perceptually encrypted image, only the skeleton of the 

image content is discernible, and the detailed information 

concerning the visual objects in the image may be lost to 

different degrees. Therefore, the change in the edge 

information in an encrypted image compared with the 

associated plain image is of primary importance to its visual 

security, and the texture information serves as an additional 

indicator of the visual security strength given the same edge 

distortion.. Edge information is usually determined for a 

given threshold using gradient information, and setting a 

high threshold will yield fewer edges than setting a low 

threshold. In the design of existing visual security metrics 

based on edge information, this information is typically 

obtained using standard traditional edge detection 

algorithms with a single threshold. However, the edges 

obtained at high thresholds are more important because they 

contain high discontinuity information, which has 

significant impact on the HVS, whereas the edges obtained 

using a low threshold may contain more false edge 

information. The edges obtained in the former case are 

obviously also included in the latter case for the same 

image. If we combine the edges obtained at multiple 

thresholds using suitable weights, the final output will be 

more representative and accurate. 
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Fig. 1: The Frame work of VSI 

Texture similarity between the plain and encrypted 

images because this information is an indispensable element 

for human visual perception. In perceptual encryption, the 

encryption strength is usually tunable to achieve a 

satisfactory trade-off between security and efficiency. When 

efficiency is emphasized, the encryption strength will be 

reduced. In this case, more details besides edges will be 

visible in the encrypted image, and these details will 

predominantly consist of textures. Therefore, it is reasonable 

to consider texture similarity when assessing visual security. 

To determine the texture similarity, we first extract the 

texture information from P and C utilizing the gray-level co-

occurrence matrix (GLCM), which calculates how often 

pairs of pixels with specific values and a specific spatial 

relationship occur in an image. Then adaptively integrate the 

extracted edge and texture similarities to obtain our 

proposed VSI. The adaptive integration policy is inspired by 

the principle that edge information is of primary importance 

for visual perception as well as by the observation that 

texture features contribute differently to images encrypted 

using different perceptual encryption strengths. Specifically, 

if an image is encrypted via lightweight perceptual 

encryption, most of the skeleton and some details of the 

image will be discernible. Therefore, the edge information 

can be effectively extracted from the encrypted image, and 

partial texture features can also be extracted. In this 

scenario, the degree of visual security is determined by both 

the edge and texture similarities. By contrast, if the image 

has been encrypted via intensive perceptual encryption, the 

edge similarity alone will dominate the visual security 

because most details will be lost and only some of the 

skeleton will be discernible. 

III. PROPOSED SYSTEM 

Here it uses the five features of the image. Edge, Texture, 

Histogram, Intensity and DWT analysis of the image. Edge 

information has been found to be of primary importance in 

visual perception, especially in low-quality images. Texture 

information is the next most significant visual feature 

because it contains the details of the visual content, and 

together with edge information, it helps support further 

understanding of the content of an image. Edge can be 

obtained by automatic edge detection method. Texture by 

means of GLCM method. Histogram obtained from pictorial 

representation. Intensity can be obtained by pixel amplitude. 

DWT helps in finding the frequency analysis afterwards 

integrating the five components to obtain the VSI. The 

visibility of outdoor images captured in inclement weather is 

often degraded due to the presence of haze, fog, sandstorms, 

and so on. Poor visibility caused by atmospheric phenomena 

in turn causes failure in computer vision applications, such 

as outdoor object recognition systems, obstacle detection 

systems, video surveillance systems, and intelligent 

transportation systems. In order to solve this problem, 

visibility restoration (VR) techniques have been developed 

and play an important role in many computer vision 

applications that operate in various weather conditions. 

However, removing haze from a single image with a 

complex structure and color distortion is a difficult task for 

VR techniques. VR method that uses a combination of three 

major modules: 1) a depth estimation (DE) module; 2) a 

color analysis (CA) module; and 3) a VR module. The 

proposed DE module takes advantage of the median filter 

technique and adopts our adaptive gamma correction 

technique. By doing so, halo effects can be avoided in 

images with complex structures, and effective transmission 

map estimation can be achieved.  

 
Fig. 2: Proposed System 

CA module is based on the gray world assumption 

and analyzes the color characteristics of the input hazy 

image. Subsequently, the VR module uses the adjusted 

transmission map and the color-correlated information to 

repair the color distortion in variable scenes captured during 

inclement weather conditions. The experimental results 

demonstrate that our proposed method provides superior 

haze removal in comparison with the previous state-of-the-

art method through qualitative and quantitative evaluations 

of different scenes captured during various weather 

conditions. 

IV. SIMULATION RESULTS 

 
Fig. 1: 
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Fig. 2: 

 
Fig. 3: 

V. CONCLUSION 

Here propose a novel visual security index (VSI) for 

measuring the visual security of perceptually encrypted 

images of low quality. Considering the functionality of the 

human visual system (HVS), we employ the edge and 

texture information of plain and encrypted images in our 

proposed VSI. First, the edge information is extracted using 

multithreshold edge detection, and the edge similarity 

between the plain and encrypted images is obtained as the 

weighted average of the edge similarities obtained with 

different thresholds. Then, the texture features are extracted 

utilizing the gray level co-occurrence matrix (GLCM), and 

the texture similarity between the plain and encrypted 

images is measured using a carefully designed metric. 

Finally, these two components are combined into the 

proposed VSI by means of an adaptive similarity integration 

technique based on their relative contributions under 

different conditions. Experimental results indicate that the 

use of different edge detectors impacts the performance of 

the proposed VSI and that VSI-Canny (the proposed VSI 

calculated using the Canny edge detector) demonstrates 

outstanding and stable performance on different databases 

compared with other state-of-the-art visual security metrics. 

Visual data security is at risk whenever data is displayed on 

screen, whether that’s in the office or elsewhere. It is clear 

that the continued growth in flexible working practices, 

including remote and mobile working, is making protecting 

sensitive data an increasing challenge that organizations 

must address. Tried and tested solutions are available as part 

of the security frameworks to protect electronic data while it 

is stored on remote devices and while it is being transmitted 

to and from those device samples collected and stored 

elsewhere and used to make decisions about individuals)  . 
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