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Abstract— One of the buzzwords in the Information 

Technology is Internet of Things (IoT). The future is Internet 

of Things, which will transform the real world objects into 

intelligent virtual objects. The IoT aims to unify everything 

in our world under a common infrastructure, giving us not 

only control of things around us, but also keeping us informed 

of the state of the things. In Light of this present study 

addresses IoT concepts through systematic review of 

scholarly research papers, corporate white papers, 

professional discussions with experts and online databases. 

The main objective of this paper is to provide an overview of 

Internet of Things, architectures, and vital technologies and 

their usages in our daily life.  
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I. INTRODUCTION 

The Internet of Things is a novel paradigm shift in IT arena. 

The phrase “Internet of Things” which is also shortly well-

known as IoT is coined from the two words i.e. the first word 

is “Internet” and the second word is “Things”. The internet of 

things is defined by ITU and IERC as dynamic global 

network infrastructure with self-configuring capabilities 

based on standard and interoperable communication 

protocols where physical and virtual “things” have identities, 

physical attributes and virtual personalities, use intelligent 

interfaces and are seamlessly integrated into the information 

network.With advancement of internet technologylifestyle of 

every person is changing constantly.Internet of Things is a 

concept where user canconnect distinct physical objects and 

controltheir operations through internet to makelifemore 

flexible and efficient. The idea of “Internetof Things” was 

first applied by Kevin Ashton(1999).The Internet is a global 

system of interconnected computer networks that use the 

standard Internetprotocol suite (TCP/IP) to serve billions of 

users worldwide. It is a network of networks that consists of 

millionsof private, public, academic, business, and 

government networks, of local to global scope, that are linked 

by abroad array of electronic, wireless and optical networking 

technologies. Today more than 100 countries arelinked into 

exchanges of data, news and opinions through 

Internet.During the first decade of 21st century, the 

headcount of Internet users globallyincreased about 5 times. 

In the year 2014 the number of Internet users in the world 

exceeded3 billion. According to Euromonitor, by the 

year2020 about 43.7% of the world’s inhabitantswill be using 

Internet.While coming to the Things that can beany object or 

person which can be distinguishable by the real world. 

Everyday objects include not only electronicdevices we 

encounter and use daily and technologically advanced 

products such as equipment and gadgets,but “things” that we 

do not do normally think of as electronic at all—such as food, 

clothing; and furniture; materials,parts and equipment, 

merchandise and specialized items; landmarks, monuments 

and works of art and allthe miscellany of commerce, culture 

and sophistication. That means here things can be both living 

things likeperson, animals—cow, calf, dog, pigeons, rabbit 

etc., plants—mango tree, jasmine, banyan and so on and non-

living things like chair, fridge, tube light, curtain, plate etc. 

any home appliances or industry apparatus. So at thispoint, 

things are real objects in this physical or material world. 

II. REQUIREMENTS 

For successful implementation of Internet of Things (IoT), 

the prerequisites are (a) Dynamic resource demand (b) Real 

time needs (c) Exponential growth of demand (d) Availability 

of applications (e) Data protection and userprivacy (f) 

Efficient power consumptions of applications (g) Execution 

of the applications near to end users (h)Access to an open and 

inter operable cloud system. There are three components, 

which required for seamless Internet of Things (IoT) 

computing (a) Hardware—composed of sensors, actuators, IP 

cameras, CCTV and embedded communicationhardware (b) 

Middleware—on demand storage and computing tools for 

data analytics with cloud and Big DataAnalytics (c) 

Presentation—easy to understand visualization and 

interpretation tools that can be designed for thedifferent 

applications. 

III. ARCHITECTURES 

One of the main problems with the IoT is that it is so vast and 

such a broad concept that there is no proposed, uniform 

architecture. In order for the idea of IoT to work, it must 

consist of an assortment of sensor, network,communications 

and computing technologies, amongst others.The system will 

likely be an example of event-driven architecture bottom-up 

made (based on the context of processes and operations, in 

real-time) and will consider any subsidiary level. Therefore, 

model driven and functional approaches will coexist with 

new ones able to treat exceptions and unusual evolution of 

processes (multi-agent systems, B-ADSc, etc.).In an Internet 

of things, the meaning of an event will not necessarily be 

based on a deterministic or syntactic model but would instead 

be based on the context of the event itself: this will also be a 

semantic web. Consequently, it will not necessarily need 

common standards that would not be able to address every 

context or use: some actors (services, components, avatars) 

will accordingly be self-referenced and, if ever needed, 

adaptive to existing common standards 

A. Network Architecture: 

The Internet of things requires huge scalability in the network 

space to handle the surge of devices. IETF 6LoWPAN would 

be used to connect devices to IP networks. With billions of 

devices being added to the Internet space, IPv6 will play a 

major role in handling the network layer scalability. IETF's 

Constrained Application Protocol, MQTT and Zero MQ 

would provide lightweight data transport. Fog computing is a 

viable alternative to prevent such large burst of data flow 
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through Internet. The edge devices' computation power can 

be used to analyse and process data, thus providing easy real 

time scalability. 

B. ITU Architecture 

According to the recommendations of the International 

Telecommunication Union (ITU), the network, 

Architectureof Internet of Things consists of 

1) The Sensing Layer 

2) The Access Layer 

3) The Network Layer 

4) The Middleware Layer 

5) The Application Layers 

These are like the Open Systems Interconnection 

(OSI) reference model in network and data communication. 

C. IoT Forum Architecture: 

The IoT Forum says that the Internet of ThingsArchitecture 

is basically categorized into 3 types including Applications, 

Processors and Transpiration. 

 
Fig. 1: 

IV. FRAMEWORK 

IoT frameworks might help support the interaction between 

"things" and allow for more complex structures like 

distributed computing and the development of distributed 

applications. Currently, some IoT frameworks seem to focus 

on real time data logging solutions like Jasper Technologies, 

Inc. and Xively (formerly Cosm and before that Pachube), 

offering some basis to work with many "things" and have 

them interact. Future developments might lead to specific 

software-development environments to create the software to 

work with the hardware used in the Internet of things. 

Companies are developing technology platforms to provide 

this type of functionality for the Internet of things. Newer 

platforms are being developed, which add more intelligence. 

V. TECHNOLOGY 

The Internet of Things was initially inspired by members of 

the RFID community, who referred to the possibilityof 

discovering information about a tagged object by browsing 

an internet address or database entry thatcorresponds to a 

particular RFID or Near Field Communication technologies. 

In the research paper “Researchand application on the smart 

home based on component technologies and Internet of 

Things”, the included key technologies of IoT are RFID, the 

sensor technology, nano technology and intelligence 

embeddedtechnology. Among them, RFID is the foundation 

and networking core of the construction of Internet of Things. 

The Internet of Things (IoT) enabled users to bring physical 

objects into the sphere of cyber world. Thiswas made possible 

by different tagging technologies like NFC, RFID and 2D 

barcode which allowed physicalobjects to be identified and 

referred over the internet. IoT, which is integrated with 

Sensor Technology andRadio Frequency Technology, is the 

ubiquitous network based on the omnipresent hardware 

resources of Internet,is the Internet contents objects together. 

It is also a new wave of IT industry since the application of 

computingfields, communication network and global 

roaming technology had been applied. It involves in addition 

tosophisticated technologies of computer and communication 

network outside, still including many new 

supportingtechnologies of Internet of Things, such as 

collecting Information Technology, Remote 

CommunicationTechnology, Remote Information 

Transmission Technology, Sea Measures Information 

Intelligence Analyzes and Controlling Technology etc. 

A. Short-Range Wireless: 

1) Bluetooth low energy (BLE) – Specification providing a 

low power variant to classic Bluetooth with a comparable 

communication range. 

2) Light-Fidelity (Li-Fi) – Wireless communication 

technology similar to the Wi-Fi standard, but using 

visible light communication for increased bandwidth. 

3) Near-field communication (NFC) – Communication 

protocols enabling two electronic devices to 

communicate within a 4 cm range. 

4) QR codes and barcodes – Machine-readable optical tags 

that store information about the item to which they are 

attached. 

5) Radio-frequency identification (RFID) – Technology 

using electromagnetic fields to read data stored in tags 

embedded in other items. 

6) Thread – Network protocol based on the IEEE 802.15.4 

standard, similar to ZigBee, providing IPv6 addressing. 

7) Wi-Fi – Widely used technology for local area 

networking based on the IEEE 802.11 standard, where 

devices may communicate through a shared access point. 

8) Wi-Fi Direct – Variant of the Wi-Fi standard for peer-to-

peer communication, eliminating the need for an access 

point. 

9) Z-Wave – Communication protocol providing short-

range, low-latency data transfer at rates and power 

consumption lower than Wi-Fi. Used primarily for home 

automation. 

10) ZigBee – Communication protocols for personal area 

networking based on the IEEE 802.15.4 standard, 

providing low power consumption, low data rate, low 

cost, and high throughput. 

B. Medium-Range Wireless: 

1) HaLow – Variant of the Wi-Fi standard providing 

extended range for low-power communication at a lower 

data rate. 

2) LTE-Advanced – High-speed communication 

specification for mobile networks. Provides 

enhancements to the LTE standard with extended 

coverage, higher throughput, and lower latency. 

3) Long-Range Wireless 

4) Low-power wide-area networking (LPWAN) – Wireless 

networks designed to allow long-range communication 
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at a low data rate, reducing power and cost for 

transmission. 

5) Very small aperture terminal (VSAT) – Satellite 

communication technology using small dish antennas for 

narrowband and broadband data. 

C. Wired: 

1) Ethernet – General purpose networking standard using 

twisted pair and fiber optic links in conjunction with 

hubs or switches. 

2) Multimedia over Coax Alliance (MoCA) – Specification 

enabling whole-home distribution of high definition 

video and content over existing coaxial cabling. 

3) Power-line communication (PLC) – Communication 

technology using electrical wiring to carry power and 

data. Specifications such as Home Plug utilize PLC for 

networking IoT devices. 

VI. STANDARDS 

This is a list of technical standards for the IoT, most of which 

are open standards, and the standards organizations that 

aspire to successfully setting them. 

Short 

name 

Long 

name 

Standards under 

development 
Other notes 

Auto-

ID 

Labs 

— 

Networked RFID (r

adiofrequency 

identification) and 

emerging sensing te

chnologies 

 

EPCgl

obal 
— 

Standards for 

adoption 

of EPC (Electronic 

Product Code) 

technology 

 

FDA 

U.S. 

Food 

and 

Drug 

Adminis

tration 

UDI (Unique 

Device 

Identification) 

system for unique 

identifiers 

for medical devices 

 

GS1 — 

Standards 

for UIDs (unique 

identifiers) and 

RFID of fast-

moving consumer 

goods (consumer 

packaged goods), 

health care 

supplies, and other 

things 

Parent 

organization 

comprises 

member 

organizations 

such as GS1 

US 

IETF 

Internet 

Engineer

ing Task 

Force 

Standards that 

comprise TCP/IP (t

he Internet protocol 

suite) 

 

MTCo

nnect 

Institut

e 

— 

MTConnect is a 

manufacturing 

industry standard 

for data exchange 

with machine 

tools and related 

industrial 

equipment. It is 

 

important to the 

IIoT subset of the 

IoT. 

OCF 

Open 

Connect

ivity 

Foundati

on 

Standards for 

simple devices 

using CoAP (Const

rained Application 

Protocol) 

OCF (Open 

Connectivity 

Foundation) 

supersedes O

IC (Open 

Interconnect 

Consortium) 

XSF 

XMPP 

Standard

s 

Foundati

on 

Protocol extensions 

of XMPP (Extensib

le Messaging and 

Presence Protocol), 

the open standard 

of instant 

messaging 

 

 

Table 1: 

ACKNOWLEDGMENT 

We acknowledge the advice of our belovedprofessors and 

those who previously workedon this concept. We also 

acknowledge theefforts of the critics of the journal for the 

modifications and suggestions to improve thequality of the 

paper. 

REFERENCES 

[1] Research on Key Technology and Applications for 

Internet of Things Xian-Yi Chen1, 2, Zhi-Gang Jin3. 

[2] Spamming the Internet of Things: A Possibility and its 

probable Solution Faisal Razzak Politecnico di Torino, 

Italy. 

[3] Research and application on the smart home based 

oncomponent technologies and Internet of Things Baoan 

Lia, Jianjun Yub,a*. 

[4] Integrating RFIDs and Smart Objects into a Unified 

Internet of Things Architecture Evangelos A. Kosmatos, 

Nikolaos D. Tselikas, Anthony C. Boucouvalas. 

[5] Internet of Things: Services and 

ApplicationsCategorization Matthew Gigli, Simon Koo. 

[6] http://en.m.wikipedia.org/wiki/Internet_of_things 

[7] Internet of Things (IoT): A Literature Review Somayya 

Madakam, R. Ramaswamy, Siddharth Tripathi 

[8] Internet of Things-from Research and Innovation to 

Market Deployment Editors Ovidiu Vermesan Peter 

Friess River Publishers. 

 


