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Abstract— In current trend, loT emerged as the most
popular advancement of Internet and became a trending
technology that incorporates Machine to Machine (M2M)
communication. This communication makes use of
Internet protocols and various devices such as smart
sensors, actuators, LTE, WLAN etc. These devices are
self-configurable that collaborate with each other for
exchanging the data without the inclusion of human beings.
The custom of loT  through M2M communication
provides unique characteristics that expand to various
applications such as smart home, smart supply chain,
wearable’s, smart retail, military, smart farming, smart
city, industrial internet, connected car, smart grids and
connected health etc., which makes human lives simpler.
Like network architecture, the 10T architecture also
comprises three tired architecture-application tier, network
tier and context-aware tier. This paper review only the
application layer protocols of network tier of loT. While
the application tier, other layer of network tier and
context-aware tier are out of the scope of this paper.
Specifically, this paper reviews MQTT, MQTT-SN,
AMQP, CoAP, XMPP, and DDS data protocols of 10T and
compared these protocols with the challenging issues such
as security, caching, resource discovery, support to QoS
etc. Finally, we analysed the performance of these protocols
with various metrics such as network packet loss rate,
message size, bandwidth consumption and latency.
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I. INTRODUCTION

The last three decades, there is a tremendous
development and usage that had taken place on the
internet for effective communication. Today, this
communication progressed to connect numerous smart
devices to the Internet, characterized as Internet of
Things (1oT), which is a most popular and trending
technology that incorporate  Machine to Machine
communication(M2M). This M2M communication device
includes embedded sensors, RFID, Wi-Fi, data networks,
actuators, LTE, WLAN etc. These devices process it and
exchange the data without the inclusion of human
beings that empowered the physical world into a
computerized network for greater accuracy and efficiency.
Moreover, 10T provides more attractive characteristics such
as correspondence, union, unification, Green living,
Preventative maintenance, temperature control, dynamic
nature, connectivity, enormous scale, heterogeneity,
sensing, energy and safety etc., which attract various
applications-smart home, smart supply chain, wearable’s,
smart retail, military, smart farming, smart city, industrial
internet, connected car, smart grids and connected health
etc., that makes human lives simpler. However, this
technology possesses various challenges such as sensing,
connectivity,  power, security and makes use of cloud

services as shown in Table 1. Like network architectures,
Internet  of things (loT) also comprises three-tiered
architecture- Application tier, Network tier and Context-
aware tier. The application tier contains applications,
which includes environment monitor, medical applications
authentication, service management, information
management, technical management; Intelligent computer
technology-SOA, Platform Enhanced Technology. Cloud
services. While Network tier is the backbone of loT
technology that consists stack of protocols-application
protocols (MQTT, CoAP, XMPP, AMQP, DDS), transport
protocols (TCP/UDP), network protocols (RPL,CORPL,
IPv6 and 6LoWPAN) and data link protocols (WLAN
technologies). Finally, Context-aware tier consists of
various sensors devices sensors, actuators, RFID etc.
that collects the data. Moreover, context-aware tier connects
to the network tier through gateways to provide the better
service.

. Types of

Protocol | Support to QoS Security Service
XMPP No Yes (SSL) TCP
CoAP Yes Yes (DTLS) UDP
AMQP Yes Yes (SSL) TCP
MQTT Yes Yes (SSL) TCP
DDS Yes Yes (SSL, DTLYS) UDP

Table 1: Issues in Data Protocols

This paper reviews the various data protocols-
MQTT, MQTT-SN, CoAP, XMPP, DDS, AMQP etc. that
comprises in network tier of 10T a broker to establish the
connections of higher bandwidth. But this protocol performs
better in higher bandwidths which is the limitation of this
protocol. Next, the CoAP (Constrained Application
Protocol) is a UDP based protocol that supports both one to
one and many to many communications. This protocol is
mainly used for lightweight applications such as smart city
development, smart grid and building automation, group
communications and transport logistics. While XMPP
(Extensible Messaging and Presence Protocol) is a
standardized one for instant messaging services that is
established through TCP. Finally, DDS (Data Distribution
Service) known for the machine to machine communication,
designed by Object Management Group, which is a UDP
based connection between the publisher and subscriber.

Il. RELATED WORK

This section presents related work of applicationlayer
protocols of 10T for qualitative analysesproposed by various
researchers.

In Muneer Bani Yassein et.al. has surveyed on
application layer protocols in IoT because for any
application to connect protocols are the key factor and also
provides many services for message transmission [5]. This
survey provides the reliable protocol for certain
applications. Further, he discussed communication model,
security, and quality of service of each protocol and
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provided information about how to choose an application
layer protocol for any application.

Mohamed H. Elgazzar has proposed a complete
analysis of the various protocols used for
M2Mcommunication and Device Controlling. He discussed
the pros and cons of each of the protocols and recognized
their open issues [1]. With this information, we managed to
differ various protocols concerning their application. He
compared protocols based on network overhead, supported
functions, network reliability and security while
emphasizing the protocol architectures.

Vasileios Karagiann is has proposed “A Survey on
Application Layer Protocols for the Internet of Things”. He
mainly discussed various data protocols like CoAP, AMQP,
MQTT, HTML; used to connect multiple devices without
the involvement of human beings and noticed their
reliability, security, and energy consumption by comparing
them [11] . He showed an underlying IoT architecture in
which various application protocols are compared to
demonstrate their use in the future. He proved CoAP is best
among them as battery consumption is not taken into
consideration.

Sven Bendel has proposed “A  Service
Infrastructure for the Internet of Things based on XMPP”;
which mainly focuses on the integration of real world
objects in 10T using extensible messaging and presence
protocol (XMPP) [12]. In addition to that, it tells about how
XMPP is helpful in remote robot control and service
improvement in the mobility domain. This protocol is useful
for minute message footprint and low message transfer. It
provides highly scalable and most capable communication
platform among the building blocks.

Yuang Chen has proposed ‘“Performance
Evaluation of IoT Protocols under a Constrained Wireless
Access Network™; in this paper, he quantitatively compared
performance of various protocols such as MQTT, AMQP,
DDS, CoAP and a custom UDP protocol. By comparing he
anticipated DDS is better for medical purposes for its
performance with regard to latency and reliability [3].

I1l. DATAPROTOCOLS IN 10T

This section presents MQTT, MQTT XMPP, DDS and
AMOQP data protocols, which is the part of 10T network tier.
The main purpose of this survey is to know the functionality
of each data protocol, comparing with the other data
protocols based on various performance metrics bandwidth
consumption, loss rate of the packet and workload. The
comparison helps us to identify which data protocol is more
appropriate and suitable for numerous loT applications that
are not properly addressed in the literature. Particularly, we
studied each data protocol in detail with and application
used for better communication to transmit the data from one
application to another application.

A. Extensible Messaging and Presence Protocol

(XMPP) The XMPP is one of the popular protocols known
as “Jabber”, which is an open source for instant messaging
that connects different people using text messaging.
Specifically, this protocol is composed of XML service that
makes use of TCP protocol for reliable communication.

Moreover, XMPP had built-in security and adapts the
current and future applications, which lacks in other core
protocols. The built-in security feature of XMPP makes use
of both SASL and TLS mechanism for providing the data
integrity, authentication and communications. The data
security and authentication can be achieved using Simple
Authentication and Security Layer (SASL) technique. To
securely communicate between application to application
the Security (TLS) mechanism is used.
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Fig. 1: Architecture diagram of loT
Based on various features such as

Instant
Messaging and security authentication the XMPP
architecture is shown in Fig.1. The components available in
XMPP architecture are mainly servers and clients. Routing
capability is provided by servers for data transfer from one
unique client to another unique client and also for foreign
domains via gateways. XMPP gateway expiry of client-to-
server session and the beginning of a new session to the
target endpoint protocol. Thus, XMPP is an ideal support
protocol to offer universal connectivity between different
protocols. By using XML stanzas, XMPP connects the client
to server.

B. Message Queuing Telemetry Transport (MQTT)

MQTT is another data protocol that supports the M2M
communication, which is yet to be standardized at OASIS.
This protocol is a lightweight publish/subscribe messaging
transport that is used to connect various remote locations
with low space and minimal network bandwidth. Moreover,
the MQTT will give flexibility to add the security feature for
applications to encrypt the data that he sends and receives,
in order to keep the protocol lightweight and simple.
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Fig. 2: XMPP architecture
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MQTT does add significant network while
addressing the security issue using socket layer (SSL),
which is not a light weighted one. MQTT mainly addresses
three properties of Quality of Service (QoS) very effectively
while message transport between the applications is the first
level of QoS with the term “delivery”, which is the least
level. However, this level adds the significance to the
application, where the user can send the message in the
fastest way using MQTT protocol without waiting for the
responses.

— QoS 1 - is the next level with the term “At least Once
Delivery” in which the client or server should send at
least one message irrespective of duplicate messages.

— QoS 2 — is the last one with highest level of QoS,
known as “Exactly once delivery” in which messages
are transferred only once without allowing duplicate
MQTT protocol provides best communication in mobile
applications because of its small size, -efficient
distribution of information to one or many receivers,
minimized data packets and low power usage.

C. Advanced Messaging Queuing Protocol (AMQP)

AMQP is also an application layer protocol that uses the
message-oriented middleware with significant features-
routing, security, message orientation, reliability and
queuing.— Like —MQTT, this protocol also uses
publish/subscribe mechanism for transmission of data to
provide reliable-communication. and guarantees message
delivery [7]. In additional, AMQP supports various features
heterogeneity, interoperability, reliability and security.
Particularly, AMQP also maintains the broker to provide
better reliability through queues, it reduces overhead at
client side using TCP connection and it provides encryption
through TLS/SASL protocols for AMQP like MQTT.

Client C
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Fig. 3: MQTT Architecture

The AMQP architecture that contains the three
components broker and a receiver. The communication
between the publisher and subscriber will be exchanges with
the help of broker. The publisher is efficient of producing
and forwarding messages to broker. The Broker provides
two services-one is exchanges and other is to maintain the
queues. Exchanges are used to forward messages to specific
queues by following pre-defined rules. Whereas, Topic
gueues can store messages and transmit them to receiver.
Receiver will store the messages.

Applications:
— It is used by many famous banks like JP Morgan and
The Deutsche Borse for heavier data transmissions.

— AMQP is used in UIDAI, government of India for
collection and maintaining data of 1.2 billion people.

— It is used in cloud computing services of NASA for
nebula and RED HAT LINUX for their internal
communications.

— National science foundation is using AMQP for

transmitting data from ships to off shore

BROKEE

i |

Fig. 4: AMQP architecture

D. Data distribution service (DDS)

This data protocol was designed by object management
group (OMG), which is mainly used for M2M
communication in 10T that runs over UDP protocol. In
contrast to other protocols, it uses limited publish/subscribe
mechanism. But it provides concurrent, scalable data
exchange between the publisher and subscriber. In
additional, it can transfer thousands of messages per unit
time to several receivers very proficiently without loss of
information.

DDS provides exceptional Quality of Service and
reliability by supporting 23 qualities of service levels.
Unlike other protocols, Data distribution service (DDS) has
a broker-less architecture as shown in Fig. 6 That contains
the data object system between the subscribers and
publisher. These publishers and subscribers were connected
over a network and topics are related to data writers and data
readers. When the publisher transmits data, then where the
data is passed on data writer. Whereas, data readers are
capable of reading and storing data from different users.
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Fig. 5: Architectural model of DDS.
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Applications: Hospital Integration, Medical Imaging,
Military Systems, Wind Farms.
E. Constrained Application Protocol (CoAP)
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Fig. 6: CoAP Architecture
CoAP is a lightweight protocol that provides a
communication channel and runs over UDP protocol with
request/response message. This is one of the standard
protocols for the interaction between various physical
devices. To achieve the data transmission, CoAP keeps the
message size as small as possible and supports stop-wait
retransmission mechanism. For transmission of messages
using-CoAP, clients are directly connected to a server or

client will connect to a proxy, which is linked to servers via
HTTP.
Applications: Smart city development, Smart grid and
building automation, Group communications, Transport
logistics

IVV. CONCLUSION

This paper reviews the MQTT, MQTT-SN, AMQP, CoAP,
XMPP, and DDS data protocols of 10T. We compared these
protocols with the challenging issues such as security,
caching, resource discovery, support to QoS etc. Finally, we
analyzed the performance of these protocols with various
metrics such as network packet loss rate, message size,
bandwidth consumption and latency. We observed that after
analysis of each protocol is better on its way depends upon
its applications. However internet-based applications such as
instant messaging, Systems controlling and Voice over IP
(VolP) for communication, XMPP provides a better result,
due to its XML stanza based transmitting, and light weight
carrying of messages with minimal latency.

Further, it is recommendable to determine further
evaluations of performance metrics and appropriate
qualitative interpretations for additional M2M protocols that
can be applied in IoT.

Protocol | Characteristics Working Advantages Disadvantages Applications
Low power prgfobéc?lu?ng?se;m Save power Long-lived TCP Home
MQTT usage, to collect data and and memory, g Fnecion AERCIE ",
M-M topic names Enterprise level
communication §ensoig talr S PovCiiEaos are long strings applications
infrastructure g g PP
. Data flow is
Char_mel Allows internet Sec‘."e’ Senvice more than XMPP In_stant
XMPP encryption and lsersi® send discovery, server. lack Messaging, Group
presence : Very Robust, - chat, Gaming,
. instant messages world wide - :
checking powerful support Vehicle Tracking
Message De5|_gned tq Highly reliable, Wc_)rks at Business
. support wide variety of Store & higher : .
AMQP | queueing and - . Messaging, and in
. messaging and forward bandwidths .
interoperable. L2 - Banking Industry
communication patterns communication only
Interoperable, To c_onnect one Interoperable, Medical Imaging,Military
. device to other Systems,
DDS data service device and also to Saves Have no Hospital
with high ; bandwidth, Scalability P
share right data at the . . Integration and
performance - flexible and reliable h
right place Wind Farms.
Synchronous Used n S|mp_le 1-1 Communication, Less
request electronic devices M-M standard, not Smart homes,
g that permits them Lo more mature smart grid and
CoAP response, . communication 2
to communicate and standard Building
1-1 or M-M . - , Resource .
communication interactively over a discover compared to automations
network. Y MQTT.
Table 2: Summary of all the Data protocols in loT
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