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Abstract— The use of mobile devices is increasing day by day 

as it is handy, provides higher level of mobility, and allows 

us to perform tasks which were only possible in the computer 

once. With increased jobs also comes huge amount of data 

which cannot be maintained on mobile due to its size and 

security concerns. Moreover we want the data to be available 

globally and can be accessed on any media through internet. 

Here falls in the concept of cloud. A cloud storage system, 

consisting of a collection of storage servers, provides long 

term storage services over the Internet. The emergence of 

cloud computing has changed the world upside down, after 

which mobile cloud computing was emerged as a potential 

technology. But there still exist few threats like security, 

reliability, heterogeneity and privacy which prevent the 

consumers from adopting mobile cloud computing. In today’s 

world n number of cloud service providers are available in 

market and they play a very important role in improving trust 

and security among the clients which can be used as a storage 

provider. When the service providers are used for both 

cryptographic operations and storage then there is a huge 

threat of unauthorized access or usage of data. We propose a 

trusted third party approach using dual encryption in order to 

increase security among the cloud service providers. 
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I. INTRODUCTION 

Smartphone’s and tablets are becoming ever more popular as 

they become cheaper to buy and very user friendly and easy 

to write applications. But these mobile devices come with few 

resource constraints such as low storage space, battery 

operated, and less processing power. The best remedy is 

Cloud which allows the users to access their data and 

numerous applications on demand and anywhere in the world. 

Mobile cloud computing comprises of three components 

which are mobile device, wireless communication channel 

and cloud. Data stored over cloud and flow through network 

in the plain text format is a security threat. Cloud uses the 

concept of storing the data on multiple third party servers, 

rather than on the dedicated server used in traditional 

networked data storage. Neither the owner of the data nor the 

user of the data knows where the data is stored. It is only cared 

by the cloud storage provider that claims that they can protect 

the data but no one believes them. In order to maintain 

mobility and overcome this limitations encryption of data is 

needed before the storing of data in the cloud. Finally there is 

a need of technique to enhance the data security in mobile 

cloud computing.  

This paper proposes a method that allows user to 

store and access the data securely from the cloud storage. It 

also guarantees that no one except the authenticated user can 

access the data neither the cloud storage provider. This is 

achieved using dual encryption techniques. We are using 

proxy re-encryption technique which is based on the concept 

of a semi trusted proxy key to translate a cipher-text under the 

data owner. The Elgamal encryption used has simple 

algorithm and does not rely on a user’s public key 

infrastructure (PKI).This encryption scheme is very efficient 

to encrypt any size of data. 

II. LITERATURE REVIEW 

Cloud storage is one of the primary use of cloud computing. 

With the cloud storage, data is stored on multiple third party 

servers, rather than on the dedicated servers used in 

traditional networked data storage.  

The actual storage location may even differ from 

day to day or even minute to minute, as the cloud dynamically 

manages available storage space. Typical cloud storage 

system architecture includes a master control server and 

several storage servers, as shown in figure 1. With the 

explosive growth of cloud computing, security is the main 

issue which prevents the more number of users from this 

field. The issues which prevents the users to accept cloud 

computing are in terms of security, privacy, reliability. To 

achieve more security in the computing paradigm trusted 

third party was included which restricts the unauthorized 

access of users. 

 
Fig. 1: Typical Cloud Storage System Architecture 

The various algorithms and encryption techniques used by the 

data owner are as follows: 

A. Symmetric key Encryption 

The symmetric key encryption is defined as the identical key 

used for encryption of data will be used again for the 

decryption of data 

B. Role-Based Access Control 

Here the data objects are mapped to roles and those roles are 

further assigned to the authorized users. Based on the access 

list the requested data was given to the user those who have 

to access the file. 
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C. Key-Policy Attribute Based Encryption 

The data owner encrypts the data and a set of attributes was 

used to decrypt the cipher text is known as key policy 

attribute based encryption. This scheme is appropriate for 

organizations those who involve different type of access for 

various users.  

D. Attribute-Based Encryption 

A set of user attributes used to encrypt and decrypt the data is 

known as attribute-based encryption. 

E. Public Key Infrastructure 

The technique which requires separate keys such as public 

key and private key for encryption and decryption is known 

as public key infrastructure. 

F. Hierarchical Identity Based Encryption 

The public and private key pairs are provided to the users 

without using CA. The unique identifiers are used as a public 

key. The private key generator generates the private key holds 

the master secret key called root PKG. The root PKG is 

responsible for the private key generation in certain 

hierarchy. 

1) Advance Encryption Standard (AES)  

Algorithm provides encryption and decryption to the data and 

having a key length of 128,192,256 bits. AES provides 

effective security compared to other symmetric encryption 

algorithms. 

2) Deffie- Hellman Algorithm 

It is used for the key exchange between the user and the owner 

which provides digital signature and it is having the ability to 

decode easily. 

3) Elgamal Encryption Algorithm (EEA)  

Elgamal encryption comprises of three components which are 

key generation, the encryption algorithm and the decryption 

algorithm. 

4) Key Generation 

 A generates cyclic group G of order q with generator g. 

 A chooses a random x from {1,…., q – 1} 

 A calculates h = gx 

 With the explanation of G, q, g. A distributes h as their 

public key. 

 And also A uses x as their private key that will be used 

as a secret key 

5) Encryption 

 Using public key (G, q, g, h) the message m was 

encrypted. 

 B chooses a random y from {1,….,q – 1}then c1 : gy 

 The shared text was calculated by B which is s : = hy : = 

gxy 

 B maps their secret message m onto an element m’ of 

group G. 

 Then B compute the value of c2: m′. s 

 Finally the cipher text was calculated as (c1, c2) = (gy, 

m′. hy) and sends to A. 

6) Decryption 

 Here (c1, c2) was decrypted with their private key x. 

 A computes the shared text s: = c1x 

 Then m′ = c2. S–1 which transfers again to the plain text 

m. 4. Thisalgorithm produces the message c2. S–1 = m′. 

gxy, g–xy . m′  

III. RELATED WORK 

Mobile cloud computing aims to empower the mobile user by 

providing a seamless and rich functionality, regardless of the 

resource limitations of mobile devices. [10] Presents 

taxonomy of issues found in this area, and the approaches in 

which these issues have been tackled. Issues such as risks of 

privacy exposure, scalability in key management, flexible 

access and efficient user revocation, have remained the most 

important challenges toward achieving fine-grained, 

cryptographically enforced data access control.[3] In this 

paper, we propose a novel patient-centric framework and a 

suite of mechanisms for data access control to PHRs stored in 

semi-trusted servers. 

After analyzing numerous papers it has been found 

that the data security is required to be enhanced. The best way 

so far is to encrypt the data before storage. Many encryption 

algorithms and techniques have been studied and 

implemented so far. The technique of elliptic curve 

cryptography encryption to protect data files in the cloud has 

been well exploited over here [6]. The proposed model has 

two parts in the cloud storage server, Private data section and 

shared data section which makes the sharing of data easy and 

secure. More efforts are required to solve the problem of 

group sharing of data in the shared data section as in this 

scheme only member of group can access the data stored over 

shared data section. One to many, many to one, many to many 

communications is not possible. 

IV. PROPOSED SCHEME 

To achieve more security in the computing paradigm trusted 

third party was included which restricts the unauthorized 

access of users. The third party will enhance the data 

confidentiality in the cloud infrastructure. The data must be 

encrypted before storage to improve the security and 

confidentiality. We propose to use a proxy server as a trusted 

third party which performs re-encryption of data. The third 

party prevents the intruders those who decrypt the encrypted 

data in the storage. The sender and receiver will not perform 

the cryptographic operations. 

The system architecture contains three entities they 

are data owners, data users and proxy servers as shown in 

Figure 2. 

 
Fig. 2: System Architecture 
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1) The Data stored in the server belongs to the Data owner 

and is responsible for key distribution to the users who 

request to access the data. The data provided by the 

owner is stored in the proxy server with an access list. 

The proxy server performs dual encryption of data. An 

exchange of private key takes place between the data 

owner and the data users. 

2) Encryption and re-encryption of data is done by the 

proxy server which acts as a trusted third party. A 

separate proxy server is maintained for key storage, this 

way we can reduce unauthorized users. 

3) When the data user requests the owner for data retrieval 

the verification is done with the access list provided by 

the data owner. If the requested user is an authorized one 

then it has all the rights to access the stored data. The 

data retrieved by the data user from the server is in 

encrypted form, based on symmetric encryption the data 

is decrypted to get an original content. 

Data owner sends the data and access list to the 

proxy server; encryption is performed using Advance 

Encryption Standard (AES) algorithm before the data gets 

stored in the proxy server. Here the symmetric key encryption 

is used to convert the plain text to cipher text. Before sending 

the data to the cloud storage the data is re-encrypted by proxy 

re-encryption algorithm and finally the data is stored in the 

cloud storage as shown in figure 3. 

 
Fig. 3: Proxy Re-Encryption 

The request for the data made by the data user is 

fulfilled only when the data user is verified with the access 

list. Based on that the user will be authorized otherwise the 

user will be determined as an unauthorized user. For the 

authorized user key exchange using Deffie- Hellman 

algorithm takes place between the user and owner.  To reduce 

the unauthorized access a separate proxy server is maintained 

for key storage as shown in figure 4. 

 
Fig. 4: Key Storage 

 The proxy server performs the re-encryption and the 

data retrieval request was sent to the database. For an 

authorized user the cloud service provider releases the 

requested data from the database. With the key provided the 

user can now decrypt the data at his end based on symmetric 

key encryption. 

 
Fig. 5: Decryption of Data 

V. CONCLUSION 

Security and privacy are the main barrier which prevents the 

user from opting mobile cloud computing. The data can be 

secured by using various encryption techniques to encrypt the 

data before storing. Use of proxy server as a trusted third 

party is proposed here which secures the data by performing 

re-encryption of data before storage. Any size of data can be 

encrypted which makes proxy re-encryption a simple and 

efficient encryption technique. To enhance the security a 

separate proxy server is maintained for key storage. The data 

can also be securely shared between the users using this dual 

encryption technique. 
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