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Abstract— In recent years, IoT has found lot of demand with 

advancement of technology. IoT is used in all fields for 

remote monitoring and controlling. It has very huge 

applications in field of power electronics, power system, 

mechanical system, medical engineering and many more. A 

survey was performed on various applications in the field of 

IoT, It is found that IoT is implemented in the field power 

system optimizes the generation and provides updates about 

the system remotely. More things are being connected to 

address a growing range of business needs. In fact, it can be 

said that by 2020, more than 50 billion things will connect 

to internet-seven times our human population. 
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I. INTRODUCTION 

With the advent of the Internet, people have become 

increasingly interconnected at an unprecedented scale [1]. 

However, due to the proliferation of short-range networks 

and the prevalence of devices connected to these networks, a 

seamless interconnection between devices is gradually being 

created. Such short-range networks include wireless sensor 

networks (WSNs), wireless fidelity (WiFi), Bluetooth, 

radio-frequency identification (RFlD) networks, and 

ZigBee. It is envisaged that devices will be connected 

together to create, gather, and share information. The 

process of sharing, gathering, and creating information will 

involve a series of communication between devices with or 

without human intervention. These devices are various types 

of objects/things with embedded intelligence and 

communication capabilities. Examples of such devices are 

sensors, smart phones, cars, home appliances, health care 

gadgets, or RFID tags. Therefore, not only humans are being 

interconnected, but devices also are being interconnected. 

This paradigm shift has led to the concept of the Internet of 

Things (IoT).  

 The IoT is a radical evolution of the current 

Internet, which has been transformed from providing human 

interconnection into a network of interconnected devices. 

These devices interact with the physical world using Internet 

protocols and standards in order to collect data from the 

environment [1]. The IoT will enable the transformation of 

sensed or gathered data into intelligent information, thus 

embedding intelligence into our environment. In addition, 

the IoT will involve billions of devices that have the ability 

to report their location, identity, and history over wireless 

connections [2]. 

 The realization of the IoT is gradually coming into 

fruition as a result of several major trends. Advancements in 

the field of digital electronics have immensely contributed 

to the development of miniature devices that can sense, 

compute, and wirelessly communicate within short 

distances. These devices exist as part of our everyday lives 

in areas such as health care, smart grid, home appliances, 

retail, etc. In addition, the decreasing costs of these devices 

have also led to a drastic increase in their deployments in 

recent years. 

 According to [3], in 2003, when there were about 

6.3 billion people in the world, only 500 million devices 

were connected to the Internet. Thus, at that time, there was 

less than one device per person. As a result, the IoT did not 

yet exist in 2003 since the number of connected devices was 

relatively low. Subsequent to 2003, after the unveiling of the 

first set of smart phones and tablet personal computers by 

manufacturers, there was a gradual increase in the number 

of connected devices.  

 By 2010, the number of devices connected to the 

Internet rose to 12.5 billion while the world’s population 

increased to 6.8 billion, making the number of connected 

devices per person more than one for the first time in history 

[3].  

 From a recent forecast outlined in [4], the number 

of connected devices will double compared with the number 

of humans on earth by 20l3 and will grow to an estimated 25 

billion connected devices by 2015, when the world’s 

population is expected to be about 7.2 billion. Moreover, it 

has been predicted that almost 50 billion devices will be 

connected by 2020 [5], [6].  

 The number of devices will rise to over four times 

as high as the global population. This increase will be 

accelerated in part by the enhanced capabilities of devices 

used every day to orchestrate and manage human activities . 

Some of the technologies that have paved the way for the 

possibility of interconnectivity of everyday devices have 

existed for some time, whereas others are yet to mature. 

These technologies provide the capabilities that will be 

required for the full operation of an IoT ecosystem, which 

includes data capturing, connectivity and communication, 

computing, and data storage. A few of the technologies 

supporting the realization of effective and resourceful data 

gathering include nanotechnology, micro electromechanical 

systems, and digital electronics. The advancements and 

convergence in these areas have resulted in the development 

of devices that can sense, compute, and communicate with 

each other. For connectivity and communication, several 

types of networks are able to interwork to provide seamless, 

continuous, and ubiquitous connectivity for any device 

within the IoT ecosystem. The interworking of these 

networks will support short- and long range communications 

between connected devices. The short range networks, 

which are classified as field networks in this paper, include 

Bluetooth, RFID, and WiFi; whereas the long range 

networks include cellular networks, Worldwide 

Interoperability for Microwave Access (WiMAX), etc. To 

realize a complete IoT ecosystem, cloud computing offers a 

dynamic way of accumulating and storing data. It provides a 

huge storage capacity and eases the process of data access 

for data analysis and decision making. It can also offer 
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infrastructure, platforms, or software as a service for 

generating and storing real-time data.  

 The aforementioned technologies have a common 

goal, which is to generate data for use in achieving an 

intelligent environment. However, the internetworked 

“things” are the main components of the IoT ecosystem. 

Akin to how humans are the users of the Internet, devices 

(things) are the users of the IoT. Devices initiate 

communications among themselves. Typically, these 

devices are constrained in terms of battery life, processing 

power, and memory and will often operate within the 

uncertain wireless environment, thus creating a number of 

networking challenges that traditional routing protocols 

cannot solve . 

 Ultimately, to develop and maintain an intelligent 

environment is dependent on how smart the connected 

devices are and the quality of data they are able to gather. 

The ability to communicate to collect huge amounts of data 

in real time is key to unlocking the value of the IoT. As a 

result, devices will require intelligent routing protocols. 

Novel and cognitive approaches applied to routing protocols 

can be adopted. Such protocols should opportunistically 

leverage available network resources to support seamless 

continuous communication between IoT devices and handle 

intermittent network connectivity in harsh and/or mobile 

environments. 

 
Fig 1: A typical IoT system 

II. ARCHITECTURE OF IOT 

Architecture of internet of Things contains basically four 

layers:  

 Application Layer  

 Gateway and the network layer  

 Management Service layer  

 Sensor layer 

 
Fig. 2: Architecture of IoT 

1) Application Layer 

 Lowest Abstraction Layer  

 With sensors we are creating digital nervous system.  

 Incorporated to measure physical quantities  

 Interconnects the physical and digital world  

 Collects and process the real time information 

2) Gateway and the Network Layer  

 Robust and High performance network infrastructure  

 Supports the communication requirements for latency, 

bandwidth or security  

 Allows multiple organizations to share and use the same 

network independently  

3) Management Layer 

 Capturing of periodic sensory data 

 Data analytics  

 Streaming analytics 

 Ensures security and privacy of data 

4) Sensor layer 

 Provides a user interface for using IOT 

 Different applications for various sectors like 

transportation, healthcare, agriculture, supply chains, 

government, retail etc.  

III. IOT COMMUNICATIONS MODELS 

From an operational perspective, it is useful to think about 

how IoT devices connect and communicate in terms of their 

technical communication models. In March 2015, the 

Internet Architecture Board (IAB) released a guiding 

architectural document for networking of smart objects 

(RFC 7452), 39 which outlines a framework of four 

common communication models used by IoT devices.  The 

discussion below presents this framework and explains key 

characteristics of each model in the framework. 

A. Device-to-Device communications 

The device-to-device communication model represents two 

or more devices that directly connect and communicate 

between one another, rather than through an intermediary 

application server. These devices communicate over many 

types of networks, including IP networks or the Internet. 

Often, however these devices use protocols like Bluetooth, 

40 Z-Wave,41 or ZigBee42 to establish direct device-to-

device communications, as shown in Figure 3. 

 
Fig. 3: Example of device-to-device communication model 

 This device-to-device communication approach 

illustrates many of the interoperability challenges discussed 

later in this paper. As an IETF Journal article describes, 

“these devices often have a direct relationship, they usually 

have built-in security and trust [mechanisms], but they also 

use device-specific data models that require redundant 

development efforts [by device manufacturers]”. This means 
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that the device manufacturers need to invest in development 

efforts to implement device-specific data formats rather than 

open approaches that enable use of standard data formats. 

 From the user’s point of view, this often means that 

underlying device-to-device communication protocols are 

not compatible, forcing the user to select a family of devices 

that employ a common protocol. For example, the family of 

devices using the Z-Wave protocol is not natively 

compatible with the ZigBee family of devices. While these 

incompatibilities limit user choice to devices within a 

particular protocol family, the user benefits from knowing 

that products within a particular family tend to communicate 

well. 

B. Device-to-Cloud communications 

This communication model is employed by some popular 

consumer IoT devices like the Nest Labs Learning 

Thermostat44 and the Samsung SmartTV.45 In the case of 

the Nest Learning Thermostat, the device transmits data to a 

cloud database where the data can be used to analyze home 

energy consumption. 

 Further, this cloud connection enables the user to 

obtain remote access to their thermostat via a Smartphone or 

Web interface, and it also supports software updates to the 

thermostat. Similarly with the Samsung Smart TV 

technology, the television uses an Internet connection to 

transmit user viewing information to Samsung for analysis 

and to enable the interactive voice recognition features of 

the TV. In these cases, the native features. 

 
Fig. 4: Device to Cloud Communications 

IV. APPLICATIONS OF IOT 

A. Home and Building Automation 

 
Fig. 5: Home and Building Automation 

The following are applications which automated using IoT,  

 Web application and mobile apps enabled wireless and 

internet connected lights  

 Smart appliances management and control  

 Intrusion detection systems, alarm systems and 

surveillance systems  

 Safety systems such as smoke and gas detection  

 IOT devices are used to monitor and control electronic, 

electrical and mechanical systems in homes and 

buildings in order to improve convenience and safety. 

The tasks of IOT in this domain include 

 Home entertainment management such as video, audio 

and projectors.  

B. Medical and health care systems 

 
Fig. 6: Medical and health care system 

Internet of Things technology has caused a certain degree of 

development in mobile digital medical systems. This 

enabled to obtain human body multiple physiological 

parameters to medical service center through human 

wearable multi-parameter sensor network. The tasks of IOT 

in this field include   

 Remote health monitoring  

 Emergency notification systems  

 Wearable IOT devices  

 Medication remainder  

 Real-time infant monitoring  

C. Smart Metering system 

 
Fig. 7: Smart metering system 

Smart metering is an essential element in smart grid 

implementations as they are using Internet of Things 

technologies to transform traditional energy infrastructure. 

Smart metering through IOT helps to reduce operating costs 

by managing metering operations remotely. It also improves 

the forecasting and reduces energy theft and loss.  
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 These meters simply capture the data and send it 

back to the utility companies over highly reliable 

communication infrastructure.  

D. Smart Grid 

 
Fig. 8: Smart Grid 

As discussed above that smart meter is a key part of the 

smart grid and there are millions of smart meters already 

connected to the grid. Smart grid makes better use of 

available energy supply by optimizing electricity generation 

and distribution depending upon the load demand.  

 This includes Ethernet based communication 

connected substations with intelligent equipment devices at 

each substation. This enables the automation of substations 

which can be coordinated effectively for a better power 

distribution especially during peak hours.  

 IoT in smart grid determines parts where the 

lacking power and excessive power taking place at a given 

point of time and accordingly helps the generating stations 

to come online to fill up the gap. With the use of internet 

connected smart meters at individual customers, smart grid 

collects the current load data instead of historical data and 

then control local energy generation and load. This can also 

implement an efficient way of energy measures and billing 

the consumers. The smart meter data can also be used for 

improving the real-time identification of grid fault location 

and restoration. Another benefit from IOT based smart grid 

is that it can schedule the consumers to operate their high 

wattage loads when demand on the grid is low.  

V. CONCLUSION  

IoT is an upcoming technology of innovation but still at its 

early stage of research and development. IoT cannot be used 

widely if it is not safe. Therefore, the security issues of IoT 

and some countermeasure for required security parameters 

are addressed.  

 Even though in recent years, an active research on 

IOT is going on, but still some issues can be further focused 

on:  

1) Use and evaluation of Wi-Fi, Ethernet, Bluetooth for 

networking of IOT or Zigbee protocol. 

2) Application oriented study is needed for different 

industrial application in which IOT can be used in order 

to initiate a new technological revolution. 
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