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Abstract— In the recent years, with the advent of control 

systems, SCADA has played an important role in the field of 

automation. SCADA systems offer a means of controlling 

remotely located devices in an industrial process. 

Supervisory control can be combined with data acquisition 

wherein the data is obtained from the devices and it is 

processed further according to the user’s needs. This paper 

offers an insight into the functioning of a typical SCADA 

system and its application for thermal power plant. The 

paper presents various types of architecture of such control 

systems, along with an overview of the security concerns 

pertaining to them. 
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I. INTRODUCTION 

Industrial processes existing in the physical world are 

monitored and regulated by computer-controlled systems 

called Industrial Control Systems (ICS). SCADA 

(Supervisory Control and Data Acquisition) is defined under 

the category of Industrial Control Systems. 

 Complex process and systems, or entire sites are 

monitored and controlled by integrated systems, more 

commonly denoted by SCADA.[1] It is a technology that 

offers users the potency to send control directives to and 

collect information from one or more distant facilities. 

SCADA eliminates the need of human presence at the 

remote facilities where standard operations take place.[2] 

Industrial processes worldwide are controlled by SCADA. It 

facilitates reduction of costs and increased efficiency along 

with an upsurge in the profitability of operations. 

 Over the last few decades, considerable progress 

has been observed in terms of scalability, functionality, 

openness and performance of SCADA systems. They have 

even been considered as alternatives for development of 

complicated and demanding control systems like the ones 

that are a part of physics experiments.[3] 

II. SCADA 

A SCADA (supervisory control and data acquisition) has 

been present ever since there have been control systems. 

Data acquisition in the first SCADA systems was done using 

panels of meters, lights and strip chart recorders. 

Supervisory control was carried out by the operator who 

manually operated various control knobs. Such systems are 

still being used in factories, plants and power generating 

units.[4] 

 SCADA systems are a type of Industrial Control 

System. They are used to gather information and exercise 

control from remote locations. In situations where integrated 

data procurement is as significant as control, SCADA 

systems are employed to monitor remote units. These 

systems find applications in distribution processes such as 

water supply and wastewater collection systems, oil and gas 

pipelines, electrical utility transmission, and rail and other 

public transportation systems. 

 SCADA applications are comprised of two 

elements, namely, the process/machinery system that needs 

to be controlled and an interconnection of devices which 

form an interface with the process under consideration via 

sensors and control outputs. This interconnection that allows 

the user to measure and monitor explicit elements of the said 

process, is the SCADA system. 

 SCADA systems perform consolidated control for 

various process inputs and outputs by integrating Human 

Machine Interface (HMI) software and data transmission 

systems with data acquisition systems.[5]  

 The transfer of data between operator terminals, 

such as Remote Terminal Units (RTUs) and Programmable 

Logic Controllers (PLCs), and the central host computer is 

included in SCADA systems. 

 A SCADA system collects relevant data, transfers 

the data back to a central site, then notifies the home station 

about the event, implementing the required analysis and 

control, and then displays the data in a logical and 

systematic manner using graphs or text, thus enabling the 

operator to control a whole process in real time. Public 

Switched Network (PSN) was used for control purposes in 

conventional SCADA systems. At present, the infrastructure 

provided by corporate Local Area Network (LAN) or Wide 

Area Network (WAN) is used to control a variety of 

systems. Monitoring is also carried out by extensively 

deploying wireless technologies.[6] 

The two types of components that form a part of SCADA 

systems are: 

A. Hardware 

This usually comprises of a Master Terminal Unit (MTU) 

located at a control center, communications equipment such 

as cable, satellite, radio, etc. and one or more geographically 

dispersed field sites constituting of a RTU or a PLC that 

controls actuators and or sensors.  

B. Software 

Programming of the software is carried out to instruct the 

system about the parameters that need to be considered, 

their permissible ranges and the response to be generated 

upon occurrence of an fault.[5] 
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Fig. 1: A typical SCADA system 

 When a process is widely distributed, SCADA 

allows an operator to be present at a central location and 

make set point changes on distant process controllers. The 

changes may comprise of opening or closing of valves and 

switches, gathering measurement information, and 

monitoring alarms. As they reduce the number of routine 

visits by the operator, the benefits of SCADA systems in 

terms of cost reduction are especially observed when the 

dimensions of the process become very large.[2] 

III. COMPONENTS OF SCADA SYSTEM 

A typical SCADA system consists of the following 

subsystems: 

 Remote Terminal Units (RTUs): RTUs are small, 

computerized electronic devices controlled by a 

microcontroller. They are deployed in the field at 

specific sites and locations and connected to the 

sensors. RTUs are points where information is gathered 

from sensors and commands are delivered to control 

relays. They also convert sensor signals to digital data.  

 Programmable Logic Controllers (PLCs): They are 

similar to RTUs in functionality. PLCs are sometimes 

used as a replacement for RTUs owing to their lesser 

cost, diversity and flexibility.  

 A Telemetry System: PLCs and RTUs are connected 

with the various other components in the process. This 

is done using a telemetry system.  

 Data Acquisition Server: It connects the software to 

field devices so that clients can obtain information from 

them.  

 Sensors and Control Relays: These directly interface 

with the system.  

 Human Machine Interface (HMI): The HMI device is 

like an interface between the client and the SCADA 

system. Through it, the operator can control and 

manage the process while at the same time requesting 

data from the server.  

 A Historian: It requests data from the server like a client 

and collects time stamped data as well as other 

information about events and alarms. This helps in 

creating graphical trends and a database that can be 

queried. 

 SCADA Master Unit: These are large computers that 

acquire data and control the system. Master Units are 

like central processors that regulate the managed system 

on the basis of sensor inputs.  

 A Communication Networks: It connects the SCADA 

Master Unit to the RTUs.  

IV. WORKING OF AN SCADA SYSTEM 

SCADA systems comprise of telemetry and data acquisition. 

SCADA incorporates gathering of data, conveying it back to 

the central unit, performing any required examination and 

control followed by presenting the data on numerous 

operator displays. The necessary control tasks are then 

communicated back to the process. 

 The SCADA working principle encompasses the 

following four functions: 

 Data acquisition  

 Networked data communication  

 Data presentation  

 Control   

These functions are elaborated as follows: 

 Various types of sensors such as those of pressure, 

temperature, Hall Effect etc are set at assorted locations in 

the industrial installations where perpetual monitoring is 

necessary. The various parameters are continuously 

measured by these sensors and their observations are 

conveyed to the microcontroller for further processing. 

Accurate working of the plant and frequent assessment is 

crucial to these places but human involvement presents 

severe accidental threats and also causes operational losses. 

To solve this, sensors are placed at critical sites rather than 

human monitoring. 

 The microcontroller is fixed on to the general-

purpose microcontroller board. It implements an appropriate 

algorithm to convert readings, based on the inputs that it 

receives, into standard units. The microcontroller board is 

also connected to a wireless network protocol such as GSM, 

Internet, Bluetooth, and ZigBee. These provide for smooth 

transmission of information from remote areas to the central 

control unit. At the receiver end, the data is presented on the 

computer screen where human supervision is applied and 

hence the distant sections of the industrial unit are controlled 

from one common site. The supervisor is immediately 

instructed by the system in the event of an anomaly and 

financial and operational losses are avoided.[1] 

V. ARCHITECTURE OF SCADA 

 
Fig. 2: Architecture of a SCADA system 
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The term SCADA usually refers to centralized systems 

which monitors and controls entire sites, or complexes of 

systems spread out over large areas (anything between an 

industrial plant and a country). Most control actions are 

performed automatically by Remote Terminal Units 

("RTUs") or by programmable logic controllers ("PLCs"). 

Host control functions are usually restricted to basic 

overriding or supervisory level intervention. For example, a 

PLC may control the flow of cooling water through part of 

an industrial process, but the SCADA system may allow 

operators to change the set points for the flow, and enable 

alarm conditions, such as loss of flow and high temperature, 

to be displayed and recorded.  

 The feedback control loop passes through the RTU 

or PLC, while the SCADA system monitors the overall 

performance of the loop.  

 Data acquisition begins at the RTU or PLC level 

and includes meter readings and equipment status reports 

that are communicated to SCADA as required. Data is then 

compiled and formatted in such a way that a control room 

operator using the HMI can make supervisory decisions to 

adjust or override normal RTU (PLC) controls. Data may 

also be fed to a Historian, often built on a commodity 

Database Management System, to allow trending and other 

analytical auditing.  

 SCADA systems typically implement a distributed 

database, commonly referred to as a tag database, which 

contains data elements called tags or points. A point 

represents a single input or output value monitored or 

controlled by the system. Points can be either "hard" or 

"soft". A hard point represents an actual input or output 

within the system, while a soft point results from logic and 

math operations applied to other points. (Most 

implementations conceptually remove the distinction by 

making every property a "soft" point expression, which 

may, in the simplest case, equal a single hard point.) Points 

are normally stored as value-timestamp pairs: a value, and 

the timestamp when it was recorded or calculated. A series 

of value-timestamp pairs gives the history of that point. It's 

also common to store additional metadata with tags, such as 

the path to a field device or PLC register, design time 

comments, and alarm information. 

VI. SCADA INSTALLED IN THERMAL POWER PLANT 

A SCADA simulation of a Thermal power plant developed 

using LabVIEW data logging and supervisory control (DSC) 

module has capacity to supervise the operation and data 

acquisition. A simulation has capacity for supervising a 

plant operation. The SCADA system's databases and 

software programs, to provide trending, diagnostic data, and 

management information such as scheduled maintenance 

procedures, logistic information, detailed schematics for a 

particular sensor or machine, and expert-system 

troubleshooting guides for power plant.  

 A simulation has facility to acquire the value of 

temperature and pressure which are sensed by a temperature 

sensor and pressure sensor respectively.  

 In this Simulation we can supervise high and low 

level position of level sensor available at thermal power 

plant.  

 Figure 3show the main screen for plant Simulation. 

The main Parts of the plant Simulation are Gear Speed: 

Speed I & Speed II, Turning Gear, Motor Forward 

Operation, Emergency Stop: To Stop turbine Immediately 

for Any Emergency Situation, Mode of Fuel Control: 

Follow Up & Remote Control Mode, Fuel Flow: Manual 

Plunger, Fuel Control Valve: You can see % opening of the 

Fuel control valve, Turbine RPM Gauges, Digital Meter for 

parameters like : Pressure, Temperature, Torque, Power 

Turbine Start/ Stop Status, Preconditions Check Window, 

System Alarms. 

 
Fig. 3: Model of Thermal Power Plant 

A. Supervision of Turbine 

This screen shows the turbine in which we are showing 4 

parameters to display Temperature, Pressure, Torque, and 

Speed. To engage and disengaged the turbine from alternate 

by which we can run the alternator in neutral mode. 

 
Fig. 4: Supervision of Turbine 

B. Supervision of Cooling Water System 

The purpose of a cooling system is to transfer heat from one 

source or medium to another. In a cooling system with a 

cooling tower, cool water is pumped away from the cooling 

tower and is circulated through hot equipment (usually 

through a separate piping system in a heat exchanger). A 

heat exchange occurs the equipment is cooled, and the water 

from the cooling tower becomes Warmer. The warmed 

water then returns back to the cooling tower. In the cooling 

tower the warmed water is sprayed downward, and air is 

blown upward with a fan. As the warm water droplets 
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contact the air, some of the water droplets evaporate, and the 

air absorbs the heat released from this evaporation—thereby 

lowering the temperature of the remaining water. 

 
Fig. 5: Supervision of Cooling Water System 

C. Supervision of Pump Operation System 

From Main Screen Trainee can switch to Pump Operation 

Screen by clicking the PUMP CONTROL icon. Trainee able 

to operate the Pump in Manual Mode. In Auto Mode he can 

monitor the Status of the Pump as it is in ON or OFF state. 

 
Fig. 6: Supervision of Pump Operation System 

VII. CONCLUSION 

The presented idea shows that by the use of supervisory 

control and data acquisition (SCADA) we integrate hole 

power plant in a system. The condition of power plant are 

monitored and can be seen in a control room the SCADA 

provides supervisory on whole power plant, reducing human 

intervention along with automation of total power plant. We 

can also control the task of turbine speed control which is 

practically impossible with human operation thus we use the 

SCADA system automatic operation for easy control. 
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