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Abstract— This paper gives the introduction of cyber-attacks, 

their types, motives and consequences. But the main aim of 

this paper is to provide the insight of some of the major cyber-

attacks that took place all over the world and their effects. The 

aim of this paper is to dig the history of the cyber-attacks to 

learn their nature and motive behind them so as to prevent and 

mitigate them in the future. 
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I. INTRODUCTION 

In cyber-age and cyberspace nobody can underestimate the 

power of a single click. Pressing of one key of a keyboard can 

even do more damage than pressing the trigger of a gun.  Our 

too much dependency, reliability on computer and Internet 

has made us this much vulnerable that every moment we have 

to live in the fear of a cyber-attack. In the physical world it is 

easy to know our enemy and his strength but in the 

cyberspace, we can never be fully sure that who, when, and 

how can cause direct or indirect harm to us. This paper gives 

introduction to cyber-attacks and cyber-attackers along with 

their types and also some of the cyber-attacks are mentioned 

whose diverse nature can make us realize that in the 

cyberspace it is not that easy to identify the threat. 

A. Cyber-Attack 

According to the Practical Law Company  a Cyber Attack can 

be defined as an attack initiated from a computer against a 

website, computer system or individual computer 

(collectively, a computer) that Compromises the 

confidentiality, integrity or availability of the computer or 

information stored on it.1 

There can be two main goals behind the motive of 

carrying any type of cyber-attack i.e.: 

1) To disable the target computer or knock it offline,  

2) To get access to the target computer's data. 

B. Types 

These attacks typically fall into three main categories:  

a) Unauthorized intrusions, which is the illegal entering 

into a computer system by the use of hacking techniques. 

Unauthorized access of an insider for his personal gain 

also comes under this.  

b) Destructive viruses or worms, spreading quickly from 

machine to another through email or any other medium 

of data exchange. It also causes failure of functions of 

parts of the network; and 

c) Denial of service (DOS) attacks, which is the 

bombarding of target computer system with the bogus 

traffic to hamper its functioning. 

Whatever may be the goal, the most common 

methods to launch a cyber-attack are as follows:   

 

1) Malware, which is malicious software downloaded to a 

target computer to do anything from stealing data to 

encryption of files and demanding ransom. 

2) Phishing emails that are designed to make fool out of the 

victims so that they end up giving their passwords or taking 

some other harmful action. 

3) Denial of Service attacks, which is a series of 

overwhelming bogus traffic generally resulting in crashing or 

slowing down of server. 

4) Man in the middle attacks, which lure the target computer 

into joining a compromised network. 

C. Types of Attackers 

There is a wide range of “bad actors” with varying motives 

that breach the cyberspace security. All the cyber-attackers 

who have been identified till now with their possible motives 

are given below 

a) Nation States, for espionage or to take economic 

advantage or as a tool of warfare. 

b) Cyber criminals, for their personal gains usually 

financial gains. 

c) Cyber terrorists, for advancing their motive, spreading 

violence. 

d) Hackers, also known as “script kiddies” i.e.  Self-taught 

usually young people, for satisfying their personal 

motives, sometimes just for fun or out of curiosity. 

e) Hacktivists, (the most famous group among them is- 

Anonymous), for their politically or socially motivated 

agenda. 

f) Commercial companies, for industrial espionage or to 

disrupt competitors; 

g) Insiders, for their personal motives, to take some sort of 

revenge etc. 

D. Consequences of Cyber Attacks 

By studying the different types of cyber-attacks that have 

happened till the date, we can categorize the cyber-attacks 

into four categories according to the damages they did and 

consequences they had. These four categories are as follows: 

1) Minor annoyance or inconvenience, which causes not 

much damage or loss, and is usually it get self-healed, without 

need of any significant recovery efforts or cost; 

2) Limited misfortune, which causes small economic, 

human or societal damage, as compared to the resources of 

involved individuals, organizations or the society. Also the 

recovery process and the recovery efforts are simple and 

within the scope of the victims.  

3) Major or widespread loss, which causes significant 

economic, human or societal damage, as compared to the 

resources of involved individuals, or which threaten to affect 

large part of society. For this, the recovery process and efforts 

are possible yet difficult with a huge burden on the resources 

of those who are involved.  

4) Major disaster, which causes great damage or loss to the 

victims. These disasters are having long-term effects. The 

recovery process is extremely difficult and may be impossible 
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in some of the cases. Also the recovery efforts put a huge 

amount of pressure on the resources of the victims. 

II. MAJOR CYBER ATTACK  

Every year there have been thousands of cyber-attacks across 

the globe. In the next section, 10 major cyber-attacks are 

being mentioned which are unique in their own way. Be it the 

motive behind the attack, the kind of attack or the attacker 

behind the attack, all these attacks are worth knowing to 

understand the depth of cyber-attacks. All these attacks had 

exposed the loopholes in the cyber security process and 

showed the vulnerabilities of even the pioneers of the 

cyberspace.  

A. The Morris Worm (1988)3, 4, 5, 6 

On November 2, 1988, a Computer Science student from 

Cornell University, Robert Morris, released a worm into the 

Internet. It was a self-propagating and self-replicating which 

Morris injected as an experiment from MIT instead of his 

own University to hide his identity. All things seem to be 

working fine for Morris except the rate at which the program 

was replicating itself. The program had a bug therefore it was 

infecting the machines at a much higher rate than the expected 

one. And very soon the things got slipped out of Morris’s 

hand as a huge number of machines of various sites such as 

military centers, research facilities, universities, institutes etc 

started crashing from the worm infection. Seeing the 

situation, Morris along with his one friend from Harvard 

University tried to find some solution and sent a message 

containing the instructions to kill the worm. But this plan of 

them also failed because of the congestion in the network 

lines. Many programmers worked insanely to find the 

solution to get out of this problem and finally it was a team at 

Berkeley University who got success in retarding of 

spreading of virus. This incident caused around $200 to over 

$53,000 to deal with the worm infected devices. After the 

investigation, Morris was caught and sentenced to three years 

of probation and with a fine of $10.050 imposed on him along 

with few hundreds of hours of community service for 

violating the Computer Fraud and Abuse Act. Later, the 

worm was named after Morris and became popular as the 

Morris Worm. The effect of this incident can be very well 

understood from the fact that this incident led to the 

establishment of CERT (Computer Emergency Response 

Team). 

B. Blocking Of Phone Lines to Win Porsche (1990)7 

This attack can be regarded as one of the most interesting 

attacks in cyberspace. In the year 1990, a radio station in Los 

Angeles KIIS FM decided to have a “call and win” 

competition for its listeners. The rules of the competition 

were quite simple- after a particular sequence of some songs, 

the lucky 102nd caller for the radio station would get a brand 

new a Porsche 944 S2 car. It was a pure luck based 

competition. But a hacker named Kevin Poulsen put some 

more effort than others to change his fate.  He hacked into the 

computers of the phone network, got root access to PacBel”s 

switches and as soon as that particular sequence of songs 

started playing on the radio, he blocked all the calls other than 

his call coming to the radio station’s number. And in this way 

he was succeeded in winning the Porsche but later got caught 

and served five years in prison. 

C. Solar Sunrise (1998)8, 9  

The year 1998 had seen a cyber-attack that managed to get 

access of more than 500 computers which belonged to the 

military as well as government and private sector of the 

United States.   In the attack the hackers used a virus on the 

Solaris operating system of Oracle and hence the virus got the 

name Solar Sunrise. Apart from this virus attack, there is no 

known virus found on the Solaris (or SunSolaris) OS and 

hence this made this attack as one of a kind of attack.  During 

the initial days after the attack, there was a doubt of 

involvement of some Iraqi operatives in the attack since at 

that time there was much tension between the US and Iraq. 

Top US investigating teams including FBI investigated the 

matter and what came out after the investigation had left 

everybody shocked. It was found out that this was not a work 

of any Iraqi but three teenagers, two from California and one 

from Israel. They named themselves as “the Analyzers”. This 

incident gave the very first cyber-war alarm which proved to 

be nothing but a false-alarm. Discovering of this kind of 

vulnerability forced US Defense department to take strong 

steps to avoid such thing in the future. 

D. Hacking of NASA and US Defense Department (1999)10, 

11, 12 

It was from late August to October 1999 that a young boy of 

just 15 years of age named Jonathan James had done 

something unimaginable. Under the pseudonym of Comrade, 

he repeatedly penetrated into the computers of two of the 

world’s most secured and sensitive organizations- NASA and 

a US Defense Department agency. In June, 1999 he 

penetrated into the computers of the apace centre and stole a 

piece of NASA software worth of $1.7 million which was 

supporting space station’s physical environment, including 

temperature and humidity. NASA had to shut down the 

systems in its space centre for 21days to recover which cost 

it around $41,000. He did not stop here, later in the months of 

August and October he managed to invade the computers of 

Defense Threat Reduction Agency of US Defense 

Department that monitors threats to the United States from 

conventional and special arms as well as nuclear, biological 

and chemical weapons. He not only invaded the computers 

there but also  installed a “backdoor” on its servers with the 

help of which he later got access to more than 3,300 internal 

emails and at least 19 usernames and passwords. James later 

was caught and because of his young age got only light 

sentenced. This case had shock the entire world because the 

ease with which James managed to break into these 

organizations exposed a big loophole in the whole cyber 

security process. 

E. The Melissa Virus (1999) 13, 14, 15 

Melissa was a macro virus which according to its creator 

David Smith, was originally not intended to cause any 

damage, ended up costing $80 million in damages only in US 

and about $1.1 billion across the world.  

It was a very simple virus which had infected 

Microsoft Word documents and automatically disseminated 

itself as an attachment via email. Then it mailed out to the 
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first 50 names listed in an infected computer’s Outlook email 

address box. It can be said that the Melissa virus used social 

engineering techniques to reach more and more people as it 

came with the message “here is the document you asked me 

for….do not show it to anyone’. When the infected document 

was opened, the virus creates an e-mail with the following 

features: 

1) Subject 

Important Message From “sender name” 

2) Text 

Here is that document you asked for…do not show anyone 

else   

3) Attachments 

A file with a DOC. 

The recipients of this message were the first 50 addresses 

‘Melissa’ found in the address book in Outlook.  

Melissa was one of the first viruses to get the status of rock 

star virus. Due the massive infection caused by it companies 

like Microsoft, and Intel had to block their Internet 

connection. David Smith, was later arrested and sentenced to 

20 months in prison. The aftermath of this incident was the 

grand sales of anti-virus software that year.  

F. MafiaBoy(2000)16,17 

In February 2000, a 15 year old high school student from 

Canada, Michael Calce using the handle “Mafiaboy”,  staged 

one of the largest DDoS attack on a number of high-profile 

commercial websites including Amazon, CNN, eBay and 

Yahoo!. To gain the control of millions of computer, 

Mafiaboy used a bot network and then launched the attack 

which lasted for one week. During this one week, the 

websites received such an overwhelming traffic which they 

were obviously unable to handle and as a results the websites 

collapsed. The story behind this attack is also quite 

interesting. Calce took a challenge to take down CNN website 

after getting instigation from a fellow hacker who believed 

that this task was near to impossible. Within few minutes 

Calce completed the task and the power he felt after the task 

urged him to carry out the big attack. Calce was later arrested 

and since he was a juvenile, he was sentenced to eight months 

in "open custody" at a rehabilitation home and probation 

period of one more year.  

G. Internet Attacked (2002) 18, 19, 20 

In October 2002, a cyber-attack hit US which were regarded 

that time as the “largest and most complex” attack of history. 

It was quite a different attack because instead of targeting any 

organization or entity, it was aimed to target all 13 domain 

name system’s root servers, mainly the Internet itself. It was 

a DDoS attack in which seven servers out of 13 were 

completely down while two suffered serious degradation. 

Only four of them were working fine during the attack which 

lasted for about an hour. This attack was meant to do more 

damage than it actually did and this was what the authorities 

were concern about. Since the attack lasted only for an hour 

therefore the damage caused by it was measurable and the end 

users did not experienced anything. 

H. Hacker Targets Scientology (2008)21, 22  

In January 2008, a group of hackers named themselves as 

Anonymous targeted the website of Church of Scientology by 

launching DDoS attack. Dmitriy Guzner, a New Jersey 

teenager along with undisclosed number of other hackers sent 

DDoS attack on the website which was brought down for 24 

hours and resumed working only when the Church handover 

its server to another hosting company. According to the 

website of the group, the attack was an anti-Scientology 

protest against the alleged attempts of the Church to bring 

down a leaked youtube video in which famous actor and 

Scientologist Tom Cruise was seen making enthusiastic 

claims about the religion. Though Guzner claimed that he was 

not aware of the seriousness of the prank while launching the 

attack, the court found him guilty and he was sentenced two 

years of probation following his prison sentence of a year and 

a day and ordered to pay $37,500 in restitution to the church. 

I. Stealing Of Tens of Millions of Credit Card Details (2009) 

23, 24, 25  

Albert Gonzales, a hacker from Miami, along with some other 

cyberthieves, was responsible for sealing 130 million credit 

card and debit card numbers from more than 250 financial 

institutions. It is believed to be the largest retail-store theft in 

US history. Gonzales was earlier working with the US 

government’s investigating agency to help hunting the 

hackers but later got fired from work after being discovered 

passing the information to the criminals. The hackers used 

malware to steal the data to   get the financial information 

installing by “sniffers” programs.  

J. Cyber-Attack at Google China (2009)26, 27 

In December 2009, Google’s headquarter in China was 

shocked to discovered a number of worm attacks in which 

hackers had taken control of many servers of Google and  a 

large amount of intellectual property rights was stolen. 

McAfee had named this incident as Operation Aurora 

believing that this is the original name used by hackers.  

Earlier it was thought to be the work of some hackers. But 

after further investigations, it was found by the Google that 

the attack had a political motive behind it as it targeted the 

Gmail accounts of Chinese human rights activists. All fingers 

were raised toward Chinese government which has always 

been accused of violating human rights. This incident created 

a rift between Google and Chinese government because to 

enter the huge Chinese market, the company had already 

bowed to the government’s Internet censorship and since the 

starting of its operation in the country in the year 2006, 

Google had been providing censored version with 

www.google.cn. But after the cyber-attack incident the 

company relocated its server to Hong Kong to avoid Chinese 

censorship and started redirecting the Chinese users to the 

uncensored results- a move which resulted in the completely 

shutdown of the company by Chinese government.  

III. CONCLUSION  

This paper tries to explain some of the major cyber-attacks 

that happened before which caused either huge economic 

damage or had adversely effected the society on a very large 

scale. The motives behind all these attacks extend from 

personal benefits to political rivalry. Also, one important 

thing that we learned by knowing these attacks is that it is not 

always the evil minds that can cause damages but sometimes 

curious mind and adventurous heart can also lead the society 
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towards the destruction.  For any kind of prevention and  

mitigation process, it is always important to study the 

incidents occurred in the history because only then we can 

learn about our vulnerabilities and potential threats as well as 

we can take the strong security measures against any kind of 

future attack.  
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