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Abstract— The well-known multiletter cipher encryption 

method is playfair cipher  Although, a wide variety of 

techniques have been  employed for encryption and 

decryption The playfair cipher shows a great advancement 

over other encryption method. It consists of 5X5 key matrix. 

Playfair cipher is the form of block cipher which has no limit 

on the number of characters in a message it can do, but it 

operates on block of characters encrypting and decrypting 

two characters at a time cipher. In this, the plain text digraphs 

are converted to cipher text digraphs and vice versa using a 

pre-shared key. 
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I. INTRODUCTION 

Cryptography is an area of data security which is developed 

to provide security for the senders and receivers to transmit 

and receive sensitive data through an insecure channel by a 

means of process called Encryption and Decryption. 

Cryptography ensures that the message should be sent 

without any alterations and only the authorized person can be 

able to open and read the message. A number of 

cryptographic methods and algorithms are developed for 

achieving secure communication. 

In this paper we discussed about the classical play 

fair algorithm, its merits demerits and other related work done 

in this field.  

The classical play fair algorithm is based on the use 

of a matrix of letters constructed using a keyword. 

This cipher algorithm can only allow the text that 

contains only alphabets. The existing play fair cipher 

algorithm is based on with use of 5 X 5 matrix of letters 

constructed using a keyword. In this a keyword 

‘MONARCHY’ is used, the matrix is constructed by filling 

the letters of keyword from left to right and top to bottom and 

filling in the remainder of matrix with the remaining 

alphabetic order[3] 

A. Cryptography Equation  

 Equation for encryption 

C= [EKs(Plaintext)]............1 

 Equation for decryption 

P=[DKs(Ciphertext)]........2 

M O N A R 

C H Y B D 

E F G I/J K 

L P Q S T 

U V W X Z 

Table 1: A Classical Playfair Matrix 

II. RELATED WORK 

To give more prospective about the performance of the 

playfair cipher algorithms, this section describes and 

examines previous work done in field of playfair cipher 

encryption. 

Extended Playfair Algorithm [1] proposed a use of a 

larger key matrix of size 6×6. This approach provides space 

for 36 characters, which include 26-alphabets of English 

language and all the 10-decimal numbers (0-9). But it needs 

more character support in order to be able to work over a large 

range of text file.  

The Universal Playfair Cipher [3] uses dynamic key 

matrix of size m×n to accommodate any set of alphabets of 

any language. The proposal introduces use of two special 

symbols- * and #. Modified Playfair for a Large Block 

Plaintext [5] is a technique which further modified the  

Proposal to reduce the time complexity for the cases of 

encryption / decryption of large block of plaintext, by 

increasing the size of the plaintext matrix Pij to n×m.  

In recent times Verma et al [1] extended play fair 

cipher by making it 3D and supporting alphabets, digits and 

special characters. For furnishing security, it applied XOR 

with random key generated by Linear Feedback Shift 

Register (LFSR). An extended playfair cipher also include 

rotation and random swap patterns uses an encryption method 

which involved 25 characters for encryption. This technique 

supports all 26 characters filled in two different key matrices 

and swapping of row and columns of key matrices according 

to randomly generated swap patterns.  

Alam et al [2] described an encryption technique 

which provides security and privacy by encrypting the 

message at the sender side and decrypting it at the receiver 

side. It modified playfair cipher, 5x5 matrix to m x n matrix 

playfair cipher in which two symbols “*” and “#” are used to 

make it more secure. The main thing is that it helps to encrypt 

or decrypt plain text written in any natural language the same 

is supportable in our proposed technique. Srivastava et al [4] 

considered diagrams in the plaintext as single units and 

changed to cipher text diagrams using 8 x 8 Playfair with 

LFSR to make the classical Playfair more secure like AES 

and DES. Different type of cipher attacks has been considered 

and non-vulnerability of new cipher has been discussed. Also 

Srivastava et al[5] modified playfair cipher using 8 x 8 matrix 

with random number generator, LFSR is used to make 

playfair cipher non vulnerable to attacks. In this proposed 

technique we used random number generator for swap 

patterns so that key is modified again and again up to 50% 

(max). Randomization adds more security. Swapped patterns 

sequence is of 8 digits containing decimal numbers 1-4, like 

12342314 this is randomly generated and tells sequence of 

swapping of rows and columns of key matrix. Shang et al [7] 

highlighted a new modified version for Playfair cipher 

algorithm. 

3D-Playfair cipher is a multiple letter cipher 

technique. Trigraphs of the plaintext are treated as single unit 

and converted into corresponding cipher text trigraphs and 

vice versa And the other hand Classical Playfair Cipher 

supports English alphabets with limitation that only one 

alphabet “i” or “j” will be considered at a time. 3D-Playfair 

Cipher came into focus to overcome this limitation. In 

addition to that 3D Playfair Cipher also overlooks the 

limitation of similar fashion encryption of diagrams and its 

reverse diagrams. 3D-Playfair cipher supports all alphabets 

{A-Z}, 10 digits {0-9} and 28 special characters including {! 
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“ * # $ % & ‘ + , - . / : ; ( ) < = > ? @ [ ] \ ^ _ | }. The theme 

of this research is to enhance the security of text files that 

contains alphabets, numerals and special characters. In this 

approach we developed a structure rotation concept on key 

matrix of 3D-Playfair cipher using random key to achieve the 

objective. Random sequences are generated through Linear 

Feedback Shift Register due to its simplicity and better 

performance.  

This extended playfair cipher supports all 26 

characters filled in two different key matrices, second matrix 

having extra checksum characters. As Playfair is susceptible 

to various attacks, so to avoid that, we included rotation 

operation on key matrices and swapping of rows and columns 

of key matrices according to randomly generated swap 

patterns. 

A DNA and Amino Acid-Based Implementation [7] 

modifies the Playfair cipher significantly by introducing 

DNA-based amino acid structures to the core of the ciphering 

process.  

III. CONCLUSION  

The use of internet is growing rapidly. So there are more 

requirements to secure the data transmitted over different 

networks using different security services. To provide the 

security to the network and data different encryption methods 

are used [4]. 

This paper presents a survey on playfair cipher. It is 

a multiletter cipher technique. In recent times we enhanced 

the playfair cipher using 6x6 matrix, 8x8 matrix and 16x16 

matrix. These system not only encrypts only alphabets but 

also numerals and special character. It also shows spaces 

between words and some encryption systems uses different 

block for different alphabet, numerals and special character. 

The extended and modified playfair matrix play has various 

advantages over simple playfair cipher algorithm is suitable 

for real life application.  
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