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Abstract— Wireless network is infrastructure less network. 

The open nature of the wireless intermediate leaves it open to 

on purpose interference attacks, typically referred to as 

jamming. This intentional attacks interference with wireless 

transmissions can be used as an initiate protection for 

increasing rejection-of-Service attacks on wireless network 

system Jamming has been address under an external risk 

reproduction. However, adversary with internal knowledge of 

protocol specification and link secrets can initiate low down 

exertion jamming attacks that are difficult to detect and 

counter. In this work, we address the problem of careful 

jamming attack in wireless system. In these attacks, the 

adversary is active only for a short period time, target 

communication of high value .We illustrate the compensation 

of  jamming in terms of network performance degradation 

and opponent effort by the presenting two case study. a 

discerning attack on TCP and one on routing. We 

demonstrate that the selective jamming attacks can be launch 

by the stage real time small package classification of the 

physical layer. To take the frame off these attacks, we develop 

three schemes that the put off real time packet arrangement 

by combine cryptographic primitive with the objective-level 

attribute. We investigate the security of our methods and 

estimate their computational and communication visual 

projection. 

Key words: Selective Jamming, Denial-of-Service, Jamming 

Attack, Wireless Networks, real time system of Packet 
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I. INTRODUCTION 

Wireless networks are vulnerable to be number of security 

threats due to the open nature of the wireless in-between. A 

Trans receiver can overhead something on invariable 

transmissions, introduces simulated communication, or block 

the communication of reasonable ones. One of the necessary 

ways for degrading the network performance is by jamming 

wireless transmissions. In the simplest form of jamming, the 

fight corrupts transmitted messages by causing 

electromagnetic noisy in the network’s operational 

frequencies, and in proximity to the under attack receivers. 

For an adversary non believer to the completion details of the 

network, a typical jamming line of attack is the continuous 

production of high-power nosiness signals such as continuous 

signal tones, or FM modulated noise. However, adopt an 

“always-on” jamming strategy has a number of 

disadvantages. First, the supporter has to spend an important 

quantity of energy to jamming occurrence bands of interest. 

Second, the constant presence of high interference levels 

make this kind of jamming simple to notice, third these 

attacks are easy to take the edge off either by increase 

spectrum infrastructure, spatial retreat, or localization and 

removal of the jamming nodes. In this paper, we think about 

a complicated opponent model in which the adversary is 

aware of the implementation details of the network protocols. 

By exploit this knowledge; the opposition launches selective 

jamming attacks in which it targets detailed packets of “high” 

value. For example, congestion of TCP acknowledgments 

(ACKs) can severely degrade the throughput of a TCP link 

due to the jamming control device of the TCP protocol. 

Compared to continuous jamming, the opponent is dynamic 

for a short time, thus expend orders of magnitude less power. 

To present careful jamming, the opponents have to be 

talented of classifying transmitted packets Selectivity was 

achieved via inference from the control communication 

already transmitted. Channel-selective jamming attacks were 

measured in. It was shown that target the control channel 

reduces the required power for performing a DOS attack by 

several orders of extent. To protect control channel traffic, 

control information was replicated in multiple channels. The 

“location” of the channel where be in charge of traffic was 

broadcast at any given time, was crypto graphical protected. 

We planned a randomized frequency hopping algorithm, to 

protect the control channel inside jammers. Projected a 

incidence hopping anti-jamming technique that does not 

require the provision of a secret hopping sequence connecting 

the communicating other party. 

In An ad-hoc network, Networks are organizing on-

the-fly, devices can permit to leave and join the network 

during its lifetime. Wireless devices communicate directly 

with devices inside their radio range in a peer-to-peer network 

topology. If they wish to communicate with a device which is 

outside of their range, Ad-hoc network can use a mid-way 

device or intermediate devices within their radio range to 

forward communications. Ad-hoc On-Demand Distance 

Vector is one of the most general ad-hoc routing protocols 

used for portable ad-hoc networks. AODV is on-demand 

routing procedures that determine a route only when there is 

a demand of data transfer exist for mobile nodes. In AODV 

routing procedure, a transportable join that wishes to 

correspond with other node first broadcasts an RREQ (Route 

Request) message to find a fresh route to a desired target 

mobile node. If a mobile node discover a fresh enough route, 

it unicast an RREP (Route Reply) communication back all 

along the saved pathway to the source mobile node or it 

otherwise re-broadcasts the RREQ message in Ad-Hoc 

network. 

II. RELATED WORK 

Here the involvement towards jamming attacks is 

concentrated by using the two algorithms. 

1) Symmetric encryption algorithm    

2) Creature force attacks against block encryption 

algorithms. The   projected algorithm keeps these two in 
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mind as they are necessary in dropping the jamming 

attacks by using the packet thrashing mechanism 

A. System Architecture 

Uninterrupted availability of the wireless medium is availed 

to wireless networks to interconnect participating nodes. 

Wireless networks are highly vulnerable to multiple security 

threats. Attacker with a transceiver can eavesdrop on wireless 

transmissions, inject spurious messages, or jam legitimate 

ones. While eavesdropping and message injection can be 

prevented using cryptographic methods, jamming attacks are 

much harder to counter. In the proposed system, we consider 

the internal threat model. Under Jamming attacks, the 

adversary interferes with the reception of messages by 

transmitting a continuous jamming signal, or several short 

jamming pulses. 

 
Fig. 1: System Architecture 

 

 
Fig. 2: Realization of a Selective Jamming Attack 

Fig. 3: Generic Frame Format for a Wireless Network 

Jammer  

Generic Frame Format for a Wireless Network Jammer must 

have information about each deposit of the TCP protocol is 

the required condition. The authentic design for frame in the 

wireless network as shown in figure 2.The preamble, PHY 

header, MAC header, payload followed by MAC CRC and 

the PHY-preview which might be optional, these are the 

situations used in the frame format .The trailer may be append 

at PHY layer to maintain the organization between sender and 

take delivery off. To jamming the network protocol and secret 

extract from compromised nodes. 

 
Fig. 4: Generic communication system diagram 

III. ACTUAL IMPLEMENTATION 

Projected system uses Network Simulator 2.34 tool in which 

abut end is TCL and back end is c++. Here two protocols are 

used. TCP procedure is used for establish constant connection 

and AODV steering protocol is used for finding steering 

pathway for data packets. The RTS Mechanism enabled at 

MAC layer. The transmission rate is 11Mbps for every link. 

The option targeted RREQ these jammers are kept between 

the communicate pairs. But due to flood quality of AODV the 

accidental jammer fail in troubling direction    pathway. The 

below figure 4 gives the perfect flow of the projected system. 

 Completion of wireless node in NS-2 with AODV. 

 Implementation of jamming attack with discerning 

communication. 

 Implementation of packet classification for wireless 

transfer. 

 Implementation of packet hiding for real package. 

 Recognition of jamming attack and investigation with 

throughput. 
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Fig. 5:  

Through encryption key remain secret its static 

fraction is acceptable for classification of packets. In 

broadcast communication the standing decryption key must 

be shared between projected nodes. There are some 

advantages of planned system- Very easy for exploiting 

knowledge from compromise nodes. The second advantage is 

that planned system gives discerning jamming attack to DOS 

with very low hard work. By using proposed system strong 

security protocols are achieve In the next step we are 

implementing the jamming attack [13]. The DOS attack file 

is produce. After compile the TCL file of the second step, the 

PSR and PDR these two Graphs and one nam file is produced. 

The nam file shows how the packets are transmitted between 

diagram of nodes and how the jammer node is suspend 

between them.  

A. Network Model 

The network consists of a compilation of nodes connected via 

wireless links. Nodes may communicate in a straight line if 

they are within communication series, or indirectly via 

various hops. Nodes communicate both in cast mode and 

broadcast mode. Communications can be each unencrypted 

or encrypted. For encrypted put on air communications, 

symmetric keys are shared in the middle of all intentional 

receivers. These keys are recognized using pre allocated two 

of a type intelligent keys or asymmetric cryptography.  

B. Communication Model 

Small packages are convey at a velocity of R bauds. Each 

PHY- layer demonstration corresponds to q bits, where the 

value of q is identify by the underlying digital modulation 

system. Every representation carries _ _ q data bits, where α/β 

is the rate of the PHY-layer encoder. Here, the transmission 

bit rate is equal to q R bps and the information bit rate is _ _ 

q R bps. Spread variety techniques such as incidence hopping 

spread spectrum (FHSS), or direct sequence spread spectrum 

(DSSS) may be used at the PHY layer to protect wireless 

transmissions from jamming. SS provides vulnerability to 

interference to some level (typically 20 to 30dB gain), but a 

powerful jammer is still able of jamming information packets 

of his choosing. Convey packets have the average design 

depicted. The opening is used for coordinate the sample 

procedure at the receiver. The PHY layer legend includes in 

series on the matter of the length of the organization and the 

transmission rate. The MAC header determines the MAC 

protocol translation, the basis and objective addresses, 

sequence numbers plus some additional fields. The MAC 

header is followed by the frame body that typically contains 

an ARP packet or an IP datagram. Finally, the MAC frame is 

protected by a cyclic redundancy check (CRC) code. At the 

PHY layer, a trailer may be appended for synchronizing the 

sender and receiver.  

C. Adversary Model 

We imagine the opponent is in control of the message in-

between and can jam and can jam messages at any part of the 

network of his choosing (similar to the Do   l e v- Yao model). 

The adversary can activate in full-duplex mode, thus being 

able to be given and send out at the same time. This can be 

reach, for example, with the use of multi-radio transceivers. 

In addition, the adversary is operational with directional 

antennas that enable the reception of a signal from one join 

and jamming of the same indicator at a different. For analysis 

purposes, we take for granted that the adversary can pro-

actively jamming an integer of bits just below the ECC 

aptitude near the beginning in the transmission. He can then 

come to a decision to irrecoverably alter a transmitted packet 

by jamming the last representation. In reality, it has been 

established that selective jamming can be achieved with far 

less reserves [32]. A jammer ready with a particular semi-

duplex transceiver is enough to organize and jam put on the 

air packets. However, our replicas take into custody a more 

effective opponent that can be incapable even at high 

transmission speeds. The adversary is assumed to be 

computationally and storage space encircled, even though he 

can be far superior to normal nodes. In particular, he can be 

operational with individual purpose hardware for performing 

cryptanalysis or any other required computation. Solving 

well-known durable cryptographic difficulty is believed to be 

point in time-strong. For the points of analysis, given a 

nothing text, the most capable method for derive. 

IV. CONCLUSION 

We address the problem of discerning jamming attacks in 

wireless networks. We considered an inside opponent model 

in which the jammer is distribution of the network less than 

attack, thus being conscious of the set of rules condition and 

common network secrets. We show that the jammer can 

arrange transmitted packets in definite time by decoding the 

first a small number of symbols of an ongoing transmission. 

We estimate the contact of responsive jamming attacks on 

network protocols such as TCP and routing. We findings 

show that a selective jammer can extensively impact 

performance with very low effort. We developed three 

schemes that transform a selective jammer to a random one 

by preventing real-time packet classification. Our schemes 

come together cryptographic primitives such as declaration 

scheme, cryptographic puzzle, and all-or nothing 

transformations (AONTs) with objective layer individuality. 



Survey Paper of Packet Hiding Method for Preventing Jamming Attack in Wireless Network 

 (IJSRD/Vol. 5/Issue 10/2017/079) 

 

 All rights reserved by www.ijsrd.com 305 

We estimate the security of our system and quantify their 

computational and communication in the clouds. 
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