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Abstract— Mobile ad hoc network is a self-configuring and 

decentralizing network which is proficient to structure 

network dynamically. Due to its dynamic behavior and lack 

of central authority security becomes the challenging task 

for this network. In this most of the nodes can get 

compromised from various types of threats such as worm 

hole, black hole and denial of service. Black hole attack is a 

serious threat which inject false route over the network by 

broadcasting itself as a shortest route. The simulation of our 

proposed mechanism is performed in NS-2.35 network 

simulator and the analysis of proposed mechanism is done 

using performance measuring metrics like PDR, 

Throughput, Routing load and End-to End delay. The 

experimental results of our work outperforms than the other 

ones. 
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I. INTRODUCTION 

Mobile ad-hoc networks (MANET) are independent and 

noncentralized wireless techniques. MANETs involve 

mobile nodes which are free in shifting in and out in the 

network. Nodes are the techniques or gadgets, that is, cell 

phone, laptop computer, individual electronic devices, MP3 

player, and PC that are forming the network and are mobile. 

These nodes can work like host/router or both at the similar 

time. They can form irrelevant topologies based on their 

connection with each other in the network. These nodes 

have the capability to set them up, and because of their self-

settings capability, they can be implemented quickly without 

the need for any infrastructure (Ullah & Rehman, 2010). 

Security in MANET is the most serious issue impacting 

performance of network. The accessibility to network 

services, protecting privacy, and ensuring reliability can be 

carried out by guaranteeing which protection problems have 

been met (Ullah & Rehman, 2010). MANETs generally are 

difficult to protect from attacks because of its functions like 

open medium, modifying its topology dynamically, 

deficiency of main monitoring and control, cooperative 

methods, and no obvious protection procedure (Ullah & 

Rehman, 2010). These aspects have modified the attack 

areas for the MANETs versus the protection risks. Routing 

protocols have been created that determine how routers 

communicate with each other and how to select routes 

between any two nodes on a computer network. In general, 

routing methods is one of the complicated and exciting 

analysis places. Many routing methods have been designed 

for MANETS, that is, AODV, OLSR, DSR, etc. (Ullah & 

Rehman, 2010). AODV is one of the well-known On-

Demand Routing techniques (Das, Belding-Royer, & 

Perkins, 2003). Some scientists (Deng, Li, & Agrawal, 

2002; Ramaswamy, Fu, Sreekantaradhya, Dixon, & Nygard, 

2003) investigated this routing protocol and discussed the 

weaknesses in ad hoc routing protocols and the attacks 

which can be performed. According to research carried out 

by Usha and Bose (2012), AODV technique is the most 

unprotected against the black hole attacks. 

II. RELATED WORK 

Table below presents some of the related studies on existing 

solutions for multiple black hole attack or in similar 

domains. These studies were found useful and have 

provided a focus for this study. The table is based on the 

following headings: 

1) Title of the study. 

2) Names of author. 

3) Briefly description of the studies. 

4) Experimental results. 

5) Study limitations. 
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III. INVESTIGATED SOLUTIONS 

The selected solutions for this project which carried out after 

investigating existing solutions for preventing multiple 

black hole attacks in MANET using AODV routing protocol 

are as following: 

1) DPRAODV method, presented by Raj and Swadas 

(2009). 

2) AOMDV method, presented by Geetha and Revathi 

(2013). 

3) Modified AODV, presented by Mistry, Jinwala, and 

Zaveri (2010). 

4) IDSAODV method, presented by Dokurer (2006). 

IV. INTRUSION DETECTION SYSTEM (IDSAODV) 

(Dokurer, 2006) proposed IDSAODV, which is another 

modified AODV that is designed to reduce the adverse 

effect of black hole attack. The protocol mitigation method 

is implemented by modifying the routing update mechanism 

in AODV protocol. The process to ignore the first 

establishment route is added to the logical expression in 

routing update process. The main strategy is that when the 

network is under attack, multiple RREP from a different 

path is generated. This protocol assumes that the first RREP 

message that arrived at a node is from a malicious node, and 

hence the mitigation method in IDSAODV is to ignore this 

RREP to avoid false route entry being updated to the routing 

table. This method is able to improve the packet delivery but 

there is at least one limitation, for example, if the second 

RREP message received at a source node comes from a 

malicious node, it is not able to avoid or stop it. 

A. Security Goals 

In giving a protected systems administration environment 

some or the majority of the accompanying administration 

may be required. 

1) Authentication: 

This administration confirms the character of hub or a client, 

and to have the capacity to counteract mimic. In wired 

systems and base based remote systems, it is conceivable to 

execute a focal power at a point, for example, a switch, base 

station, or get to point. Be that as it may, there is no focal 

power in MANET, and it is a great deal more hard to verify 

an element. Confirmation can be furnishing utilizing 

encryption alongside cryptographic hash capacity, 

computerized mark and endorsements. 

2) Confidentiality: 

Keep the data sent disjointed to unapproved clients or hubs. 

MANET utilizes an open medium, so generally all hubs 

inside of the immediate transmission reach can get the 

information. One approach to keep data classified is to 

encode the information, and another procedure is to utilize 

directional receiving wires. It likewise guarantees that the 

transmitted information must be gotten to by the proposed 

collectors. 

3) Integrity: 

Guarantee that the information has been not adjusted amid 

transmission. The respectability administration can be given 

utilizing cryptography hash capacity alongside some type of 

encryption. At the point when managing system security the 

honesty administration is regularly given verifiably by the 

confirmation administration. 

4) Availability: 

Guarantee that the expected system security administrations 

recorded above are accessible to the planned gatherings 

when required. The accessibility is ordinarily continue by 
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redundancy, physical protection and other non-

cryptographic means, e.g. use of robust protocol. 

5) Non-repudiation: 

Guarantee that gatherings can demonstrate the transmission 

or gathering of data by another gathering, i.e. a gathering 

can't erroneously deny having gotten or sent certain 

information. By creating a mark for the message, the 

element can't later deny the message. In broad daylight key 

cryptography, a hub A signs the message utilizing its private 

key. Every single other hub can confirm the marked 

message by utilizing An's open key, and A can't deny that its 

mark is joined to the message. 

V. PROPOSED WORK 

Research framework is used to diagrammatically describe 

the individual steps followed throughout this research. In 

general, it is used as a guide by researchers to zoom-in on 

the scope of study. Figure below shows the research 

framework followed in this study. The study is divided into 

three phases and each phase’s output is an input to the next 

phase. Phase 1 is based on the investigation of the existing 

solutions using AODV routing protocol for preventing 

single black hole attacks in MANET. Phase 2 is concluded 

with two phases: Phase 2a is focused on determining one 

efficient solution between the existing solutions from phase 

1 that implemented by NS2 before based on the following 

metrics: packet delivery ratio, packet loss percentage, 

average endto- end delay, and route request overhead. Phase 

2b implements the proposed solution on MANET without 

black hole attack and MANET with two black hole attacks. 

Finally, phase 3 compares the results found out from phase 2 

in finding the performance of single black hole attack 

prevention solutions on network with multiple black hole 

attacks. The phases are indicated in figure below 

 
The research will be conducted through four main phases. 

The following subsections will describe each phase briefly.  

A. Phase 1 

Investigating the Existing Solutions 

Investigating the information in this phase has been done as 

following: 

1) Searching has been done between existing solutions 

since 3 years ago. 

2) Information is collected from http://ieeexplore.ieee.org/, 

http://www.sciencedirect.com/and 

http://scholar.google.com.my/. 

3) For choosing the proposed solutions in this phase, it is 

looked for simple and efficient methods. 

B. Phase 2 

1) Phase 2a: Clarifying Efficient Solution  

In phase 1, the solutions that investigated will be used in this 

phase to determine a good solution in terms of high packet 

delivery ratio, low end-to-end delay, low packet loss 

percentage, and lessened route request overhead. In this 

phase, we determined the proposed solution between 

solutions that already have been implemented by NS2. 

2) Phase 2b: Executing the Existed Solution 

In this phase the solution that is determined in phase 2a will 

be implemented. For implementation, NS-2.35 simulator 

will be used and implementation will be done on MANET 

without black hole attack, MANET with one black hole 

node, and MANET with 2 black hole nodes. 

3) Simulation: The Customary Definition 

According to Issariyakul (2012), simulation is “the process 

of designing a model of a real system and conducting 

experiments with this model for the purpose of 

understanding the behavior of the system and/or evaluating 

various strategies for the operation of the system.” With the 

dynamic nature of computer networks, we thus actually deal 

with a dynamic model of a real dynamic system. 

4) Network Simulator (NS) 

In this study, an event-driven network simulator tool known 

as NS2 (version 2.35) is used, and according to Issariyakul 

(2012), it has been proved efficiently capable in the study of 

dynamic nature of communication networks. Furthermore, 

wired and wireless network related protocol can be 

simulated using NS2. Practically, NS2 provides a way for 

users to specify network protocols in the field or wired and 

wireless network and also simulating their individual 

behaviors based on predefined parameters. Furthermore, 

NS2’s publicity and the variations of differentversions 

revised by different institutions after its original 

development at University of California and Cornell 

University in 1989.Institutional unit such as Defense 

Advanced Research Projects Agency (DARPA) took interest 

in the development of NS via the Virtual InterNetwork 

Testbed (VINT) project (Issariyakul, 2012). National 

Science Foundation (NSF) among others have joined in the 

continuous revision and development of NS2 including 

group of community researchers and developers who are 

continuously working to make NS2 better. The simulation is 

done to analyze the performance of MANET without black 

hole attack, with 1 black hole mobility node, 2 black hole 

mobility nodes, and 3 black hole mobility nodes in terms of 

below metrics: 

1) Packet delivery ratio. 

2) End-to-end delay. 

3) Packet loss percentage. 

4) Route request overhead. 

 NS is an event-driven network simulator program, 

developed at the University of California, Berkley. It 

includes several network objects such as protocols, 

applications, and traffic source behavior. The NS is a part of 
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VINT project being supported by DARPA since 1995 

(Issariyakul & Hossain, 2012). 

 The NS-2 at the simulation layer, interprets user 

simulation scripts by using OTcl (object-oriented tool 

command language) programming language. OTcl language 

is an object-oriented extension of the Tcl Language which is 

fully compatible with the C11 programming language. 

 At the top layer, NS is an interpreter of users’ Tcl 

scripts; both make use of C11 codes.  

 Figure shows the use of NS-2 in interpreting OTcl 

script. Furthermore, while OTcl script is being interpreted, 

NS creates two main analysis reports simultaneously. One of 

the reports created by NS is known as NAM (Network 

Animator) object that shows the visual animation of the 

simulation. The second report is the traceobject that 

describes the behavior of all objects in the simulation. Both 

of them are created as a file by NS. Former is .nam file 

implemented in NAM software that comes along with NS. 

Latter is a “.tr” file that includes all simulation traces in the 

text format. Although, NS project is normally distributed 

inclusive of various packages (ns, nam, tcl, otcl etc.) known 

as “all-in-one package,” they can also be downloaded 

separately. In this study, NS-2 version 2.35 of “all-in-one 

package” was installed in Windows environment using 

Cygwin. After version 2, NS is commonly using NS-2, and 

in this book, it shall be referred to as NS-2. The “.tcl” files 

was written in text editor and the results of the “.tr” file have 

been analyzed using “cat,” “awk,” “wc,” and “grep” 

commands in Unix operating system. The implementation 

phase of the black hole behavior to the AODV protocol is 

written using C++. Tool Command Language (Tcl) in NS 

Tool Command Language (Tcl) is a powerful interpreted 

programming language developed by John Ousterhout at the 

University of California, Berkeley (Bessire, 2006). Tcl is a 

very powerful and dynamic programming language. It has a 

wide range of usage, including web and desktop 

applications, networking, administration, testing, etc. Tcl is 

a truly cross platform, easily deployed and highly 

extensible. The most significant advantage of Tcl is that it is 

fully compatible with the C programming language and Tcl 

libraries can be interoperated directly into C programs.  

5) Phase 3: Comparing the Effects of Recommended 

Solution on MANET Performance This phase will compare 

the results carried out in previous phase to realize the effects 

of single black hole attack solutions on MANET 

performance with multiple black hole attacks.  

VI. EXPERIMENTAL RESULT & ANALYSIS 

A. Simulation Environment 

To evaluate effects of the proposed solution, first, it needs to 

be implemented in NS-2. Therefore, should simulate the 

“AODV” protocol, changes has been made to “IDSAODV” 

similar to made in “blackholeAODV”. To implement, the 

black hole has been changed the receive RREP function 

(recvRequest) of the blackholeaodv.cc file but to implement 

the solution had to change the receive RREP function 

(recvReply) and create RREP caching mechanism to count 

the second RREP message. 

B. Result Analysis 

To be able to evaluate if the proposed solution has been 

successful, we used same scenarios and simulation 

parameters as described in Figure below. CBR packet are 

reached to destination node properly. Compare effects of 

IDSAODV network with single and multiple black hole 

networks. Total drop packet for single black hole as we can 

see in table below is almost zero. 

Total drop packets Comparison 

Number of nodes 6 20 30 40 50 60 70 80 90 100 

Before black hole attack 0 0 0 0 0 0 0 0 0 0 

After one black hole attack 498 498 498 498 498 498 498 498 498 498 

After IDSAODV solution 1 1 0 0 0 0 0 0 0 0 

 Below Graph is drawn from above table’s data 

which can compare total drop packets before black hole 

attack, after one black hole attack and after using 

IDSAODV solution: 

 
Fig. Total drop packets comparison
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End to end delay comparison 

Number of 

nodes 
6 20 30 40 50 60 70 80 90 100 

Before 

black hole 

attack 

0.116364 0.11639 0.1059 0.101903 0.100342 0.100103 0.078637 0.078323 0.065856 0.0551 

After one 

black hole 

attack 

0 0.06141 0.0596 0 0 0 0.024322 0.01776 0.017762  

After 

IDSAODV 

solution 

0.216364 0.21639 0.2059 0.201903 0.200342 0.200103 0.178637 0.178323 0.165856 0.1551 

 Below graph is drawn from above table’s data 

which can compare end to- end delay before black hole 

attack, after one black hole attack and after using 

IDSAODV solution: 

 Same problem we have for end-to-end delay with 

IDSAODV for multiple black hole attacks, Table below 

shows the data came out from simulation: 

End to end delay comparison 

Number of 

nodes 
6 20 30 40 50 60 70 80 90 100 

Before 

black hole 

attack 

0.116364 0.116387 0.1059 0.101903 0.100342 0.100103 0.078637 0.078323 0.065856 0.0551 

After two 

black hole 

attack 

0 0.023582 0.02392 0 0 0 0 0.17523 0.017482 0.018422 

After 

IDSAODV 

solution 

0.226364 0.226387 0.2159 0.211901 0.210342 0.210103 0.188637 0.188323 0.175856 0.1651 
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Routing request overhead after using IDSAODV 

decrease a little bit compared with black hole AODV but it 

is higher than AODV before black hole attack and it is 

because of increasing routing request compared with AODV 

because of skipping first route reply. We can observe the 

data came out from routing overhead simulation in Table 

below 

Routing overhead comparison 

Number of nodes 6 20 30 40 50 60 70 80 90 100 

Before black hole attack 0.002 0.005 0.0079 0.01 0.015 0.014 0.016 0.024 0.026 0.029 

After two black hole attack 0.001 0.01 0.009 0.016 0.017 0.018 0.02 0.026 0.028 0.03 

After IDSAODV solution 0.003 0.007 0.008 0.012 0.015 0.016 0.019 0.024 0.026 0.029 

 Below graph is drawn from above table’s data 

which can compare routing overhead before black hole 

attack, after one black hole attack and after using 

IDSAODV solution: 

 Below Table shows the result of routing overhead 

simulation after using IDSAODV solution for multiple black 

hole attacks: 

Routing overhead comparison 

Number of nodes 6 20 30 40 50 60 70 80 90 100 

Before black hole attack 0.002 0.005 0.0089 0.01 0.015 0.014 0.016 0.024 0.026 0.029 

After two black hole attack 0.004 0.01 0.012 0.016 0.017 0.018 0.021 0.025 0.027 0.03 

After IDSAODV solution 0.003 0.007 0.01 0.01 0.016 0.016 0.018 0.024 0.026 0.029 

 Below graph is drawn from above table’s data 

which can compare routing overhead before black hole 

attack, after two black hole attacks and after using 

IDSAODV solution: 

In below Table you can see which packet delivery 

ratio after IDSAODV is equaled one, and it means almost all 

of the packets that have been sent by sender, received by 

destination node: 

Packet Delivery Ratio Comparison 

Number of nodes 6 20 30 40 50 60 70 80 90 100 

Before black hole attack 1 1 1 1 1 1 1 1 1 1 

After two black hole attack 0 0 0 0 0 0 0 0 0 0 

After IDSAODV solution 1 0.998 1 1 1 1 1 1 1 1 
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 Below graph is drawn from above table’s data 

which can compare packet delivery ratio before black hole 

attack, after one black hole attack and after using 

IDSAODV solution: 

 Packet delivery ratio for multiple black hole attacks 

also after using IDSAODV improved to almost one, we can 

see the result of simulation in Table below 

Packet Delivery Ratio Comparison 

Number of nodes 6 20 30 40 50 60 70 80 90 100 

Before black hole attack 1 1 1 1 1 1 1 1 1 1 

After two black hole attack 0 0 0 0 0 0 0 0 0 0 

After IDSAODV solution 1 0.998 0.998 0.998 0.998 0.998 0.998 0.998 0.998 0.998 

 Below graph is drawn from above table’s data 

which can compare packet delivery ratio before black hole 

attack, after two black hole attacks and after using 

IDSAODV solution: 

VII. CONCLUSION 

 Effects of single black hole attack and multiple black 

hole attacks on MANET performance have investigated 

for networks with 10 different numbers of nodes. 

 IDSAODV as a solution for black hole attack on 

MANET with single black hole attack and multiple 

black hole attacks for networks with 10 different 

numbers of nodes have implemented. 

 Impacts of IDSAODV on MANET performance with 

multiple black hole attacks compared with its impacts 

on single black hole attack. 

VIII. FUTURE WORK 

According to our research, IDSAODV improve PDR and 

total drop packet but it cannot improve enough end-to-end 

delay and routing overhead against multiple black hole 

attacks, so future work will expand our research on other 

solutions that can more improve these parameters versus 

multiple black hole attacks. 
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