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Abstract— In existing security system there is authentication 

at user level user id & password submitted by user is 

verified at login process end if user id & password exist then 

user would be able to access system. But some smart user 

usually uses SQL injection in order to violate security of 

database using wild character of SQL. They sometime use 

SQL statement too in order to get login process confused. 

They pass sub query of SQL in password field instead of 

password in order to get confirmation. Here we have to 

develop a secure system for authentication access & apply 

SQL INJECTION attack to check its security. 
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I. SQL INJECTION 

The SQL Injection means to an injection attack in which an 

attacker could perform nasty SQL statements that controls 

web application’s database server. In view of fact that SQL 

Injection vulnerability might probably affects any of 

websites or web applications which could make use of SQL-

based database & liability is oldest, most common & most 

unsafe of web application vulnerabilities. 

 
Fig. 1: SQL 

By leveraging SQL Injection vulnerability, it is 

given right situations in which an attacker could use it to 

bypass web application’s authentication & endorsement 

mechanisms & take back contents of entire database. SQL 

Injection is used to add, adjust & delete records in main 

database, disturbing data integrity. & extents like this, SQL 

Injection is also provides an attacker with illegal access to 

susceptible data including, clients information, personally 

identifiable information (PII), intellectual assets, trade 

secrets & other sensitive information. 

Here hacker captures cookie using cross script that would 

authenticate him to access secret information. 

A. SQL advantages  

1) Allows users to access data in relational database 

management systems. 

2) Allows users to describe data. 

3) Allows users to define data in a database & manipulate 

that data. 

4) Allows embedding within other languages using SQL 

modules, libraries & pre-compilers. 

5) Allows users to create & drop databases & tables. 

6) Allows users to create view, stored procedure, functions 

in a database. 

7) Allows users to set permissions on tables, procedures & 

views. 

II. SQL PROCESS  

When you are executing an SQL command for any 

RDBMS, system determines best way to carry out your 

request & SQL engine figures out how to interpret task. 

There are various components included in this process. 

These components are  

1) Query Dispatcher 

2) Optimization Engines 

3) Classic Query Engine 

4) SQL Query Engine, etc. 

A classic query engine handles all non-SQL queries, but 

a SQL query engine won't handle logical files. 

 
Fig. 2: SQL Process 

III. SQL INJECTION VULNERABILITY 

SQL Injection is a method to attack a database bypassing 

firewalls. In this method, parameters transmitted to database 

via web applications are modified so that executable SQL 

query changes. To conduct an SQL Injection attack, every 

possible way to interact within application is used. 

 
Fig. 3: SQL Injection Vulnerability 
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IV. ARCHITECTURE OF WEB BROWSER 

There are a lot of web browsers available in market. In all of 

them explain & display knowledge on screen however their 

potential & formation varies depending upon 

implementation. 

 
Fig. 4: Architecture of Web Browser 

Controller works as a control unit in CPU. It takes 

input from keyboard or mouse, interpret it & make other 

services to work on basis of input it receives. 

Interpreter receives information from controller & 

executes instruction line by line. Some predictor is 

compulsory while some are voluntary For example, HTML 

interpreter program is mandatory & java interpreter is 

optional. 

Client Program describes specific protocol that 

would be used to access a particular service.  

The Internet & World Wide Web have brought 

many changes that provide huge benefits, in particular by 

giving people easy access to information that was previously 

unavailable, or simply hard to find. These changes have 

raised some latest issue in security of computer systems & 

protection of information against unauthorized access & 

abusive usage. 

In case of http, https file, & others, once resource 

has been retrieved web browser would display it. 

V. PROPOSED WORK 

In existing security system there is authentication at user 

level user id & password submitted by user is verified at 

login process end if user id & password exist then user 

would be able to access system. But some smart user usually 

uses SQL injection in order to violate security of database 

using wild character of SQL. 

 
Fig. 5: Proposed sub model for comparative analysis 

 
Fig. 6: Login Process 

VI. RESULTS & DISCUSSION 

The TRACE method could be used as part of a class of 

attacks known as cross-site tracing; for that reason, common 

security advice is for this to be disabled within server 

configuration. Microsoft IIS supports a proprietary TRACK 

method, which behaves similarly, & which is likewise 

recommended to be disabled. 

A. Comparative Analysis 

In this section we have made comparative analysis of secure 

insecure browsing speed in kb/s on Fire fox, Internet 

Explorer, Google Chrome 

Web Browser 
Secure  

browsing kb/s 

Insecure  

Browsing kb/s 

Fire fox 20 23 

Internet Explorer 19 22 

Google Chrome 22 25 

Table 1: Secure web browsing/Insecure browsing 

 
Fig. 7: Comparative Analysis of secure insecure browsing 

 
Fig. 8: Chart for insecure browsing in case of different web 

pages 
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Fig. 9: Chart for secure browsing in case of different web 

pages 

VII. CONCLUSION 

 Here in this system we would capture request from different 

web browsers for secure & unsecure web browsing. Then 

we need to compare time take in different cases. 

In case of unsecure browsing contents are 

transmitted as it is from & to sender & receiver respectively 

but in case of secure web browsing contents are transmitted 

only after encryption data & contents are decrypted at 

receiving end. 

The conservative mitigations techniques were 

evaluated based on parameters like answer time & decrease 

in number of injections possible.  Job converged to a 

conclusion that by usage of conservative mitigation 

techniques, we could reduce number of injections 

considerably. 
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