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Abstract— Mobile ad-hoc networks (MANETs) assume that 

mobile nodes voluntary cooperate in order to work properly 

Thus, the overall network performance could be seriously 

affected. Many message authentication schemes have been 

developed, based on either symmetric-key cryptosystems or 

public-key cryptosystems... In this, we used RKP (Random 

Key Pre-distribution). We propose a key pre-distribution 

scheme that relies on probabilistic key sharing among nodes 

within the sensor network. Key pre-distribution is the method 

of distribution of keys onto nodes before deployment. 

Therefore, the nodes build up the network using their secret 

keys after deployment, that is, when they reach their target 

position. Secret keys are generated, placed in sensor nodes 

and each sensor node searches the area in its communication 

range to find another node to communicate. 

Key words: Networking, Random key Pre distribution Key, 

SET Protocol 

I. INTRODUCTION 

Mobile ad hoc networks (MANETs) making use of wireless 

technology deprived of a preexisting infrastructure (access 

points). Since the name states, MANETs encompasses mobile 

nodes that could change from notebooks, PDAs to any 

electronic device, which contains the wireless RF transceiver 

as well as message handling ability. Mobility as well as no-

infrastructure creates the foundation of this network kind.  

Mobility offers extreme freedom to users, because they could 

be linked to the network, if they are static or moving, if not 

they are in the network range. Likewise, it is extremely 

vigorous, since the novel nodes come, they could be linked to 

the network simply. Nothing like the conventional wireless 

networks or fixed networks, MANETs don’t want any 

infrastructure to produce and keep communication amid 

nodes. 

A. Structure of Ad Hoc Networks 

Any electronic device, which encompasses the wireless 

transmission ability with appropriate processing hardware 

could be a portion of a MANET. Therefore, primarily the 

nodes must contain RF wireless transceivers as the network 

interface. On the other hand as the wireless transmission 

ranges as per the transmission type of the antenna (omni 

directional, bidirectional), and the deviations amid 

transceivers at diverse nodes have an effect on the network 

organization of the MANETs. Conversely, members of the 

MANETs could be set deprived of any restraint, they 

encompasses the mobile nodes. Consequently, their 

processing ability is restricted. As well, power utilization of 

the mobile nodes is a significant aspect on the organization of 

the MANETs. Thus, to create MANETs applicable and 

acquire highest performance from them, we must take these 

two aspects, and develop any techniques suitably. MANETs 

are self-sufficient as well as decentralized networks. Thus, 

they could work no matter that nodes are linked or not linked 

to the network. Connectivity of the nodes just have emotional 

impact on the topology and routing of the network, not the 

common operations. 

B. Challenges 

Even if MANETs contain certain easiness in design, we 

encompass certain problems, which have an effect on the 

possibility and performance of MANETs. Most vital ones are, 

called:  

 Restricted and variable wireless transmission range. 

 Packet losses because of transmission errors. 

 Broadcast nature of the wireless medium. 

 Powerful network partitions because of mobility in 

addition to the structure of wireless medium 

 Route alterations owing to the dynamic structure of 

MANETs (mobility) that might lead to packet loss 

 No centralized administration or standard support 

services. 

 Nodes with restricted power  

 Security problems 

C. Usage Scenarios and Scalability of Ad Hoc Networks 

Ad hoc networks might contain diverse usage set-ups. In [2], 

it is split into 4 subgroups: 

 Enterprise networks 

 Community networks 

 Hot spot networks 

 Home/Apartment networks 

The Wireless Sensor Networks is constructed of "nodes" 

from a small number to more than a few hundreds or even 

thousands, here every node is linked to one sensors. Every 

such sensor network node contains numerous parts: a radio 

transceiver along with an internal antenna or linking to an 

external antenna, a microcontroller, an electronic circuit for 

interfacing with the sensors and an energy source, typically a 

battery or an embedded type of energy gathering. 

 
Fig. 1: Wireless Sensor Networks 

D. Platforms 

1) Hardware 

A main challenge in a Wireless Sensor Networks is to create 

less cost and small nodes. There are lot of emerging small 

companies making Wireless Sensor Networks hardware as 

well the commercial situation could be matched up with the 

home computing in the 1970s. Numerous nodes are in the 
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research and development stage, mainly their software. As 

well intrinsic to sensor network adoption is the usage of low 

power approaches for data acquisition and radio 

communication. In numerous applications, a Wireless Sensor 

Networks communicates with a Local Area Network or Wide 

Area Network via a gateway. The Gateway performs as a 

bridge amid the NETWORK and the other network. This 

facilitates data to be stored and processed by devices with 

numerous resources, let's say, in a distantly located server. 

2) Software 

Energy is the uncommon resource of Wireless Sensor 

Networks nodes, and it finds out the life span of Networks 

and it might be deployed in huge amounts in numerous 

environments, comprising hostile as well as distant areas, 

where ad hoc communications are an important component. 

So, techniques and protocols should state the sub sequent 

problems: 

 Robustness and fault tolerance 

 Lifetime maximization 

 Self-configuration 

Lifetime maximization: Energy/Power Utilization of the 

sensing device have to be reduced and nodes must be energy 

effective as their limited energy resource finds out their life 

span. 

 Security and Mobility 

 Operating systems 

 Usability and maintenance 

II. REVIEW OF LITERATURE 

CBDS: Presently, the general routing protocols for instance 

DSR AODV etc just about consider in performance. They 

don't contain the associated technique regarding 

identification as well as response. Pointing to the probable 

attacks by malevolent nodes, dependent upon the DSR 

protocol, this research proposed a technique for identifying 

malevolent nodes launching gray/black hole attacks and 

supportive black hole attacks, called Cooperative Bait 

Detection Scheme (CBDS). It incorporates the proactive as 

well as reactive defense structural design, and arbitrarily 

collaborates with a stochastic neighboring node. 

A. An Efficient Mesh-Based Core Multicast Routing 

Protocol on Manets              

Mesh-based multicast routing protocols for mobile ad hoc 

networks (MANETs) construct numerous paths from 

transmitters to receivers to forward packets in the existence 

of links breaking. This redundancy outcomes in greater 

consistency/sturdiness on the other hand might meaningfully 

enhance packet overhead. This research presents a mesh-

based multicast protocol, known as centered protocol for 

unified multicasting through announcements (CPUMA), 

which attains comparable consistency as previous mesh-

based multicast protocols, conversely, with meaningfully 

much less data overhead. In case of CPUMA, a maintenance 

algorithm as well as distributed core-selection is utilized for 

identifying the source-centric center of a shared mesh. We 

leverage data packets to center the core of every multicast 

group shared mesh rather than utilizing GPS or any pre-

assignment of cores to sets (in previous protocols). The 

presented centering technique lets decreasing data packet 

overhead and making forwarding paths in the direction of the 

adjacent mesh member rather than the core to decrease 

latency. 

B. Avoiding Blackhole and Cooperative Blackhole Attacks 

in Wireless Ad Hoc Networks 

In wireless ad hoc networks, the absence of any control on 

packets forwarding, make these networks vulnerable by 

various deny of service attacks (DoS). A node, in wireless ad 

hoc network, counts always on intermediate nodes to send 

these packets to a given destination node. An intermediate 

node, which takes part in packets forwarding, may behave 

maliciously and drop packets which goes through it, instead 

of forwarding them to the following node. Such behavior is 

called black hole attack. In this paper, after having specified 

the black hole attack, a secure mechanism, which consists in 

checking the good forwarding of packets by an intermediate 

node, was proposed. The proposed solution avoids the black 

hole and the cooperative black hole attacks. Evaluation 

metrics were considered in simulation to show the 

effectiveness of the suggested solution. Ad hoc network 

security is a serious problem by which researchers were 

concerned. Several security solutions are suggested but 

perfect security is far from beings obvious. We focused in this 

paper to the black hole attack, which refuses to convey the 

traffic and drop it. After the black hole attack specification in 

an example of routing protocol (AODV), we proposed a 

solution, based on the principle of Merkle tree, for avoiding 

the black hole and the cooperative black hole attacks. 

 This paper presents the results of studies under taken 

routing misbehavior in MANETs (Mobile Ad Hoc 

Networks). The node misbehaviors may be introduced, due to 

the open structure and scarcely available battery-based 

energy, and such routing misbehavior is caused by the selfish 

nodes that when processor participate in the route discovery 

and maintenance refuses to forward the data packets. In the 

present studies it is proposed a novel scheme named 2ACK 

which provides an add-on technique for routing schemes that 

detects the routing misbehavior and to overcomes their 

adverse effect. The main feature of 2ACK is to send two-hop 

acknowledgment packets in the opposite direction of the 

routing path and to reduce additional routing overhead. The 

performances of the proposed scheme were analyzed and 

simulated and 95% packet delivery ratios were achieved 

when 40% misbehaving nodes were present in the MANETs. 

 A mobile ad hoc network consists of a collection of 

wireless mobile nodes that are capable of communicating 

with each other without the use of a network infrastructure or 

any centralized administration. MANET is an emerging 

research area with practical applications. However, wireless 

MANET is particularly vulnerable due to its fundamental 

characteristics, such as open medium, dynamic topology, 

distributed cooperation, and constrained capability. Routing 

plays an important role in the security of the entire network. 

In general, routing security in wireless MANETs appears to 

be a problem that is not trivial to solve. In this article we study 

the routing security issues of MANETs, and analyze in detail 

one type of attack — the “black hole” problem — that can 

easily be employed against the MANETs. We also propose a 

solution for the black hole problem for ad hoc on-demand 
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distance vector routing protocol. The MANET is an emerging 

research area with practical applications. 

III. RESEARCH METHODOLOGY 

A. Problem Definition 

This scheme is secure against adaptive chosen-message 

attacks. This scheme enables the intermediate nodes to 

authenticate the message so that all corrupted message can be 

detected and dropped to conserve the sensor power. While 

achieving compromise resiliency, flexible-time 

authentication and source identity protection, our scheme 

does not have the threshold problem. 

Innovative techniques that improve energy 

efficiency to prolong the network lifetime are highly required. 

Clustering is an effective topology control approach in 

networks, which can increase network scalability and 

lifetime. In this paper, we propose a novel clustering schema 

for networks, which better suits the periodical data gathering 

applications. Our approach elects cluster heads with more 

residual energy through local radio communication while 

achieving well cluster head distribution. And this scheme is 

secure against adaptive chosen-message attacks.  Preventing 

or detecting malicious nodes launching gray-hole or 

collaborative black hole attacks is a challenge.  This paper 

attempts to resolve this issue by designing a dynamic source 

routing (DSR)-based routing mechanism, which is referred to 

as the  RKP (Random Key Pre-distribution) that integrates the 

advantages of both proactive and reactive defense 

architectures. 

B. Existing System 

Previous we used an Energy-Efficient Adaptive Forwarding 

Scheme that utilizes the information of the 1-hop neighboring 

radios. In this scheme nodes do not need a positioning system 

or distance calculation to determine their location. In addition 

to the previous works, the proposed protocol divides the 

network into different groups based on their transmission-

power levels. Therefore, the node which receives HELLO 

message from different groups is considered a Gateway node. 

This node efficiently participates in forwarding RREQ 

packets and the unnecessary redundant retransmission is 

avoided.This presents an energy-efficient adaptive 

forwarding scheme that takes into account, the variable 

Transmission Power levels of the neighboring nodes. The 

proposed scheme dynamically adjusts the RREQ probability 

of forwarding at each node, based on the node position 

(Gateway/Non gateway). On the other hand, this base is 

ignored in sparse region as compared to dense region to 

maintaining the network connectivity. The decision to 

forward RREQ packets is made instantly after receiving a 

packet without any delay. Asymmetric radio ranges have 

been considered in this work. The new scheme not only 

reduces unnecessary redundant re-transmission but also 

increases reachability of data packet and at the same reducing 

dropped packet ratio and packet loss. Thus, reduces overall 

routing overhead and improves the energy consumption. For 

the evaluation of our scheme, the conventional AODV which 

uses pure flooding and DP-AODV which uses power control 

are used to compare our scheme. 

 
Fig. 3.1: Group Way Forwarding 

1) Disadvantages 

The lack of any infrastructure added with the dynamic 

topology feature of MANETs make these networks highly 

vulnerable to routing attacks such as black hole and gray hole 

(known as variants of black hole attacks). In this regard, the 

effectiveness of these approaches becomes weak when 

multiple malicious nodes collude together to initiate a 

collaborative attack, which may result to more devastating 

damages to the network. A particular system may be 

vulnerable to unauthorized data access because the system 

does not verify a user’s identity before allowing data ease to 

access. MANET is more vulnerable than wired network. It 

takes more energy for detecting malicious nodes. Increase 

time delay. Low energy efficiency. 

C. Proposed System 

In our proposed frame work, use hybrid techniques are 

clustering scheme and RKP  for improve network life time 

and security In this paper, we propose and evaluate an energy 

efficient clustering scheme for periodical data gathering 

applications in Networks. In the cluster head election phase, 

a constant number of candidate nodes are elected and 

compete for cluster heads according to the node residual 

energy. The competition process is localized and without 

iteration, thus it has much lower message overhead. The 

method also produces a near uniform distribution of cluster 

heads. And this cooperation is a cost-intensive activity and 

some nodes can refuse to cooperate, leading to a selfish node 

behavior. Many message authentication schemes have been 

developed, based on either symmetric-key cryptosystems or 

public-key cryptosystems. In our proposed using RKP 

(Random Key Pre-distribution) .RKP schemes have several 

variants. Their system works by distributing a key ring to 

each participating node in the sensor network before 

deployment. We propose a key management scheme that 

relies on probabilistic key sharing among nodes within the 

sensor network. 

In this process the framework of random key pre-

distribution to address the bootstrapping problem. First, we 

propose the random key pre-distribution scheme, which 

achieves greatly strengthened security under small scale 

attack while trading off increased vulnerability in the face of 

a large scale physical attack on network nodes. We will 

explain why this trade-off is a desirable one. Second, we 

present the multi-path key reinforcement scheme, which 

substantially increases the security of key setup such that an 

attacker has to compromise many more nodes to achieve a 
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high probability of compromising any given communication. 

Finally, we propose the random-pair-wise keys scheme, 

which assures that, even when some number of nodes have 

been compromised, the remainder of the network remains 

fully secure 

1) Advantages 

 Each we having shared key scheme. 

 Establishment for path key. 

 Each node broadcasts a key identifier list. 

 Revocation of a compromised node is very important in 

key distribution scheme. 

 Separate privacy key ring in network. 

 Improved energy efficiency 

 Reduced energy consumption 

D. Modules Description 

1) Modules 

 Cluster formation 

 SET Protocol 

 Key management for security 

 Signing of signature & verification 

2) Description - Cluster Formation 

In the cluster routing, the nodes will be divided into a few 

groups with one cluster head elected for each group. The 

cluster head collects data from member nodes in the same 

cluster and aggregates the collected data so that it can be 

transmitted to the base station. 

Routing techniques are the most important issues for 

such kind of network where resources are limited. Cluster-

based organization has been proposed to provide an efficient 

way to save energy during communication. In this kind of 

organization, nodes are organized into clusters. Cluster heads 

(CHs) pass messages between groups of nodes (group for 

each CH) and the base station (BS). This organization 

provides some energy saving, and that was the main idea for 

proposing this organization. Depending on this organization, 

protocol added another interesting issue to this kind of 

network, security, where the CHs are rotating from node to 

node in the network making it harder for intruders to know 

the routing elements and attack them. 

Sensors are deployed randomly in a square region. • 

The base station and sensors become stationary after 

deployment and the base station is located in middle of 

sensing region. • Sensors are location unaware i.e. they do not 

have any information about their location. • Sensors 

continuously sense the region and they always have data for 

sending to the base station. • The battery of the sensors cannot 

be changed or charged as the nodes are densely deployed in a 

harsh environment. • In the sensing region, there are two 

types of nodes i.e. advanced and normal nodes. Advanced 

nodes have more energy than the normal nodes. The model 

has n nodes, which are deployed randomly in a 100 × 100 

square meters region as displayed in Figure 1. Base station is 

located in middle of the sensing region and the distance of 

any node to its cluster head or sink is ≤ d0. The energy 

dissipated in the cluster head in a single round is given by 

Equation. 

ECH=(N/K-1) X L.Eelec+n/k L EDA+L.E elec+L. ᶓfs.d
2

toBS 

Where L is the no of bits of the message, d to BS is the 

average distance between the base station and cluster head 

and EDA is the energy required for performing data fusion or 

aggregation in a round. Since cluster members, send data to 

its cluster head therefore energy consumed in a non-cluster 

head follows the free space path and it is given by Equation 

ENCH=L X (Eelec+ ᶓfs X d2toCH) 

Where d to CH represents the average distance of the node 

from cluster head and the total energy consumed in a cluster 

is given by Equation 

 

 
Fig. 3.2: Cluster Formation 

E. Set Protocol 

Secure and Efficient data Transmission protocol for C 

Networks. The protocol is designed with the same purpose 

and scenarios for C Networks with higher efficiency.  The 

proposed scheme operates similarly to the previous Key 

management, which has a protocol initialization prior to the 

network deployment and operates in rounds during 

communication.  first introduce the protocol initialization, 

then describe the key management of the protocol by using 

the scheme, and the protocol operations afterwards. This 

method used for secure access and data transmission to 

nearby nodes, by authenticating with each other. The 

probability of neighborhood authentication, where only the 

nodes with the pair wise key can authenticate each other. 

F. Key Management for Security 

In this module, security is based on the multiplicative group. 

The corresponding private pairing parameters are preloaded 

in the nodes during the protocol initialization. In this Module, 

the key cryptographies used in the protocol to achieve secure 

data transmission, which consist of symmetric and 

asymmetric key based security. This scheme enables the 

intermediate nodes to authenticate the message so that all 
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corrupted message can be detected and dropped to conserve 

the sensor power. It proposed an efficient key management 

framework to ensure isolation of the compromised nodes. A 

number of key pre-distribution schemes exist in literature. An 

extremely simple minded key pre-distribution scheme could 

be to use a globally shared master key which all nodes in a 

network carry with them prior to deployment. Then every pair 

of nodes use this master key to establish a pair of shared keys 

which they would use for encryption and decryption of 

messages exchanged between them. While the above scheme 

provides greater connectivity and improved energy 

efficiency, it exposes network to vulnerability. By capturing 

just a single node, the global master key can be extracted, and 

all communication subsequently becomes insecure. Another 

simple solution could be pre-store all nodes keys in each and 

every node. From a security point of view such an approach 

is ideal as the attacker can only be privy to communication 

between captured node and other nodes in direct 

communication with the captured node. Entire network is not 

compromised 

G. Signing Of Signature and Verification 

The key generation procedure is used to generate the keys that 

are used by the signing procedure and the verifying 

procedure. Each time it is used the procedure generates a key 

pair consisting of a Private/signature key and the 

corresponding Public/verification key. It is important to note 

that the key generation procedure uses a random number 

generator and will generate a different pair each time it is 

used. SK is always known as the secret key because in 

applications the signing key is kept secret. PK is always 

known as the public key, the verification key is distributed to 

all users who want to verify signatures. 

The producer generates a signing process to 

transform/change the data from its original format to a new 

protected form. Each time it is used the procedure takes as 

input a signature key generated using the key generation 

procedure and data from some pre-determined data space. 

The signing procedure transforms the data and produces a 

signature as an output for the producer or the legal owner. 

Consumers who receive desired data packet in 

reverse need to be able to check that the signature appended 

to the message is correct, in the sense that it is a value which 

would be produced if the signing procedure was applied to 

the received data packet using the Producer's signing key. The 

verifying procedure takes as input the data and signature 

together with the public key of the purported consumer and 

then either accepts or rejects the signature. If the verifying 

procedure outputs ‘Accept,’ then the message are accepted as 

valid; otherwise it is rejected as invalid and the consumer 

sends a new interest packet. 

In this module, used for secure access and data 

transmission to nearby nodes, by authenticating with each 

other. Each node have each signatures to authenticate the 

node, sender and receiver. And key is created for every data 

and sent to both receiver and the sender nodes. The signature 

is used for this signature generation and key generation. It 

checks whether the information is coming from secure sender 

and from the correct path.  After authentication, the receiver 

receives the information through the secure nodes. 

IV. SYSTEM DESIGN AND DEVELOPMENT 

Route Discovery and Route Maintenance each operate 

entirely on demand. In particular, unlike other protocols, DSR 

requires no periodic packets of any kind at any level within 

the network. For example, DSR does not use any periodic 

routing advertisement, link status sensing, or neighbor 

detection packets, and does not rely on these functions from 

any underlying protocols in the network. This entirely on-

demand behavior and lack of periodic activity allows the 

number of overhead packets caused by DSR to scale all the 

way down to zero, when all nodes are approximately 

stationary with respect to each other and all routes needed for 

current communication have already been discovered. As 

nodes begin to move more or as communication patterns 

change, the routing packet overhead of DSR automatically 

scales to only that needed to track the routes currently in use. 

In response to a single Route Discovery (as well as through 

routing information from other packets overheard), a node 

may learn and cache multiple routes to any destination. 

The operation of Route Discovery and Route 

Maintenance in DSR are designed to allow uni-directional 

links and asymmetric routes to be easily supported. 

DSR allows such uni-directional links to be used 

when necessary, improving overall performance and network 

connectivity in the system. DSR also supports 

internetworking between different types of wireless 

networks, allowing a source route to be composed of hops 

over a combination of any types of networks available. 

A. Clustering Scheme 

Clustering is a useful technique for reducing energy 

consumption in network. To achieve a better network lifetime 

performance, different clustering algorithms use various 

parameters for cluster head (CH) selection. For example, the 

sensors own residual energy as well as the network's total 

residual energy are used. In this paper, we propose an energy 

aware clustering that incorporates both the residual energy 

levels of sensors within a cluster radius as well as the 

distances. To achieve this, we define a metric that is 

calculated at each sensor based on local information within 

its neighborhood. This metric is incorporated within the CH 

selection probability. Using this metric, one can choose the 

sensors with low residual energy levels to have the greatest 

impact on CH selection which results in CH selection being 

biased to be close to these sensors. This results in reducing 

their communication energy cost to the CH. 

1) Process Steps 

 For: maximum number of rounds 

 For, is the index for node 

 Find set(sensors in cluster radius) 

 Calculate weight  

 Calculate cluster weight  

 Perform CH selection  

 Inform all nodes in the cluster 

 Cluster formation will begin 

 End of current round condition 

 Restart new round condition 

In network the nodes are often grouped into 

individual disjoint sets called a cluster, clustering is used in 

Networks, as it provides network scalability, resource sharing 
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and efficient use of constrained resources that gives network 

topology stability and energy saving attributes. Clustering 

schemes offer reduced communication overheads, and 

efficient resource allocations thus decreasing the overall 

energy consumption and reducing the interferences among 

nodes. A large number of clusters will congest the area with 

small size clusters and a very small number of clusters will 

exhaust the cluster head with large amount of messages 

transmitted from cluster members. Proposed protocol is 

hierarchical routing based on clustering and find the optimal 

number of clusters in Networks in order to save energy and 

enhance network lifetime. In this work, we have surveyed the 

state-of-art of clustering algorithms in Networks. 

 
Fig. 4.1: Clustering and CH 

B. Random Key Pre Distribution 

Generally, a key establishment scheme has nothing to do with 

the routing protocol. However, the path in lots of RKPD 

schemes, such as the basic scheme, is set up through a routing 

protocol. That is, a customized routing protocol needs to be 

used along with those key distribution schemes, which will 

seriously affect the portability of those RKPD schemes. 

Moreover, the number of hops of the path may increase 

because the adjacent nodes in the path must be logically 

connected. In fact, the total amount of computation cost for 

deciding whether a shared key exists in key rings of two 

adjacent nodes is also very huge because the routing process 

may involve many nodes. 

C. Schemes OF RKP 

The scheme also includes three phases 
1) Key pre-distribution, 

2) Shared key discovery 

3) Path key establishment. 

1) Key Pre-Distribution 

RKP schemes have several variants. Here proposes a key pre-

distribution scheme that relies on probabilistic key sharing 

among nodes within the sensor network. Their system works 

by distributing a key ring to each participating node in the 

sensor network before deployment.  This key agreement 

problem is a part of the key management problem, which has 

been widely studied in general network environments. There 

are three types of general key agreement schemes: trusted-

server scheme, self-enforcing scheme, and key pre-

distribution scheme. The trusted-server scheme depends on a 

trusted server for key agreement between nodes. This type of 

scheme is not suitable for sensor networks because there is 

usually no trusted infrastructure in sensor networks. The self-

enforcing scheme depends on asymmetric cryptography, such 

as key agreement using public key certificates.  Any pair of 

nodes can use this global master secret key to achieve key 

agreement and obtain a new pair-wise key. 

1) Step 1: The CC randomly generates keys and assigns a 

unique key identifier to each; those keys and the 

corresponding identifiers compose a key pool. 

2) Step 2: The CC chooses a deterministic algorithm to 

decide the key identifiers allocated to each node on the 

input of the node’s identifier. 

3) Step 3: For each node, the CC inputs its identifier into 

and output distinct values between and, denoted by At 

last, the CC draws keys whose key identifiers are. Those 

keys and the corresponding key identifiers compose a 

key ring which is loaded into node. Also the algorithm is 

loaded into each node. 

Initialization phase is done offline, before deployment of 

sensors in target field. Setup server generates keys and their 

identifiers. 

2) Shared Key Discovery 

The shared-key discovery phase takes place during DSN 

initialization in the operational environment where every 

node discovers its neighbors in wireless communication 

range with which it shares keys. The simplest way for any 

two nodes to discover if they share a key is that each node 

broadcast, it has in mind, the list of identifiers of the keys on 

their key ring. This approach does not give an adversary any 

attack opportunity that he does not already have. For 

example, if an adversary captures a node he can discover 

which key of that node is used for which link by decrypting 

communications; and if he does not capture a node, the 

adversary can mount a traffic analysis attack in the absence 

of key identifiers.The shared-key discovery phase establishes 

the regional anatomy of the sensor array as seen by the 

routing layer of the DSN. 

1) Step 1: Each node broadcasts its identifier and records 

the received identifiers, denoted by .For each node, node 

runs the procedure and generates the key identifier set of 

nodes. 

2) Step 2: If there is a common key identifier in such set and 

its own key ring, they are logically connected. Then node 

adds a record involving the node identifier and the same 

key identifier to its neighbor list. 

3) Path Key Establishment 

The path-key establishment phase assigns a path key to select 

pairs of nodes in the wireless communication range that do 

not have a common key, but are connected by two or more 

links at the end of the shared-key discovery stage. Path keys 

need not be generated by nodes. The design of the DSN 

ensures that, after the shared-key discovery phase is finished, 

a number of keys on a key ring are left unassigned to any link. 

For instance, both analysis and simulations indicate that even 

without special provisioning a substantial bit of keys are left 

unused on key rings. Provisioning for sufficient ring keys that 

are left unassigned by the determination of key-ring size (k) 

can also anticipate both the effects of revocation and those of 

incremental gain of new nodes, since both may require the 

carrying out of the path key establishment phase after shared-

key discovery. The analysis and simulations presented in the 

next sections indicate that such provisioning is particularly 

simple. 
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D. Implementation Tools 

NS-2 is an open-source simulation tool running on Unix-like 

operating systems. It is a discreet event simulator targeted at 

networking research and provides substantial support for 

simulation of routing, multicast protocols and IP protocols, 

such as UDP, TCP, RTP and SRM over wired, wireless and 

satellite networks. It has many advantages that make it a 

useful tool, such as support for multiple protocols and the 

capability of graphically detailing network traffic. 

Additionally, NS-2 supports several algorithms in routing and 

queuing. LAN routing and broadcasts are part of routing 

algorithms. Queuing algorithm includes fair queuing, deficit 

round robin and FIFO. 

NS-2 started as a variant of the REAL network 

simulator. REAL is a network simulator originally intended 

for studying the dynamic behavior of flow and congestion 

control schemes in packet-switched data networks. In 1995 

ns development was supported by Defense Advanced 

Research Projects Agency DARPA through the VINT project 

at LBL, Xerox PARC, UCB, and USC/ISI. The wireless code 

from UCB Daedelus and CMU Monarch projects and Sun 

Microsystems has added the wireless capabilities to ns-2. NS-

2 is available on several platforms such as FreeBSD, Linux, 

SunOS and Solaris. NS-2 also builds and runs under 

Windows with Cygwin. Simple scenarios should run on any 

reasonable machine; however, very large scenarios benefit 

from large amounts of memory and fast CPU’s. 

E. NS-2 Languages 

NS-2 is basically written in C++, with an OTcl (Object Tool 

Command Language) interpreter as a front-end. It supports a 

class hierarchy in C++, called compiled hierarchy and a 

similar one within the OTcl interpreter, called interpreter 

hierarchy. Some objects are completely implemented in C++, 

some others in OTcl and some are implemented in both. 

F. Architecture of ns-2 

As already mentioned above, ns-2 is an object-oriented, 

discrete event simulator. There are presently five schedulers 

available in the simulator each of which is implemented by 

using a different data structure: a simple linked-list, heap, 

calendar queue (default) and a special type called ''real-time''. 

The scheduler runs by selecting the next earliest event, 

executing it to completion, and returning to execute the next 

event. The units of time used by the scheduler are seconds. 

An event is handled by calling the appropriate Handler class. 

The most important Handler is NsObject with TclObject as 

its twin in the OTcl world. They provide all the basic 

functions allowing objects to interact one with another. For 

this purpose the receive function group is mainly used. For 

handling OTcl statements in C++ NsObjects provide the so-

called command function. NsObject is the parent class for 

some important classes as the Classifier, the Connector and 

the Trace File class. 

In ns-2 network physical activities are translated to 

events, events are queued and processed in the order of their 

scheduled occurrences. And the simulation time progresses 

with the events processed. And also the simulation “time” 

may not be the real life time as “inputted”. 

But, why is ns-2 that useful, what kind of work can 

be done by ns-2, it can model essential network components, 

traffic models and applications. Typically, it can configure 

transport layer protocols, routing protocols, interface queues, 

and also link layer mechanisms. 

It can easily see that this software tool in fact could 

provide us a whole view of the network construction, 

meanwhile, it also maintain the flexibility for us to decide. 

Thus, just this one software can help us simulate nearly all 

parts of the network. This definitely will save us great amount 

of cost invested on network constructing. The following 

Figure 3 shows a layered structure which ns-2 can simulate 

for us. 

After the simulation finish, the way ns-2 used to 

present the most details information on that much network 

layer is that it provides us a huge trace file recording all the 

events line by line in it. So, now see why event driven 

mechanism is used in ns-2, since it really could maintain the 

things ever happened as records. And trace these records to 

evaluate the performance of special stuffs in the network, 

such as routing protocol, Mac layer load, and so on. 

G. Software Descriptions 

1) Motivation for Simulations 

1) Cheap does not require costly equipment 

2) Complex scenarios can be easily tested 

3) Results can be quickly obtained – more ideas can be 

tested in a smaller timeframe 

4) The real thing isn't yet available 

5) Controlled experimental conditions– Repeatability helps 

aid debugging 

6) Disadvantages: Real systems too complex to model 

H. NS Features 

 NS is an object oriented discrete event simulator 

– Simulator maintains list of events and executes one event 

after another 

– Single thread of control: no locking or race conditions 

 Back end is C++ event scheduler 

– Protocols mostly 

– Fast to run, more control 

 Front end is TCL 

– Creating scenarios, extensions to C++ protocols 

– fast to write and change 

I. NS Programming Structure 

 Create the event scheduler 

 Turn on tracing 

 Create network topology 

 Create transport connections 

 Generate traffic 

 Insert errors 

J. Event Schedular 

In this Event scheduler while we processing many datas at a 

time it will process one by one (i.e)FIFO concept , so there is 

no congestion while transfering the packets. 

K. Packets 

It is the collection of data, whether header is called or not all 

header files where present in the stack registers. 
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1) Create Network Topology (Physical Layer) 

The Physical Layer is the first and lowest layer in the seven-

layer OSI model of computer networking. The 

implementation of this layer is often termed PHY. 

                      The Physical Layer consists of the basic 

hardware transmission technologies of a network. It is a 

fundamental layer underlying the logical data structures of 

the higher level functions in a network. Due to the plethora of 

available hardware technologies with widely varying 

characteristics, this is perhaps the most complex layer in the 

OSI architecture. 

                      The Physical Layer defines the means of 

transmitting raw bits rather than logical data packets over a 

physical link connecting networking nodes. The bit stream 

may be grouped into code words or symbols and converted to 

a physical that is transmitted over Hardware.  

2) Transport Connection (Transport Layer) 

Transport layers are contained in both the TCP/IP which is 

the foundation of the INTERNET and the OSI model of 

general networking. The definitions of the Transport Layer 

are slightly different in these two models. This article 

primarily refers to the TCP/IP model, in which TCP is largely 

for a convenient application programming interface to 

internet hosts, as opposed to the OSI model of definition 

interface. 

The most well-known transport protocol is the 

(TCP). It lent its name to the title of the entire internet 

protocol suite TCP/IP. It is used for connection-oriented 

transmissions, whereas the connectionless user datagram 

suite (UDP) is used for simpler messaging transmissions. 

TCP is the more complex protocol, due to its stateful design 

incorporating reliable transmission and data stream services.  

3) Generate Traffic (Application Layer) 

In TCP/IP, the Application Layer contains all protocols and 

methods that fall into the realm of process-to-process 

communications via an Internet Protocol (IP) network using 

the Transport layer protocols to establish underlying host-to-

host connections. 

In the OSI model, the definition of its Application 

Layer is narrower in scope, explicitly distinguishing 

additional functionality above the Transport Layer at two 

additional levels: session layer and presentation layer OSI 

specifies strict modular separation of functionality at these 

layers and provides protocol for each layer. 

L. Feasibility Analysis   

All projects are feasible, given unlimited resources and 

infinite time. Before going further in to the steps of software 

development, the system analyst has to analyze whether the 

proposed system will be feasible for the organization and 

must identify the customer needs. The main purpose of 

feasibility study is to determine whether the problem is worth 

solving. The success of a system is also lies in the amount of 

feasibility study done on it. Many feasibility studies have to 

be done on any system. 

But there are three main feasibility tests to be 

performed. They are 

 Operational Feasibility  

 Technical Feasibility  

 Economical Feasibility 

1) Operational Feasibility 

During feasibility analysis operational feasibility study is a 

must. This is because; according to software engineering 

principles operational feasibility or in other words usability 

should be very high. A thorough analysis is done and found 

that the system is operational. 

2) Technical Feasibility 

The system analyst to check the technical feasibility of the 

proposed system. Taking account of the hardware it is used 

for the system development, data storage, processing and 

output, makes the technical feasibility assessment. The 

system analyst has to check whether the company or user who 

is implementing the system has enough resource available for 

the smooth running of the application. Actually the 

requirements for this application is very less and thus it is 

technically feasible. 

3) Economical Feasibility 

The phase is the first step in moving from the problem domain 

to the solution domain. The design of the system is the critical 

aspect that affects the quality of the software. System design 

is also called top-level design. The design phase translates the 

logical aspects of the system into physical aspects of the 

system. 

V. EXPERIMENTAL RESULT AND DISCUSSION 

A. Performance Analysis 

In this section discuss about performance of our proposed 

process of Delay ratio, jitter ratio, Bandwidth ratio, energy 

efficiency rate are comparing to existing and proposed work. 

1) Delay ratio 

 
Fig. 5: 

Above figure mention delay ratio of our proposed existing 

and modified comparison. 

In this work compare previous and present process of delay 

ratio, here red line mention proposed delay ratio and green 

line is existing delay ratio, in our proposed work reduces the 

delay compared to existing process, and blue mention 

modified system. 

2) Energy Consumption Rate 

 
Fig. 6: 
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Above figure mention energy Consumption ratio of our 

proposed existing and modified comparison. 

In this work compare previous and present process 

of energy Consumption rate, here green line mention 

proposed energy ratio and red line is existing energy ratio, 

and blue mention modified system. Our proposed work 

reduce consumption of energy compared to existing process. 

3) Routing Overhead Ratio 

Above figure mention Routing Overhead ratio of our 

proposed existing and modified comparison. 

In this work compare previous and present process 

of Routing Overhead ratio, here green line mention proposed, 

red line is existing ratio, and blue mention modified system 

in our proposed work reduce Routing Overhead ratio 

compared to existing process. 

4) Average Throughput Ratio 

 
Fig. 7: 

Above figure mention Throughput ratio of our proposed 

existing and modified comparison. 

In this work compare previous and present process 

of Throughput ratio, here green line mention proposed, red 

line is existing ratio, and blue mention modified system in our 

proposed work improved Throughput ratio compared to 

existing and previous process. 

VI. CONCLUSION 

In our proposed frame work, use hybrid techniques are 

clustering scheme and RKP  for improve network life time 

and security In this paper, we propose and evaluate an energy 

efficient clustering scheme for periodical data gathering 

applications in Networks. In the cluster head election phase, 

a constant number of candidate nodes are elected and 

compete for cluster heads according to the node residual 

energy. The competition process is localized and without 

iteration, thus it has much lower message overhead. The 

method also produces a near uniform distribution of cluster 

heads. And this cooperation is a cost-intensive activity and 

some nodes can refuse to cooperate, leading to a selfish node 

behavior. Many message authentication schemes have been 

developed, based on either symmetric-key cryptosystems or 

public-key cryptosystems.  

In our proposed using RKP (Random Key Pre-

distribution) .RKP schemes have several variants. Their 

system works by distributing a key ring to each participating 

node in the sensor network before deployment. We propose a 

key management scheme that relies on probabilistic key 

sharing among nodes within the sensor network. This frame 

work achieves high security, more energy efficiency, high 

packet delivery ratio, only less delay, comparing to previous 

frame works. 

VII. SCOPE OF FUTURE WORK 

Scope of this project we need some modification and 

enhancement work of further future work. In future, improve 

this process security as digital signature security frame work 

and our proposed security scheme for centralized topology 

networks, so in future we improve this security using digital 

signature security technique for decentralized large level 

networks topologies. 
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