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Abstract— This paper illustrates the power of internet and 

other online source proof like a boon for e-commerce market. 

The e-commerce not only revolutionized the way of business 

and shopping but also gifted number of new opportunities, 

advantages to the masses. We also discuss about the SWOT 

analysis of e-commerce which will depicts its strengths, 

weaknesses and threats. This research paper tells about the 

overall development of e-commerce in India and discusses 

the future trends of India’s e-commerce in comparison to 

developed countries. In this paper, we found that in coming 

time the e-commerce will surely the creams of the crop in 

business world for the people of India. 
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I. INTRODUCTION 

Mainly, e-commerce is the term used for the process of 

buying and selling of goods and services on the internet by 

using numerous different online networks especially World 

Wide Web. The development of e-commerce has provided 

the wonderful opportunity to the companies moving their 

business up to the global level with help of the online 

environments. Dot com craze has stimulated a global 

commercial environment which is now being exploited by 

many firms who are engaged in e-commerce.  

A. Types of E-Commerce 

The major different types of e-commerce are: business-to-

business (B2B); business to- consumer (B2C); business-to-

government (B2G); consumer-to-consumer (C2C); and 

mobile commerce (m-commerce).  

II. DIGITAL LOCKER 

DIGILocker is simply a website where people can store their 

various government issued documents, using their Aadhaar 

card as their identification. While it hasn't been stated as 

such, to us, it also looks like a good way of bringing data 

from different government agencies together under the aegis 

of the Aadhaar card, potentially making the document more 

useful to people carrying it. 

III. HOW TO ACTIVATE DIGITAL LOCKER SYSTEM 

To access this facility there is need to perform following 

steps one by one and all these steps are explained follow: 

 
Fig. 1: Flow to Activate Digital Locker System 

IV. FLOW CHART OF DIGITAL LOCKER 

 
Fig. 2: Flow Chart of Digital Locker 

V. SECURITY ANALYSIS OF DIGITAL LOCKER 

As it is palpable that security is must to secure the data of 

people but the main problem is the proxy signer which can 

easily copy the message that is e-sign of any user. To 

overcome this hurdle there is well developed algorithms 

which not only secure the data from proxy signer but also 

define all type of attacks on the data. These algorithms 

consist of four different phases and these are the system 

initialization phase, the key generation phase, the proxy 

multi-signature generation phase and the proxy multi-

signature verification phase. 
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VI. WORKING OF SECURITY ALGORITHM OF E-SIGN IN 

DIGITAL LOCKER 

A. Create Digital Signature 

Here, put values of a and b to generate the digital signature. 

Suppose we put value of a and b is 7 and 11 respectively and 

then after that digital signature is created successfully with 

these values. 

 
Fig. 3: Digital signature is created successfully 

B. Verify proxy signer and analysis the attackers 

Here it is clearly seen that in the phase two of security 

algorithm proxy signer is successfully Copt and create the 

same digital signature by copy the same values. In then in 

the next phase attackers are verified and after that 

verification is done by the phase 4.  

 
Fig. 4: Verify proxy signer and analysis the attackers 

VII. DISADVANTAGES OF DIGITAL LOCKER 

A. Lack of Knowledge 

Populations of India is digitally divide so only limited 

numbers of people are aware about this concept and know 

how to use it. So this is the very big hurdle in the success 

path of digital locker. 

B. Lack of Security 

The only problem remains is the trust that their data will not 

be breached by government or anyone else. Earlier we have 

seen that government had breached their data. Still there is a 

doubt over the security whether it is fully secured or not. I 

felt that there is still lacuna left in this service, so people 

might think uploading their documents once again. 

C. Challenge to Verify Documents 

Due to the lack of verify process within the digital locker 

people faces numerous problem while applying their digital 

documents in any process and all this happens only because 

of proper verification procedure. 

D. Acceptability Issues 

This big issue which cannot be solved without proper 

information is that some people in various departments still 

not agree to accept softcopies over the hardcopies. 

E. Not Mandatory in Every Field 

As it is seen that nowadays CBSE and RTO any many other 

offices fully adopt the procedure of digital locker and also 

perform it but there are still offices of government which are 

not using and also follow it 

VIII. SUGGESTIONS 

A. Mandatory in Every Government Office 

Government ministries and departments should start using 

digital locker. Citizens who want to hold their important 

documents in digital format, like PAN card, driving license 

and many more should receive them directly in digital 

locker account. 

B. Save History 

Digital locker also should save all the record of submission 

and sending documents so that people can easily check all 

their sending’s and belongings of documents. 

C. Changes in Verification Process 

Currently, documents are verified through AADHAR. There 

is a need to create a centralized repository of Universities, 

HR departments of all major companies/ Government  

department and Financial institutions, through which the 

authenticity of a document be verified in a little frame of 

time. 

D. Automatic Process is required 

For any document generated by government in any person's 

name then that document copy should be directly loaded to 

that person digital locker with government label. So no 

duplicate its real, original and can be blindly accepted for 

any other reference. Simple and efficient solution. 

E. More Secure 

There should be any mark of the govt. on the document 

which can prove that such document has been authenticated 

by the govt. 

F. Extra Facilities 

There should be facility to share more than one document 

from digital locker account at once. 

IX. CONCLUSION 

It is not gain saying that the main of digital India is to 

implement the new and technical procedures. The Hon’ble 

Prime Minister Narendra Modi’s vision to transforming the 

nation by creating new opportunities by using and exploring 

the internet for field of commerce or other too and the cream 

of the crop from all those is the Digital Locker. Digital 

Locker is a ideal scheme which is release by the Digital 
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India Campaign by the higher authorities of India to provide 

a platform to save documents digitally under full protection 

and security of the documents. This is a like turning new 

leave life for the e-commerce as well as economy of India. It 

also act like a boon for rural areas and local citizens as this 

program not only store documents digitally but also offer 

numerous other amenities and only because of these the 

program touches the astronomic success.  

X. FUTURE WORK 

From this study it is crystal clear that regarding the 

comparative study of e-commerce successful 

implementation and use in order to make profit in 

developing countries following work must be done.  

 Create awareness of what electronic commerce 

basically is and how to make effective use of it 

 Create a legal framework conducive to e-commerce 

 Address financial and bank regulatory issues to help 

the people. Address financial and bank regulatory 

issues to help the people.  

 Advance implementations in Digital Locker to improve 

its quality. 

 More facilities are provided under digital India 

procedure as well as in digital Locker. 

 At present only verification of attackers are possible so 

further more development can be done to control these 

attacks so that users can easily control proxy signers 
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