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Abstract— The Dynamic Source Routing protocol (DSR) is 

a simple and efficient routing protocol designed specifically 

for use in multi-hop wireless ad hoc networks of mobile 

nodes. DSR allows the network to be completely self-

organizing and self-configuring, without the need for any 

existing network infrastructure or administration.  The 

protocol is composed of the two mechanisms of Route 

Discovery and Route Maintenance, which work together to 

allow nodes to discover and maintain source routes to 

arbitrary destinations in the ad hoc network. When using 

source routing, each packet to be routed carries in its header 

the complete, ordered list of nodes through which the packet 

must pass. The aim of this paper is to provide different way 

that secures routing in mobile ad hoc network based on 

Dynamic source routing. 
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I. INTRODUCTION 

An Ad hoc network has a certain characteristic, which 

imposes new demands on the routing protocol .The most 

important characteristics are the dynamic topology, which is 

a consequence of node mobility. A mobile ad-hoc network 

(MANET) is a network formed without any central 

administration which consists of mobile nodes that use a 

wireless interface to send packet data. The principle behind 

mobile ad hoc networking is multi-hop relaying, which 

means messages sent by source to destination are forwarded 

by the other nodes if destination node is not directly 

reachable. In other words, an ad hoc node in MANET 

operates as not only end terminal but also as an intermediate 

router. Data packets sent by a source node may be reached 

to destination node via a number of intermediate nodes. 

Thus, multi-hop scenario occurs. In the absence of a security 

mechanism, it is easy for an attacker to insert, intercept or 

modify the messages.  In ad hoc networks, the routing 

protocols are divided into three categories: Proactive, 

Reactive and Hybrid to avoid different attacks. Mobile ad 

hoc routing protocols can be classified in many ways 

depending upon their route construction and maintenance 

mechanisms, route selection strategy, topology formation, 

update mechanism, utilization of specific resources, type of 

cast, etc. The Dynamic Source Routing protocol (DSR) is a 

simple and efficient routing protocol designed specifically 

for use in multi-hop wireless ad hoc networks of mobile 

nodes. DSR allows the network to be completely self-

organizing and self-configuring, without the need for any 

existing network infrastructure or administration.  The 

protocol is composed of the two mechanisms of Route 

Discovery and Route Maintenance, which work together to 

allow nodes to discover and maintain source routes to 

arbitrary destinations in the ad hoc network. When using 

source routing, each packet to be routed carries in its header 

the complete, ordered list of nodes through which the packet 

must pass. A key advantage of source routing is that 

intermediate hops do not need to maintain routing 

information in order to route the packets they receive, since 

the packets themselves already contain all of the necessary 

routing information. This, coupled with the dynamic, on-

demand nature of Route Discovery, completely eliminates 

the need for periodic router advertisements and link status 

packets, reducing the overhead of DSR, especially during 

periods when the network topology is stable and these 

packets serve only as keep- alive 

II. LITERATURE SURVEY 

Many of the security solutions to secure the routing in 

MANETs have been proposed. Some research papers which, 

focus on secure routing in mobile ad hoc networks are 

discussed below: 

P. Papadimitratos and Z. Haas [1] proposed a 

secure routing protocol (SRP). SRP is based on a pre-share 

key between source and destination nodes. In SRP, a source 

node generates RREQ message and broadcasts it to its 

neighbors. When destination node receives RREQ message 

it verifies the source node and establish the route. Drawback 

of SRP is that it does not authenticate intermediate nodes. 

Author of [4] have shown the attack against the SRP 

protocol. In SRP protocol, an attacker can disrupts the 

normal functioning of this routing protocol in between 

source and destination nodes. 

Y.C. Hu, A. Perrig, and D. B. Johnson [2] proposed 

a secure routing protocol Ariadne. Ariadne protocol uses 

message authentication code (MAC) to maintain the 

message integrity and digital signature for   authentication. 

In Ariadne protocol, the source node generates the route 

request (RREQ) message and appends a hash value to 

RREQ message. Each intermediate node appends its 

identifier, digital signature and per hops value. When 

destination node receives RREQ packet it verifies source 

node and intermediate nodes, then sends back RREP 

message.   

Drawback of Ariadne is that it vulnerable to an 

active 1-1 attack [2], where an attacker could delete the 

node’s signature to forge a nonexistent route. L. Buttyan and 

I. Vajda [4] proposed a new protocol EndairA. They 

enhanced the security of Ariadne protocol proposed in [2] 

against active 1-1 attack [4] by providing security by 

appending the signature of source, destination and 

intermediate nodes. But EndairA protocol is vulnerable to 

active 0-1 attack [4] which is called Man in the Middle 

(MITM) attack. J. Liu, F. Fu, J. Xiao and Y. Lu [3] proposed 

EndairALoc protocol. The authors of [3] have shown that 

the. EndairA [4] protocol is vulnerable to Man in the Middle 

(MITM) attack. EndairALoc protocol uses the pair wise pre-

shared symmetric keys to construct the message 

authentication code (MAC) rather than public keys, 

randomly generated request identifier. 
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MANETs [5] are widely used for different types of 

applications. Some applications need secure communication. 

For making the communication secure anonymous routing 

protocols are used. Anonymity means to maintain the 

privacy of the entities as well as the routes. There are so 

many anonymous routing protocols at present. But they 

can’t provide all the anonymity together. This project 

proposes a Secured Hierarchical Anonymous Routing 

Protocol for MANETs. SHARP is cluster or group based 

anonymous routing protocol. Here the nodes in the network 

are grouped. The grouping is based on range and position of 

each node. The node and its one hop neighbours are grouped 

together. That means the nodes with a particular distance are 

grouped together to form a cluster. Then the routing is 

established in between the groups. Each group is maintained 

by a group identifier. The communication is encrypted by 

RSA method. There are two types of communication within 

the system. Inter group communication and intra group 

communication. 

[6] a flooding attack, a malicious node floods the 

network with a large number of RREQs to non-existent 

destinations in the network. Since the destination does not 

exist in the network, a RREP packet cannot be generated by 

any node in the network. In a selfish attack [6], a malicious 

node saves its resources; such as battery, by not cooperating 

in the network operations. A selfish node affects the 

network performance as it does not correctly process routing 

or data packets based on the routing protocol. The selfish 

node drops all data and control packets even if these packets 

are sent to it. In a grayhole attack, a malicious node behaves 

normally as a truthful node by replying with true RREP 

packets to the nodes that started RREQ packets. After the 

source node starts sending data through the malicious node, 

the malicious node starts dropping these data packets to 

launch a (DoS) denial of service attack. So, the malicious 

node forwards routing packets and drops data packets which 

make grayhole attacks much more difficult to detect. 

In [7] the proposed solution the grayhole attacks 

can be prevented. Data integrity is also maintained using 

hash function. A source node will broadcast Route Request 

(RREQ) message in search of its intended destination to all 

its neighbours. After receiving the RREQ from the source, 

the destination node or intermediate nodes will send the 

Route Reply (RREP) from the same route by which they 

received the RREQ. The black hole advertises that it has the 

shortest route to destination with the intention of becoming 

part of the route, so its RREP will be the first to arrive at the 

source. Hence the source node will reject the first RREP 

from its neighbour and will select the second optimal 

path/route to intended destination. 

In [8] the initial stage of network formation, every 

node stores the information about all neighbouring nodes 

connected to it. Based on the number of nodes present in the 

group and their location entire network can be treated as a 

collection of groups of nodes. Every peer group can have a 

coordinator node, a leader node which may track the 

information exchange details within the group and also in 

the entire network. These nodes are capable of collecting the 

information from their peers and the same can be exchanged 

to other groups when necessary. Since every node has the 

complete details about the neighbouring nodes in the group, 

this information can be used by the source node in 

evaluating the trust value of all the nodes in the network. 

In [9] a wormhole attack, an attacker receives 

packets at one point in the network, ‘tunnels’ them to 

another point in the network, and then replays them into the 

network from that point. For tunnelled distances longer than 

the normal wireless transmission range of a single hop, it is 

simple for the attacker to make the tunnelled packet arrive 

sooner than other packets transmitted over a normal 

multihop route. This typically requires at least two 

adversarial devices colluding to relay packets along a fast 

channel available only to the attackers. Wormhole link has 

higher probability to be chosen as part of multi-hop routes 

due to its excellent packet delivery capability. It is also 

possible for the attacker to forward each bit over the 

wormhole directly, without waiting for an entire packet to 

be received before beginning to tunnel the bits of the packet, 

in order to minimize delay introduced by the wormhole. 

In [10] black hole attack, a malicious node uses its 

routing protocol in order to advertise itself for having the 

shortest Path to the destination node or to the packet it wants 

to intercept. This hostile node advertises its availability of 

fresh routes irrespective of checking its routing table. In this 

way attacker node will always have the availability in 

replying to the   route request and thus intercept the data 

packet and retain it. In protocol based on flooding, the 

malicious node reply will be received by the requesting node 

before the reception of reply from actual node; hence a 

malicious and forged route is created. When this route is 

establish, now it's up to the node whether to drop all the 

packets or forward it to the unknown address. 

Security [11] issues have generally been 

overlooked while designing routing protocols for ad-hoc 

networks. Because of the properties of the standard AODV 

protocol, it is easy to breach the security of a MANET. 

AODV is susceptible to many types of malicious attacks 

including black hole attacks. In this paper, we investigated 

some of the existing solutions for these attacks. We 

proposed a novel approach for detecting and preventing 

these attacks and securing a route to the destination in an 

efficient manner. The simulation results showed that our 

SRD-AODV mechanism greatly increases the packet 

delivery ratio for three types of environments with node 

mobility when black hole attacks are occurring on the 

network. In our future work, we will enhance the security 

mechanism for data transmissions between the origination 

nodes or source node and destination node after a route has 

been established. 

In [12]  this paper author present trusted and secure 

topology formation using micro devices called nodes to 

provide nodes communication and information exchange. 

The network may consists of low cost, high performance, 

small and powerful dissimilar devices equipped with micro 

sensors capable of physiological dynamic behaviour 

monitoring and multimodal biometric continuous 

authentication in distributed environment. We assume that 

these devices are equipped with multiple biosensors has 

continuous authentication which is capable of collecting 

multiple biometrics, which has the ability to malicious 

behaviour. 
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III. DYNAMIC SOURCE ROUTING 

Unlike AODV and DYMO, DSR is a source routing 

protocol. This means that the source node adds the whole 

route up to the destination node to the packets header. As 

this is the case with most reactive ad hoc routing protocols, 

DSR is based on the two basic mechanisms namely route 

discovery and route maintenance. During the route 

discovery a route is set up on-demand. The route 

maintenance monitors an established connection during a 

communication between nodes. DSR is able to operate on 

networks containing unidirectional links but it works 

optimal in a network with bidirectional links. 

Option Type Option Data length Identification 

Target Address 

Address [1] 

Address[ 2] 

……………. 

Address[ n] 

Fig. 1: DSR data header packet format 

A. DSR Basic Functions 

If a source node originates a new data packet to some 

destination node, it adds the whole path “source route” in 

the packet header. Data packet header format is shown in 

figure 1. The source node searches for a route to that 

destination in its own route cache table. If it does not find an 

entry, it initiates a route discovery process to dynamically 

find a route to the destination node. Route discovery is 

similar to that in AODV. However, there are some 

differences. First, the RREQ packet  broadcasted by a source 

nodes include a new field, the route record, which saves the 

nodes the RREQ packet traverses on it travels towards the 

destination node. The RREQ packet format is shown in 

figure 3. Second, intermediate nodes receiving the RREQ 

check if their address is included in the route record. Third, 

if the RREQ packet arrives at the destination node, it checks 

its route cache for another route to the source node. If it 

finds one, the destination node generates a RREP packet 

adds the route record (from RREQ packet) and sends the 

RREP back to the source node over its own route. The 

RREP packet header format is shown in figure 4.Therefore 

DSR can work in a unidirectional link field where the revise 

route is not available and using other routes for replying to 

the RREQs Otherwise, the destination nodes ends the RREP 

packet over the reverse route back to the source node. The 

route maintenance is processed as mentioned in AODV. If 

an intermediate node could not forward a data packet, it 

generates a RERR packet and sends it back to the source 

node. The RERR packet format is shown in figure 5. 

Whenever a node receives a RERR message, it deletes all its 

routes containing the broken link. 

Destination Source Route RecorD …. 

Destination 

 

Address 

[1] 

Address 

[2] 

….. Address 

[i] 

…. 

Fig. 2: DSR cache route packet Format 
Option Type Option Data length Identification 

Target Address 

Address [1] 

Address[ 2] 

……………. 

Address[ n] 

Fig. 3: DSR RREQ packet format 

Option Type Option Data length L     Reserved 

Target Address 

Address [1] 

Address[ 2] 

……………. 

Address[ n] 

Fig. 4: DSR RREP packet Header 

Option 

Type 

Option Data 

length 

Error 

Type 

Reserved     Slavage 

Error Source Address 

Error Destination Address 

Type Specific Information 

Fig. 5: DSR RERR Packet format 

B. Additional Features 

In addition to the two basic mechanisms mentioned above, 

DSR protocol provides further features. 

1) Route Discovery Features 

a) Caching Overheard Routing Information 

If a node is forwarding or overhearing any routing packet it 

updates its own route cache. 

b) Replying to Route Requests Using Cached Route 

If an intermediate node receives a RREQ packet to the 

destination and has a valid route to the requested 

destination, the intermediate node uncast a RREP packet 

back to the source node. 

c) Route Request Hop Limits  

Each RREQ packet contains a "hop limit" or time-to-live 

“TTL” field in its IP header. The TTL is used to limit the 

propagation of the RREQ packet with the aim to reduce the 

routing control packets overhead on the network. 

2) Route Maintenance Features 

a) Packet Salvaging 

Packet salvaging occurs if an intermediate node forwarding 

a data packet detects that the link to the next node is broken 

and it has another valid route to the destination in its route 

cache. Otherwise, the node drops the data packet. In all 

cases, the node sends back a RERR packet toward the 

source node. 

b) Automatic Route Shortening 

 If a node is able to overhear a packet carrying a source 

route, which will come to it later, the node should send back 

a RREP with the shorter path to the source node 

c) Increased spreading of Route Error Messages 

If a source node receives a RERR, it propagates this RERR 

to its neighbors by including it in its next RREQ. In this 

way, the source node does not respond with a new RREP 

contain the same invalid link. 

IV. CONCLUSION 

In this paper we have given a detailed review Dynamic 

source routing protocol with its vulnerabilities and proposed 

solution. Openness of ad hoc network makes it vulnerable 

and attackers found it easy to target and data replication and 

other losses occur in network. Different approaches based 

on simulation and there result has been given by researchers 

and we have tried to provide a detailed report regarding it. 

Our effort was to categorize different types of security 

attacks based on their characteristics so that improvement 

period can reduce. 
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