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Abstract— A pseudo random number generator (PRNG) is 

also known as a deterministic random bit generator(DRBG). 

It is an algorithm which generates a sequence of random 

numbers. This paper presents  an implementation of pseudo 

random number generator.  The design is specified in 

VHDL and is implemented on altera FPGA device. It is 

based on the Residue Number System (RNS). It gives us the 

way to design a very fast circuit. This paper presents design 

and implementation of a pseudo-random number generator 

which is based on Blum Blum Shub, XOR Shift, Fibonacci 

series and Galois LFSR  methods. We have demonstrate that 

how the introduction of application specificity in the 

architecture can deliver huge performance in terms of area 

and speed. The design is specified in VHDL and is analyzed 

on altera FPGA parameter. Which has given us higher 

throughput and also the parameter like area, propagation 

delay and power requirement. 

Key words: Blum Blum Shub method, Fibonacci series 

method, Galois LFSR method, VHDL, XOR Shift 

I. INTRODUCTION 

For generating data encryption keys, random numbers are 

useful in various applications such as communication 

channel, bank security, etc. Also it is used to design encoder 

and decoder for sending and receiving data in noisy 

communication channel. They have also been used 

aesthetically, for example in literature and music, and are of 

course ever popular for games and gambling. When 

discussing single numbers, a random number is one that is 

drawn from a set of possible values, each of which is 

equally probable, i.e. a uniform distribution. Random 

number generator is a computational device to generate a 

sequence of numbers or that lack any pattern . There are 

various methods for pseudo-random numbers are known . 

Most of them are based, on linear congruential equations  

and require a number of time consuming arithmetic 

operations. In contrast, the use of feedback shift registers 

permits very fast generation of binary sequences. Shift- 

register sequences of maximum length (m-sequences) are 

well suited to simulate truly random binary sequences . With 

minimum length feedback polynomial 8, 16 and 32-Bit 

LFSR based PRNG implemented on FPGA. In relation to 

common sense, a Random Number Generator (RNG) is a 

source of unpredictable numbers (or, more generally, 

symbols), which means that it is impossible to predict its 

outcome with an accuracy greater than the one given by the 

pure luck; a classic example is the coin toss, assuming a fair 

(i.e., unbiased) coin. Mathematically, we define RNG as a 

source of infinitely long sequences of perfectly independent 

and identically distributed (i.i.d.) symbols, i.e., a 

probabilistic finite state machine where the probability of 

generating a given symbol does not depend on the 

previously generated symbols nor on how many symbols 

have been generated. 

In many practical applications such as 

cryptography, model simulation, sampling, games of 

chance, among others, there is requirement of the generation 

of series of random numbers. This is achieved, for example, 

by means of tables, specific algorithms or electronic circuits.  

Unlike the natural sources of noise, these generators possess 

a finite period, so that they are called pseudorandom number 

generators (PRNGs).Most C libraries have a pair of library 

routines for initializing, and then they generate random 

numbers. For parametric speech synthesis application, a 

random number generator is required to produce noise 

samples. Therefore, a need has been felt for the design of a 

dedicated hardware for random number generator that 

generates one random number per cycle so that text to 

speech conversion is done in real time. Pseudo-random 

number generators (PRNGs) are required in variety areas 

including Monte Carlo simulations, on chip self-test 

circuitry, and optimization methods such as simulated 

annealing and genetic algorithms. In many hardware 

implementations, it is desirable to optimize performance of 

the PRNGs in terms of speed, area, and power dissipation, 

while producing high quality random numbers. For example, 

due to advances in Very Large Scale Integration (VLSI) 

processing technology, the complexity of integrated circuit 

designs now make it feasible, and even necessary, to place 

self-test circuits on the chip itself. Most of the work on 

random number generator has been done on the algorithm 

and the development of software for them and not much 

work has been done on the hardware implementation of the 

random number generator. Yuan Li et. Al has done the 

hardware implementation of the random number generator 

based on Mersenne Twister (MT) algorithm and their 

random number generator produces 450 million samples per 

second. 

Here we are presenting different algorithms for 

generating the   random numbers. By giving higher 

throughput, propagation delay, area and power. We  are  

designing  it  on  FPGA  and  for  simulation  using  

Modelsim  software  and  for  synthesis  using  Quartus  II.  

From this we are going  to  find  the   efficient  architectures 

of generators and discuss some problems concerning their 

operation principle. 

II. LITERATURE REVIEW 

GU   Xiao-chen, ZHANG Min-xuan introduced a new kind 

of URNG using Leap-Ahead LFSR Architecture which 

could generate an m-bits random number per cycle using 

only one LFSR. They analyzed its architecture, present the 

expression of the period and point out how to choose the 

taps of the LFSR. Finally, a 18-bits URNG was 

implemented on Xilinx Vertex Ⅳ FPGA.. By comparison, 

the Leap-Ahead LFSR Architecture URNG consumes less 

than 40 slices which was only 10% of what the Multi-

LFSRs    architecture consumes and acquires very good 

Area Time performance and Throughput performance that 
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were 2.18×10-9 slices×sec per bit and 17.87×109 bits per 

sec.[1]  Fabio Pareschi, Gianluca Setti, and Riccardo Rovatti 

given that the architecture used for common pipeline ADCs 

can be reused for designing a chaotic circuit, which is very 

appealing for the generation of random numbers. Following 

this approach they have de- signed two prototypes of a true-

random number generator in 0.35- m and 0.18- m CMOS 

technology, capable of generating random bits with a 

throughput, respectively, of 40 Mbit/s and 100 Mbit/s[2]. 

Jonathan M. Comer, Juan C. Cerda, Chris D. 

Martinez, and David H. K. Hoe Evaluated the performance 

of CA-based PRNGs suitable for implementation on 

FPGAs. Their results for the Xilinx Spartan 3E FPGA given 

a good idea of the relative resources required for each 

configuration. The DIEHARD suite of statistical tests was 

used to evaluate the quality of the random numbers 

produced from each configuration. It was found that the 37 

bit LFSR + 16 bit CA and the 52 bit LFSR + 8 bit CA 

produced the best results. The LFSR + CA uses less 

overhead than the SPCA and produces higher quality 

random numbers, but the SPCA gives much greater 

throughput with similar randomness but greater 

overhead.[3].Pawel Dabal  Ryszard Pelka In this the author 

described implementation of three versions of chaotic 

pseudo-random bit generators in five selected FPGA devices 

offered by Xilinx. A comparative study of required number 

of FPGA resources and maximum operating frequencies had 

been presented. They had shown that the proposed PRBG 

architectures can be relatively easy implemented in FPGA 

devices and used in embedded SoC systems. It is also 

possible to implement dedicated interfaces for different bus 

standards.[4] 

Carlos Arturo Gayoso, C. González, L. Arnone, M. 

Rabini, Jorge Castiñeira Moreira presented  a new PRNG 

based on the RNS. The proposed circuit had a dynamic, due 

to the use of RNS, different than known generators. It also 

had a superior performance in terms of speed and resource 

usage with respect to its realization in 2's complement. 

Rigorous tests like those of the pack Diehard for testing 

randomness of numeric series have been applied to the 

generated sequences, to verify that the proposed generator 

satisfactorily passes the different tests applied.[5] Ravi 

Saini, Sanjay Singh, Anil K Saini, AS Mandal and Chandra 

Shekhar [6] implemented a fast and efficient hardware 

implementation of a pseudo-random number generator 

based on Lehmer linear congruential method. We 

demonstrate in this paper that how the introduction of 

application specificity in the architecture can deliver huge 

performance in terms of area and speed. The design has 

been specified in VHDL and is implemented on Xilinx 

FPGA device XC5VFX130T-3ff1738 and takes up only 23 

slice LUTS. Our design generates 1 random number per 

cycle with a clock frequency of 502 MHz (502 million 

samples per second). The random numbers generated by our 

design are extensively verified against the C-code generated 

outputs for functional correctness. They had demonstrated 

the hardware design of low cost, high speed random number 

generator based on Lehmer linear congruential method. 

Their proposed architecture generates 1 random sample per 

cycle. It achieves high performance since it is generating 

502 million samples per second. It was a low cost 

architecture since it used only 23 slice LUTs and 14 FFs 

implemented on a Xilinx Xc5vfxt130t-3ff1738. Therefore, 

their design was well suited for high performance and low 

cost applications.[6] 

David B. Thomas and  Wayne Luk [7] given that 

Field-programmable gate array (FPGA) optimized random 

number generators (RNGs) are more resource efficient than 

software-optimized RNGs because they can take advantage 

of bitwise operations and FPGA-specific features. However, 

it is difficult to concisely describe FPGA-optimized RNGs, 

so they are not commonly used in real-world designs. This 

describes a type of FPGA RNG called a LUT-SR RNG, 

which takes advantage of bitwise XOR operations and the 

ability to turn lookup tables (LUTs) into shift registers of 

varying lengths. This provides a good resource–quality 

balance compared to previous FPGA-optimized generators, 

between the previous high-resource high-period LUT-FIFO 

RNGs and low-resource low-quality LUT- OPT RNGs, with 

quality comparable to the best software generators. [7]       

Peter Yiannacouras, J. Gregory Steffan, and Jonathan Rose 

[8]   proposed extending soft processor instruction sets to 

include support for vector processing. The resulting system 

of vectorized software and soft vector processor hardware is 

(i) portable to any FPGA architecture and vector processor 

configuration, (ii) scalable to larger yet higher-performance 

designs, and (iii) flexible, allowing the underlying vector 

processor to be customized to match the needs of each 

application. Using robust and verified parameterized vector 

processor design and industry- standard EEMBC 

benchmarks, they evaluated the performance and area trade-

offs for different soft vector processor configurations using 

an FPGA development platform with DDR SDRAM. They 

found that on average they can scale performance from 1.8x 

up to 6.3x for a vector processor design that saturates the 

capacity of their platform’s Stratix 1S80 FPGA. 

III. PROPOSED WORK 

We are going to use Modelsim and Quartus 2 software. Here 

are the following methods which will produce the 

pseudorandom number generator mentioned below. 

A. Design of a Random Number Generator using XOR Shift 

method 

XOR shift is a category of pseudorandom number 

generators. It repeatedly uses the transform of exclusive or 

on a number with a bit shifted version of it. 

 
Fig. 1: Basic Block Diagram of LFSR 

` The bits in the LFSR state which influence the 

input are called taps. A maximum-length LFSR produces an 

m- sequence (i.e. it cycles through all possible 2n -1 states 

within the shift register except the state where all bits are 

zero), unless it contains all zeros, in which case it will never 

change. The sequence of numbers generated by this method 

is random. The period of the sequence is (2n - 1), where n is 

the number of shift registers used in the design. For 32 bit 

design the period is 4294967295. This is large enough for 



Implementation of Random Number Generator in FPGA 

 (IJSRD/Vol. 4/Issue 09/2016/095) 

 

 All rights reserved by www.ijsrd.com 378 

most of the practical application. The arrangement of taps 

for feedback in an LFSR can be expressed in finite field 

arithmetic as a polynomial mod 2. This means that the 

coefficients of the polynomial must be 1's or 0's. [8][13] 

B. Design of a Random Number Generator using 

Fibonacci series method 

Fibonacci series method works on the principal of Sn = Sn-1 

+ Sn -2 . It performs binary addition like addition, 

subtraction, multiplication or Ex - Or operation. The 

rightmost bit of the LFSR is called the output bit. The taps 

are XOR'd sequentially with the output bit and then fed back 

into the leftmost bit. The sequence of bits in the rightmost 

position is called the output stream. 

 
Fig. 2: Fibonacci Type 

There can be more than one maximum-length tap 

sequence for a given LFSR length. Also, once one 

maximum- length tap sequence has been found, another 

automatically follows. If the tap sequence, in an n-bit LFSR, 

is [n, A, B, C, 0], where the 0 corresponds to the x0 = 1 

term, then the corresponding 'mirror' sequence is [n, n − C, n 

− B, n − A, 0]. As well as Fibonacci, this LFSR 

configuration is also known as standard, many-to-one or 

external XOR gates. LFSR has an alternative 

configuration.[1] 

C. Design of a Random Number Generator using Galois 

LFSR method. 

 In Galois method, when the system is clocked, bits that are 

taps are shifted one position to the right unchanged. The taps 

on the other hand are XOR with the output bit before they 

are stored in next position. The effect of this is that when the 

output bit is zero all the bits in the register shift to the right 

unchanged, and the input bit becomes zero. When the output 

bit is one, the bits in the tap positions all flip (if they are 0, 

they become 1, and if they are 1, they become 0), and then 

the entire register is shifted to the right and the input bit 

becomes 1. 

 
Fig. 3: Galoise Type 

an LFSR in Galois configuration, which is also 

known as modular, internal XORs as well as one-to-many 

LFSR, is an alternate structure that can generate the same 

output stream as a conventional LFSR (but offset in 

time).[1][9] 

D. Design of a Random Number Generator using Blum 

Blum Shub method 

Blum Blum Shub (B.B.S.) is a pseudorandom number 

generator works on the principal of  

                           Xn+1 = Xn mod  

Where n=p x q is the product of two large primes p 

and q. At each step of the algorithm, some output is derived 

from xn+1; the output is commonly the bit parity of Xn+1 or 

one or more of the least significant bits of Xn+1. The two 

primes, p and q, should both be congruent to 3 (mod 4) (this 

guarantees that each quadratic residue has one square root 

which is also a quadratic residue) and GCD (φ(p-1), φ(q-1)) 

should be small (this makes the cycle length large).[11][12] 

 
Fig. 4: General Structure of BBS 

IV. RESULT AND DISCUSSION 

A. Simulation Result of Methods Used: 

All the Random Number Generating methods are simulated 

on Modelsim simulator. 

B. 6.2.1.1. XOR shift method: 

The simulation result of this method is given below in 8 bit, 

16 bit and 32 bit  in fig 6.2, fig 6.3 and fig 6.4 resp. 

 
Fig. 5: Simulation of 8 Bit XOR shift LFSR. 

 
Fig. 6: Simulation of 16 Bit XOR shift LFSR. 

Fig. 7: Simulation of 32 Bit XOR shift LFSR. 

1) Fibonacci Series Method 

The simulation result of this method is given in fig 6.5. 

Clock, Reset and Number Generator are the inputs of this 

using 8 bit width. 
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Fig. 8: Simulation of Fibonacci Series 

2) Galois Method: 

The simulation result of this method  is given in fig 6.6. 

Clock, Reset and Number Generator are the inputs of this 

using 8 bit width. 

 
Fig. 9: Simulation of Galois Method 

3) Blum Blum Shub Method: 

The simulation result of this method is given in fig 6.7. 

Clock and reset are the inputs p and q are also input which 

are prime numbers. 

 
Fig. 10: Simulation of Blum Blum Shub Mehtod 

C. Analysis and Synthesis 

The  analysis and synthesis of random number generator is 

done using Altera Quartus II. Analysis shows that the 

methods used for the random number generator requires less 

time and  less power. Table 1 shows Area, Power and 

Timming Analysis using Altera Quartus II Cyclone II  

EP2C20F484C7 
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Table 1: 

 We used here the different algorithms for random 

number generator. 

 The  main application of  this  project  is  to  give  the  

efficient  method  for  generation  of  random  numbers. 

 The  methods  which  are  used  here  gives  the  

propagation delay, ,maximum operating frequency of 

design, throughput and power. 

 It is clearly found from the synthesis and simulation 

result that LFSR with maximum feedback polynomial 

can generate maximum random output. 

 In  previous  implementations  the  research  are  only  

done  on  throughput, time  and  area. But here  we  

have  reduced  also  the  power  consumption. 

V. CONCLUSION AND FUTURE SCOPE 

We designed a new kind of RNG using different algorithms 

for random number generator. We found the efficient  

method  for  generating  the  random  number. As compared  

with  throughput for 8  bit  methods the Galois type LFSR  

gives  the  higher  throughput. If the    bit rate  increases  the  

throughput  also  increases. The Galois type method taken 

the  less  execution  time.   And  as  compared  with  power  

the  8 bit XOR  shift  LFSR  consumed  less   power. From 

this  it  is  concluded  that  the  method  consuming  less 

power  requires  more  time  to  execute.  And  the  method  

which  requires  less time  to  execute  it  consumes  more  

power. And  if  we  want  low  power  consumption  and  

high  speed  then  we  can  use  the  Fibonacci  series  

method. 

The   given  design  is  simulated  on  Modelsim  

and  synthesized  on  Quartus  II  software.  It gives us  the  

efficient  method. The modulation and advancement of 

FPGA makes the design compatible for future 

improvements. In future this system will become more faster 

and become more efficient in terms of area, throughput and 

power. 
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