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Abstract— Data Security and privacy plays a crucial role 

when comes to electronic health records as it contains 

sensitive information. Data Security is referred to as the 

confidentiality, availability, and integrity of data. It is also 

referred as, the practices and processes that are in place to 

ensure data isn't being used or accessed by unauthorized 

individuals or parties. Data security ensures that the data is 

protected and reliable and is available when those with 

authorized access need it .Data Privacy is the appropriate use 

of data. When it is given to trusted sources, the data should 

be used according to the stated purposes. This paper presents 

a review of various security and privacy measures for 

Electronic Health Records. 
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I. INTRODUCTION 

Electronic  health records (EHRs) provide a common 

location for integrating patient data acquired from different 

sources , with the aim of making this data readily accessible 

to healthcare professionals and to the patients as well. With 

an intent of digitizing health records has been to lower the 

cost of healthcare, reduce the number of preventable 

medical errors, and improve the efficiency of diagnosing 

and treating patients, the complete amount of data collected 

exhibits new challenges, especially how to ensure the 

security and privacy of the patients personal health 

information from various vulnerabilities in the wireless 

communication channel such as eavesdropping and 

tampering[1]. Also the access control of personal health 

information, namely it is only the authenticated clinical 

persons or organizations that can recover the patients’ 

personal health information during the data sharing in the 

distributed e-healthcare system[2]. In practice, most patients 

are concerned about the confidentiality of their personal 

health information, since it is likely to make trouble for each 

kind of unauthorized collection and disclosure. For example, 

the patients’ insurance application may be refused once the 

insurance company has the knowledge of the serious health 

condition of its consumers. So this paper aims to present the 

different security and privacy criteria for safety of 

Electronic Health Record[4]. 

II. DEFINITIONS FOR ELECTRONIC DATA COLLECTION 

 Personal health information (PHI): This is defined by 

HIPAA law and includes personal identifiers that are 

associated with medical information other than 

patient/subject self-reported information that may 

pertain to health. Information/data from medical 

records are considered PHI[7].  

 Personal identifying information (PII): For the 

purposes of this policy, this includes information that 

identify a person including any or all of the following: 

(1) names; (2) identification numbers; (3) birth dates; 

(4) addresses; (5) IP addresses; (6) other data that 

could reasonably lead to discovering a personal 

identity. 

 Data integration: This is used to describe findings is 

highly variable and dependent on the physician. It 

poses a challenge when disambiguating whether 

multiple occurrences of a finding reference the same 

instance.  

 Information retrieval: An ontology also supports query 

expansion, which augments the original query with 

synonymous or related terms to improve recall of items 

that are relevant but may not be literal matches to the 

original query For example, if a physician wishes to 

identify all findings related to the blood cancer, an 

ontology can be used to identify other related 

structures that are part of the cancer related symptoms. 

 Data annotation: Finally, annotation of clinical data is 

needed. 

 Security tokens: Jump drive-like devices that contain 

security codes or de-encryptions to allow access to 

secure web-based data sets[7]. 

III. THE HIPAA SECURITY RULE 

The Health Insurance Portability and Accountability Act 

(HIPAA) Security Rule establishes a national set of 

minimum security standards for protecting all Electronic 

Health Records (EHR) that a Covered Entity (CE) and 

Business Associate (BA) create, receive, maintain, or 

transmit[6]. The Security Rule contains the administrative, 

physical, and technical safeguards that CEs and BAs must 

put in place to secure EHR. 

The Security Rule has several types of safeguards 

and requirements 

1) Administrative Safeguards– Administrative safeguards 

are administrative actions, policies, and procedures to 

prevent, detect, contain, and correct security violations. 

Administrative safeguards involve the selection, 

development, implementation, and maintenance of 

security measures to protect EHR and to manage the 

conduct of workforce members in relation to the 

protection of that information[6]. A central 

requirement is that you perform a security risk analysis 

that identifies and analyzes risks to EHR and then 

implement security measures to reduce the identified 

risks.  

2) Physical Safeguards – These safeguards are physical 

measures, policies, and procedures to protect electronic 

information systems and related buildings and 

equipment from natural and environmental hazards and 

unauthorized intrusion. These safeguards are the 

technology and the policies and procedures for its use 

that protect EHR and control access to it.  

3) Organizational Standards – These standards require a 

CE to have contracts or other arrangements with BAs 

that will have access to the CE’s EHR[6]. The 
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standards provide the specific criteria required for 

written contracts or other arrangements.  

4) Policies and Procedures– These standards require a CE 

to adopt reasonable and appropriate policies and 

procedures to comply with the provisions of the 

Security Rule. A CE must maintain, until six years 

after the date of their creation or last effective date 

(whichever is later), written security policies and 

procedures and written records of required actions, 

activities, or assessments. A CE must periodically 

review and update its documentation in response to 

environmental or organizational changes that affect the 

security of EHR. 

IV. POTENTIAL INFORMATION SECURITY RISKS WITH 

DIFFERENT TYPES OF EHR HOSTS HOST TYPE 

A. Example 1: Office-Based EHRs 

 Risk: Natural disaster could greatly disrupt the      

availability of, and even destroy, EHR. 

 Mitigation Steps: Storage of routine backups offsite. 

B. Example 2: Office-Based EHRs 

 Risk: Security settings can be directly controlled.  

 Mitigation Steps: Regardless of size of practice, 

following the practices on policies and procedures 

about access to EHR is the best possible solution. For 

example, usage of password controls and automatic 

logout features. 

C. Example 3: Office-Based EHRs 

 Risk: The security features on  office-based EHR may 

not be as up-to-date and sophisticated as an Internet-

hosted EHR. 

 Mitigation Steps: Maintain ongoing communication 

with the EHR developer about new features and their 

criticality to the security of the EHR.  

D. Example 4: Office-Based EHRs 

 Risk: When public and private information security 

requirements change, updating EHR and bug 

identification is necessary. 

 Mitigation Steps: Routinely monitor for changes and 

figure out information security requirements and adjust 

settings as needed. 

E. Example 5: Internet-Hosted (Cloud-Based) EHRs 

 Risk: Reliability of Internet connection is the key 

focus.  

 Mitigation Steps: Confirm that EHR host follows 

mentioned security standards and requirements. 

F. Example 6: Internet-Hosted (Cloud-Based) EHRs 

 Risk: The developer may control many security 

settings. 

 Mitigation Steps: The adequacy of these settings may 

be hard to assess, but ask for specific information.  

V. PRIVACY METHODS PRACTICED IN EHR 

A. Method 1 

An authorized accessible privacy mode for the privacy-

preserving cooperative authentication is established to allow 

the patients to authorize the corresponding physicians by 

setting an access tree structure supporting flexible threshold 

predicates. Based on this, a patient self-controllable privacy-

preserving cooperative authentication scheme in the 

distributed e-healthcare system is proposed, realizing three 

different levels of security and privacy requirement for the 

patients. 

1) Limitation 

Still the authorization problem occurs where even un 

authorized physicians would know the identity of patient. 

B. Method 2 

This targets the privacy of data and processing logic. The 

idea is that the application logic needs to be partitioned into 

fine-grained parts and these parts are distributed to distinct 

clouds. This approach can be put forth in different ways 

depending on how the partitioning is performed. The clouds 

participating in the fragmented applications can be 

symmetric or asymmetric in terms of computing power and 

trust. Two types of cloud structure can be instantiated. The 

first involves a trusted private cloud that takes a small 

critical share of the computation, and a untrusted public 

cloud that takes most of the computational load[5]. The 

second distributes the computation among several un trusted 

public clouds, with the assumption that these clouds will not 

collude to break the security and privacy. 

1) Limitation 

Some properties such as efficiency. Performances are not 

discussed properly. 

C. Method 3 

A key generation algorithm which generates a root secret 

key and (in a public key system) public key for the patient. 

A key derivation algorithm which takes a secret 

key for a category, and the name of one of its sub categories, 

and generates the secret key for that 

1) Sub Category 

An encryption algorithm which takes a public key and/or a 

secret key for a category, the name of that category, and a 

file, and encrypts that file for that Category[3]. 

A decryption algorithm which takes the name of a 

category and the secret key for that category, and a 

ciphertext encrypted for that category, and produces the 

decrypted file. 

The goals of PCE are: 

a) Guarantee Strong Privacy 

PCE will guarantee the patient's privacy the patient should 

have confidence that the administrators of the health data 

server will not learn anything about the patient's record[3]. 

Also guarantee security in the case of server compromise 

even if the server is compromised or stolen, leaked, and 

guarantee correctness of the health record: the patient should 

be able to verify that no one has tampered with his record. 

b) Maintain Functionality 

Guarantee the privacy without compromising the 

functionality of the server. This means the system should 

guarantee efficient access to patient health records, and easy 

sharing of parts of the record, and efficient searching over 

records.  

2) Limitation 

Key distributions of complicated data are not focused. There 

are other limitations as well. The criteria upload without Key 
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Distribution Flexible Hierarchies High Efficiency Easy to 

Add Categories are limitedly supported in this scheme. 

VI. CONCLUSION 

The above security and privacy methods focused on fine-

grained privacy-preserving static medical text access and 

analysis, which can hardly afford the dynamic health 

condition fluctuation and medical image analysis. In that 

System both storage and computation to the untrusted entity 

would bring a series of security and privacy issues. Since a 

user patient has many hierarchical structure, encryption cost 

and storage cost for cloud is huge. In the Existing System, 

regenerating-coded data only provide private auditing. 

Existing System requiring data doctors to always stay online 

and handle auditing. Homomorphic data aggregation 

allowed single instance. The data security and data 

confidentiality is less. Cloud Storage cost is huge. 

Encryption time is huge. More information about 

heterogeneous data is needed. The multiple files in the same 

hierarchical structure could be encrypted by an integrated 

access structure, the storage cost of cipher text and time cost 

of encryption could be saved. Also heteromorphic data 

aggregation allowed more instance. Security requirements of 

data confidentiality and tag consistency are also achieved by 

introducing a deterministic secret sharing scheme in 

distributed storage systems. 
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