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Abstract— Authentication based on passwords is utilized to 

a great extent as a part of utilizations for computer security 

and protection. In any case, human activities, for example, 

picking bad passwords and inputting passwords in an 

uncertain way are viewed as "the weakest link" in the 

validation chain. As opposed to self-assertive alphanumeric 

strings, users have a tendency to pick passwords either short 

or significant for simple remembrance. With web 

applications and portable applications heaping up, 

individuals can get to these applications at whatever time 

and anyplace with different devices. This advancement 

brings extraordinary comfort additionally expands the 

likelihood of presenting passwords to shoulder surfing 

attacks. Attackers can watch straightforwardly or use outer 

recording devices to gather users' accreditations. To beat 

this issue, we proposed a novel authentication framework 

PassMatrix, bsed on graphical passwords to oppose shoulder 

surfing attacks. With a one-time valid login indicator and 

circulative horizontal and vertical bars covering the whole 

extent of pass-images, PassMatrix offers no clue for 

attackers to make sense of or tight down the password even 

they lead various camera-based attacks. 
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I. INTRODUCTION 

Textual passwords have been the most broadly utilized 

validation technique for decades. Comprised of numbers 

furthermore, upper-and lower-case letters, textual passwords 

are viewed as sufficiently solid to oppose against brute force 

attacks. Notwithstanding, a solid textual secret password is 

difficult to retain and remember. In this manner, users have 

a tendency to pick passwords that are either short or from 

the word reference, rather than irregular alphanumeric 

strings. Far and away more bad, it is most certainly not an 

uncommon case that users may utilize one and only 

username and password for different account. As indicated 

by an article in Computer world, a security team at a large 

organization ran a network password cracker and shockingly 

split around 80% of the employee’s passwords inside 30 

seconds. Textual passwords are regularly insecure due to the 

trouble of maintaining up solid ones.  

Different graphical password validation schemes 

were produced to address the issues and shortcomings 

connected with textual passwords. In view of a few 

concentrates, for example, people have a better capacity to 

remember images with long-term memory (LTM) than 

verbal representations. Image based passwords were ended 

up being simpler to recall in a few user ponders. 

Accordingly, users can set up a complex authentication 

password and are fit for remembering it after quite a while 

regardless of the possibility that the memory is not activated 

periodically. Be that as it may, the greater part of these 

image based passwords are helpless against shoulder surfing 

attacks (SSAs). This sort of attack either utilizes direct 

perception, for example, viewing over somebody's shoulder 

or applies video catching methods to get passwords, PINs, 

or other sensitive individual data.  

 
Fig. 1: Registration System 

The human activities, for example, picking bad 

passwords for new account and inputting passwords in an 

unreliable way for later logins are viewed as the weakest 

link in the validation chain. Hence, an authentication 

scheme ought to be intended to overcome these 

vulnerabilities.  

 
Fig. 2: Authentication system 
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In this paper, we introduce a resistant graphical 

authentication framework named PassMatrix that protect 

users from getting to be victim of shoulder surfing attacks 

while inputting passwords in public through the utilization 

of one-time login indicators. A login indicator is 

haphazardly produced for each pass-image and will be 

useless after the session terminates. The login indicator 

gives better security against shoulder surfing attacks, since 

users utilize a dynamic indicator to point out the position of 

their passwords as opposed to tapping on the password 

object straightforwardly. 

II. LITERATURE SURVEY 

A. Graphical Password Based User Authentication With 

Free-Form Doodles[1] 

User authentication utilizing basic motions is currently 

normal in versatile devices. In this work, authentication with 

freeform sketches is concentrated on. Verification 

frameworks utilizing dynamic time twisting and Gaussian 

mixture models are proposed, in view of element mark check 

approaches. The most discriminant elements are considered 

utilizing the consecutive forward drifting choice algorithm. 

The impacts of the time pass between catch sessions and the 

effect of the preparation set size are likewise contemplated. 

Advancement and approval analyses are performed utilizing 

the DooDB database, which contains passwords from 100 

users caught on a cell phone touchscreen. Rise to blunder 

rates somewhere around 3% and 8% are acquired against 

arbitrary frauds and somewhere around 21% and 22% 

against talented imitations. High changeability between 

capture sessions builds the error rates. 

B. Graphical Password Authentication: Cloud Securing 

Scheme[2] 

 
Fig. 3: Block diagram 

Presently a days for data security authentication is the most 

essential component .It applies solid text based password that 

give security yet to remember we have to store it in a few 

places. For this there is diverse strategy to expel this 

inconvenience graphical password is utilized. Computer 

security depends generally on password so as to confirm 

human user. A graphical password is a Verification work by 

having the user select from image and image. On the off 

chance that any application gave easy to understand 

validation at that point is anything but difficult to get to 

utilize that application. Here we are utilizing the Graphical 

password since human personality can without much of a 

stretch recollect image and after that the letters in order and 

digits. We are utilizing cloud with graphical password with 

security reason. When we made graphical password around 

then user select two images from set of images. By utilizing 

this four images password is made. 

C. Covert Attentional Shoulder Surfing: Human 

Adversaries Are More Powerful Than Expected[3] 

At the point when a user connects with a computing system 

to enter a secret password, shoulder surfing attack are of 

extraordinary concern. To adapt to this issue, past strategies 

assumed constrained intellectual abilities of a human 

adversary as an obstruction, however there was an 

entanglement with the supposition. In this paper, we 

demonstrate that human adversaries, even without a 

recording device, can be more successful at spying than 

anticipated, specifically by utilizing intellectual systems and 

via preparing themselves. Our novel approach called 

secretive attentional shoulder surfing in fact can break the 

notable PIN passage technique already assessed to be secure 

against shoulder surfing. Another commitment in this paper 

is the formal demonstrating approach by adjusting the 

prescient human execution displaying apparatus for security 

examination and change. We likewise devise a guard strategy 

in the demonstrating worldview to break down extremely the 

perceptual execution of the enemies while saving that of the 

user. To the best of our insight, this is the principal work to 

show and protect the new type of attack through human 

execution displaying. Genuine attack analyses and user 

studies are likewise led.  

D. Now You See Me, Now You Don’t: Protecting 

Smartphone Authentication From Shoulder Surfers[4] 

 
Fig. 5: System architecture 



A Survey on Implementation of Graphical Authentication System for Resisting Shoulder Surfing 

 (IJSRD/Vol. 4/Issue 09/2016/075) 

 

 All rights reserved by www.ijsrd.com 291 

In this paper, we exhibit XSide, a validation instrument that 

uses the front and the back of cell phones to enter stroke-

based passwords. Users can switch sides during contribution 

to minimize the risk of shoulder surfing. We played out a 

user consider (n = 32) to investigate how exchanging sides 

during Verification influences convenience and security of 

the framework. The outcomes demonstrate that exchanging 

the sides expands security while authentication speed 

remains generally quick (≤ 4 seconds). The paper moreover 

gives bits of knowledge on precision of without eyes 

contribution (as utilized as a part of XSide) and shows how 

3D printed model cases can enhance the back-of-device 

cooperation encounter. 

E. The Doodb Graphical Password Database: Data 

Analysis And Benchmark Results[5] 

We display DooDB, a doodle database containing 

information from 100 users caught with a touch screen-

enabld cell phone under reasonable conditions taking after an 

efficient convention. The database contains two corpora: 1) 

doodles and 2) pseudo-marks, which are improved finger-

drawn variants of the manually written signature. The dataset 

incorporates authentic examples and imitations, created 

under most pessimistic scenario conditions, where assailants 

have visual access to the drawing procedure. Measurable and 

subjective breaks down of the information are exhibited, 

contrasting doodles and pseudo-marks with written by hand 

marks. Time changeability, expectations to learn and adapt, 

and discriminative force of various elements are likewise 

examined. Verification execution against imitations is broke 

down utilizing best in state-of-the-art algorithms and 

benchmark results are given. 

F. The Pone Lock: Audio And Haptic Shoulder-Surfing 

Resistant Pin Entry Methods For Mobile Devices[6] 

 
Fig. 6: Virtual Wheel in use: navigation and selection 

 
Fig. 7: External motor attached to the device 

Tangible UIs are portals to advanced data. Later on, securing 

access to such material will be a critical concern. This paper 

portrays the outline, execution and assessment of a PIN 

section framework based on sound or haptic prompts that is 

appropriate for coordination into such physical frameworks. 

The current execution joins developments on a cell phone 

touch screen with the show of non-visual signs; 

determination of a grouping of these signs creates a 

password. Concentrates on uncover the legitimacy of this 

approach as far as errand times and blunder rates that 

enhance over earlier craftsmanship. In total, this paper shows 

the capability of non-visual PINs as a component for 

securing access to a scope of frameworks, at last fusing 

portable, ubiquitous or unmistakable interfaces. 

III. CONCLUSION 

With the expanding trend of web services and applications, 

users can get to these applications at anytime and anyplace 

with different devices. To secure users' digital property, 

authentication is required each time they attempt to get to 

their own account and information. However, directing the 

authentication process in public may bring about potential 

shoulder surfing attacks. Indeed, even a convoluted 

password can be split effortlessly through shoulder surfing. 

Utilizing customary textual passwords or PIN strategy, users 

need to sort their passwords to verify themselves and in this 

manner these passwords can be uncovered effortlessly in the 

event that somebody looks over shoulder or uses video 

recording devices, for example, cellphones.  

To conquer this issue, we proposed a shoulder 

surfing resistant authentication framework based on 

graphical passwords, named PassMatrix. Utilizing a one-

time login indicator per image, users can bring up the area 

of their pass-square without specifically clicking or touching 

it, which is an activity helpless against shoulder surfing 

attacks. Due to the configuration of the horizontal and 

vertical bars that spread the whole pass-image, it offers no 

hint for attacker to narrow down the password space 

regardless of the fact that they have more than one login 

account of that record. 
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