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Abstract— This paper explores the concept of software 

development consisting of multiple collaborating units that 

introduce challenges and risks causing failure in project 

development even when risk monitoring is controlled. 

Software project risk management consists of risk 

identification; analysis and mitigation methods which help 

project managers either entirely avoid or curb the 

repercussions of the risks encountered during development of 

a project. The risks may have been identified on other projects 

as well as in earlier stages or tasks of the current project. The 

main objective of the paper is to present an overview of the 

specifics of risk management and discuss existing risk 

management systems and further provide the future work to 

be done. 
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I. INTRODUCTION 

Risk in a common man’s language is a possibility of loss, an 

undesirable outcome or a missed opportunity. But in the field 

of information technology project management, a risk is a 

potential problem that may or may not occur in the future. 

Generally, causes of a risk include lack of information, 

control or time. However, formally risk is defined as a 

probably harm that may arise due to some present mishap. 

Risk management is the most important issue involved in the 

software project development and is generally handled by 

Software Project Management. During the life cycle of 

software projects, various risks are associated with them. 

These risks in the software project is identified and managed 

by software risk management which is a part of Software 

Project Management. Certain classic risks which are common 

through all projects have somewhat an equal probability of 

occurrence. Even though there is a generic aspect of risk 

management in project management, both differ in some 

ways as shown in table 1. 

To delve deeper into what risks are and what types 

of risks are a threat to a software project, consider the 

following scenario. Whenever we try to cross a street, we 

encounter the possible risk of being hit by a car. However, the 

risk is not potential until we make commitment and start 

crossing and the risk ends just moments after the problem 

occurs that is the car hits us. On the other hand, if we reach 

the other side of the road safely, then the possibility of risk 

becomes null and the threat is eliminated. Although, this 

scenario is overly simplified and does not portray software 

development, but it is possible to identify the point of start of 

a risk and a plan to avoid the risk. Software development 

project may encounter a plethora of risks in various domains, 

each requiring separate attention and planning depending on 

its priority in order to mitigate its effects or avoid the risk 

entirely. The various types of risks encountered in a software 

project could be one of the following, 

 

Risk Management Project Management 

Aims to mitigating or 

managing potential points of 

failure in a project 

Aims at overall success 

of a project 

Inspects a potential risk and 

prepares contingencies 

Inspects the overall 

project while it plans for 

little details 

Modelled for risks particular 

to unique projects 

Modelled to address risks 

involved in general 

Mainly strategizes to 

minimise the damage due to 

any risk 

Mainly plans for a goal 

and fulfils it 

Table 1: Contract Between Risk Management and Project 

Management 

– Personnel Risk: It consists of the risks with respect to 

the staff like experience and training problems, staffing 

lags, unavailability of staff, staff conflicts, moral issues, 

ethical issues, under-productivity. 

– Technical Risk: It consists of risks which may result 

from lack of experience, ill-defined parameters, 

dependencies on other organisations, poor control over 

the team. It mainly consists of language problems, 

project size and functionality, methods or standards 

used platform dependency and poorly defined 

processes. 

– Financial Risk: It deals with the monetary aspect of the 

project and consists of budget issues, cash flow, capital 

issues, constraints on return of investment and poor 

accounting. 

– Management Risk: It includes lack of management 

experience, inability to manage personnel and 

processes, insufficient planning, organisational issues, 

absence of communication, control problems and ill-

defined hierarchical structure in management.  

– Legal Risk: It consists of ever-changing requirements, 

health issues; regulations laid by government, safety 

issues, and warranty and guarantee issues, ownership 

issues. 

– Other Resource Risk: It deals with the resources 

required for development like inadequate tools, late 

delivery or unavailability of supplies and equipment, 

distributed central locations, lack of computing 

resources, inadequate facilities and slow response times. 

Figure as illustrated below depicts the main steps 

involved in the risk management process. The six step of the 

process are identification, analysis and prioritization, 

planning and scheduling, tracking and reporting, control and 

learn. All of these steps are in constant communication with 

each other and refer to the risk knowledge base for 

information regarding previously occurred risks and the plan 

followed to mitigate the risk. Proper documentation at each 

step is expected to keep all collaborating units up to date with 

all available information on the risks encountered. 
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Also, one must notice that all these steps are 

processed at least once while encountering and dealing with 

the risk. Risk management is generally done towards the end 

of the software development life cycle on an ongoing basis. 

The importance of this is that the opportunity and risk 

relatively have a higher probability of occurring during 

project planning but due to the relatively low investment, the 

amount at stake remaining low. Nevertheless, during program 

execution, risk progressively reduces as remaining unknown 

information is becoming known the project team. Also, the 

amount at stake gradually rises as the necessary resources 

continuously invested for completion of the project. 

Although, it must be noticed that at each stage of the project, 

risks will be identified, quantified and managed. This 

continuous rolling provides management at all levels with 

necessary details required for making decisions on problems 

critical to the project development. 

 
Fig. 1 The Risk Management Process 

II. PROCESS OVERVIEW 

All the risk management process follows the common steps 

mentioned in the figure above. These steps are major 

milestones to manage a risk encountered within the project. 

These should be taken care of on a daily basis. If we apply 

these managing steps with proper care to our project 

probability of success is more and has higher chance to get 

completed without any disruptions before the estimated 

deadline. A risk can either have positive or negative 

consequences. Since it is normal to fall into the trap of 

imagining that risks have characteristically negative impacts. 

But if you are aware of the positive consequences of the risk 

it can lead you to the smart and more profitable project. So 

it’s important to go through the basic steps of analysing the 

risks. Also vulnerability is at the heart of risk. You might be 

uncertain if an event is probably going to happen or not. 

Additionally, you might be questionable what its outcomes 

would be on the off chance that a critical risk has occurred. 

Probability that the likelihood of an occasion happening, and 

result of the effect or result of an occasion, is the two parts 

that portray the extent of the risk. 

Risk management process is basically covered in the 

steps mentioned below which are portrayed in different 

languages. The following are the basic steps that are 

combined together to result into a task-effective and simple 

risk management system. 

A. Step 1: Identify the Risk 

There are different causes of risk. For identifying risk, the 

venture group ought to audit the program scope, cost, 

calendar (to incorporate assessment of the basic way), 

specialized development, key execution parameters, 

execution challenges, partner desires versus current 

arrangement, all conditions, challenges faced during 

execution, reconciliation, supportability, store network 

vulnerabilities, capacity to handle dangers, cost deviations, 

test occasion desires, interoperability, security, etc. 

Likewise, information from comparative studies, partner 

meetings, and risk records give significant knowledge of risk. 

Identifying risk is an iterative procedure. As the program 

advances, more data will be increased about the process, and 

the risk proclamation will be changed in accordance with 

mirror the present comprehension. New dangers will be 

recognized as process advances through the life cycle. 

B. Step 2: Risk Statement 

Having a standard method for expressing and conveying a 

risk gives clarity and consistency. It's a basic part of risk 

administration and serves as a reason for future risk 

moderation arranging. Statements have two sections: a 

condition and a result. The source can lead to a condition and 

the condition further leads to a consequence. The condition 

should be related to reality and also it gives the pursuer the 

peculiar condition or situation that causes concern. 

C. Step 3: Analyze the risk 

When risks are recognized you decide the probability and 

outcome of every risk. You build up an understanding of the 

character of the risk and its capability to influence extended 

objectives and targets. Programming Risk analysis is a vital 

part of risk administration. In this stage the risk is 

distinguished and after that classified. The specialized 

conditions can be complexity of the technology, use of low 

quality testing tools, conflicts inside the team, teams being 

appropriate and technical learning controlled by the testing 

team. With effect we mean the outcome of a hazard on the off 

chance that it happens. It is vital to think about the effect since 

it is important to know how a business can get influenced like 

what will be the effect to the customer, how will the business 

suffer, mischief to society or monetary misfortunes. Level of 

risk is characterized as qualitative and quantitative Risk 

Analysis. 

D. Step 4: Evaluate or Rank the Risk 

Risk assessment endeavours to characterize what the 

evaluated risk really intends to individuals concerned with or 

influenced by the hazard. An expansive piece of this 

assessment will be the thought of how individuals see risks. 

The assessment of risk is related to identifying issues and how 

those influenced by these issues see them. The part takes a 

gander at the elements required in hazard discernment and 

risk acknowledgment.  

E. Step 5: Plan against the Risk 

In this step you survey your most astounding positioned 

issues and set out an arrangement to treat or adjust these 

issues to accomplish worthy risk levels. In what capacity 
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would you be able to minimize the likelihood of the negative 

dangers? You make hazard alleviation systems, preventive 

arrangements and emergency courses of action in this step. 

Also, you include the hazard treatment measures for the most 

noteworthy positioning or most genuine dangers to your 

Project Risk Register. 

F. Step 5: Monitor and Review the risk 

Tracking of the risk screens three principle changes - trigger 

values, condition of the risk, results, likelihood, and affect 

and the advance of moderation plan. This step screens these 

alterations on three primary time allotments - constant, 

needed and as-required. 

Risk is about uncertainty. If you put a framework 

around that uncertainty, then you effectively de-risk your 

project. And that means you can move much more 

confidently to achieve your project goals. By identifying and 

managing a comprehensive list of project risks, unpleasant 

surprises and barriers can be reduced and golden 

opportunities discovered. The risk management process also 

helps to resolve problems when they occur, because those 

problems have been envisaged, and plans to treat them have 

already been developed and agreed. You avoid impulsive 

reactions and going into “fire-fighting” mode to rectify 

problems that could have been anticipated. This makes for 

happier, less stressed project teams and stakeholders. The end 

result is that you minimize the impacts of project threats and 

capture the opportunities that occur. 

III. LITERATURE REVIEW 

Sana Khan in [3] mention that the risk management in 

projects is primary interests for researchers working in the 

area of project management. In general, a risk can be defined 

as a possibility of loss, the loss itself, or any characteristics, 

object or action that is associated with the possibility. Proper 

planning leads to minimizing uncertainties which may arise 

due to various factors and in turn which might lead to more 

critical problem in the development. Also, Shukor Sanim 

Mohd Fauzi in [5] have highlighted that software risk 

management is all about learning from the mistakes one has 

made in the past and not making those mistakes again. 

Software risk management involves categorisation of the risk 

and then taking suitable actions to mitigate the risk. This 

whole process begins with risk identification; once the risk is 

identified proper documented steps are taken to counter the 

effects of the risk. A large part risk management involves 

analysis of the data and fetching important information from 

it. Beginning with identifying the key metrics by listing any 

behaviour changes that will affect project risk. Brainstorm 

with appropriate project stakeholders, developing candidate 

measurements with potential to encourage the behaviours 

desired. 

Risk management is a critical issue involved in the 

software project development. This issue is generally 

managed by Software Project Management (SPM). During 

the cycle of software projects, various risks are associated 

with them. These risks in the software project is identified and 

managed by software risk management which is a part of 

SPM. Some of the important aspects of risk management in 

software engineering are software risk management, risk 

classification and strategies for risk management.-"Software 

development project risk management: A new conceptual 

framework." As explicated by Prodromos D. Chatzoglou in 

their publication [4]. Tianyin, Pu in [9] stress that different 

software development projects should be in different or 

targeted software development process to avoid risks 

involved in the projects, while the real process of software 

development are the right software projects developed in 

order to clear. Therefore, the choice should be made at the 

beginning of project development according to characteristics 

of the project selection and development experience, and in 

the development process of constant adjustment. 

Each risk that has a contingency plan should also 

have a trigger as explained in [7]. A trigger is a time or event 

in the future that is the earliest indication that the risk will 

turn into a problem, if there is a risk that outsourced software 

will not be delivered on schedule, the trigger could be 

whether the critical design review was held on schedule. A 

trigger can also be a relative variance or threshold metric. 

Risks that are assigned triggers can be set at a monitor only 

status until the trigger occurs. At that time, the risk analysis 

step should be repeated to determine if risk reduction action 

is needed or if the contingency plan should be implemented. 

Each selected action in the risk handling plans must include a 

description of the action and a list of tasks with assigned 

responsibilities and due dates. These actions must be 

integrated into the project plan with effort and cost 

estimations. As explained in [6] risk analysis should be 

performed as part of the risk management process for each 

virtual project. The data of which would be based on risk 

discussion in questionnaire to identify potential issues and 

risks in virtual projects. The questionnaire is divided into 

different risks categories like people risks, communication 

risk, requirement risks, cultural risk and schedule risk. The 

descriptive analysis place out the target points of risk in 

developing the project, which is based on virtual teams 

because majority of software projects are getting failed and 

ability to effectively manage the risks is very important issue 

for software project success. Top IT organizations are 

practicing systematic risk management in software projects. 

IV. RISK MANAGEMENT SYSTEMS 

At its most elevated amount risk management modelling is a 

train in its own particularly that requires different 

components to be measurably investigated with a specific end 

goal to evaluate the risk(s). The following sets out what you 

can do by method for first distinguishing what chances your 

project faces, surveying those dangers, recognizing reactions 

and answers for the dangers lastly conveying the risks to the 

general population prone to be influenced by them. While 

distinguishing the risks dependably set aside the opportunities 

to think about any suspicions you make. The risk will be a 

reality yet your assumptions about that risk, regardless of the 

possibility that similar risk assessments – are still 

presumptions. You have to make it clear as and when you are 

making a presumption, as opposed to expressing a fact or 

something that can be measured. 

For instance: GANTT, PERT, PRINCE, CCPM and 

CMMI – all of which can be connected blandly to generally 

all the projects. Notwithstanding, the circumstance with risk 

management is altogether different. It should be obvious that 

the possible risks for someone working in hospitals will be 

altogether different than someone working in construction 

business. In this way, supposedly, you are the director 



Overview of Risk Management in Software Project Development 

 (IJSRD/Vol. 4/Issue 09/2016/054) 

 

 All rights reserved by www.ijsrd.com 206 

assembling another healthcare facility – you would require 

access to and information of each of the two models. The 

basic reality is that risk management models are made to fit 

every one of a kind project difficulty that is faced. Along 

these lines, as the project director you should be able to make 

another model when arranging the project and make a 

temporary assessment of the risk. The next grid may help you 

in surveying those risk management activities. Most by far of 

risk management models are known as Limited Models and 

are truly restrictive to organizations and groups with an 

extraordinary interest. 

Risk analysis and management tools fill various 

needs and come in numerous shapes and sizes. Some tools 

incorporate those used for:  

1) Strategic and Capability Risk Analysis — Focuses on 

recognizing, breaking down, and organizing dangers to 

accomplish key objectives, goals and abilities.  

2) Threat Analysis — Focuses on recognizing, breaking 

down, and organizing risks to minimize their effect on 

national security.  

3) Investment and Portfolio Risk Analysis — Focuses on 

distinguishing, analysing, and organizing project and 

conceivable options of the risk.  

4) Program Risk Management — Focuses on 

distinguishing, examining, organizing, and managing 

risks to completely remove or minimize their effect on 

a program's goals and likelihood of achieving those 

goals.  

5) Cost Risk Analysis — Focuses on measuring how 

technological and economical risks may influence a 

project's cost. Applies probability techniques to model, 

measure, and manage chance in the cost of building 

complex systems. 

Each specific risk analysis and management area has 

created tools to support its goals with different levels of 

development. 

V. CONCLUSION 

With the ever increasing demand and complexity of various 

software required in the information technology industry, 

risks related to these projects are increasing as well. Owing 

to these factors, careful attention needs to be given to risk 

management. Along these lines, software risk administration, 

dangers characterization, and techniques for risk 

administration are depicted in this paper. On the off chance 

that risk administration process is set up for every single 

software improvement prepare then future issues could be 

minimized or totally destroyed. Henceforth, understanding 

different variables under risk administration process and 

concentrating on risk administration procedures clarified 

above could help in building risk free items in future. Fearless 

environment is a necessity for risk management where all 

possible risks can be identified and addressed openly. With 

the help of a proactive approach, risk management can 

smoothen the process of software development or even 

eliminate the need of risk management for our software 

projects. 
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