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Abstract— We propose a novel transform that preserves the 

dynamic range—infinity-norm rotation. This transform is 

perfectly reversible and piecewise linear, and keeps the 

maximum value unchanged. We apply the transform to 

reversible data hiding, which can be utilized for fragile data 

hiding and covert communication. After the inverse 

transform applied to the image with hidden data, no overflow 

or underflow occurs to the pixel values, and small changes of 

the coefficients in the transform domain result in small 

changes of the corresponding pixel values after 

reconstruction. With progressive symmetrical histogram 

expansion, we obtain very high embedding capacity for data 

hiding in the transform domain of infinity-norm rotation. 

Furthermore, the embedding capacity can be further 

expanded with blocked coefficients and low-frequency 

coefficients, which is demonstrated by our experiments. 
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I. INTRODUCTION 

The amount of digital images has increased rapidly on the 

Internet. Image security becomes increasingly important for 

many applications, e.g., confidential transmission, video 

surveillance, military and medical applications. For 

example, the necessity of fast and secure diagnosis is vital in 

the medical world. Nowadays, the transmission of images is 

a daily routine and it is necessary to find an efficient way to 

transmit them over networks. To decrease the transmission 

time, the data compression is necessary. 

The main objective of this chapter is to present the 

contemporary approaches to the steganography/data hiding 

applications, which are based on image histogram 

modifications. An image histogram is a type of histogram 

acting as a graphical representation of the tonal distribution 

in a digital image. 

The stego images that are produced by using such 

data hiding techniques are inherently robust against main 

geometrical attacks such as rotation, scattered tiles and 

warping, as well as other main attacks. An up-to-date 

method and its example application to the latest histogram 

modification based steganography methods .Using data 

hiding techniques in secret communication purposes has 

been well proved to be promising. However, a few third 

parties are usually intended to extract and destroy hidden 

data (secret bits or stego bits) in cover media in such 

applications. The main aim of data hiding is to enhance 

communication security by embedding secret messages into 

an inconspicuous carrier and there by transmitting them to 

receiver. 

The embedding process will usually introduce 

permanent distortion and reconstructed from the marked 

image. The uncompressed image using an encryption key to 

produce an encrypted image and then a data hider embeds 

additional data into the encrypted image using a data-hiding 

key. 

To apply reversible data hiding to encrypted 

images by wishing to remove the embedded data before the 

image decryption .The information is embedded the data 

that it is perceptually and statistically undetectable. 

II. PROPOSED METHODOLOGY 

In this paper we use the chaotic system for data encryption 

and decryption. Below fig 1. Is the block diagram of the 

proposed system. 

 
Fig. 1: Block Diagram of Proposed System 

A reversible data hiding is a kind of process 

covertly embedded in a noise-tolerant signal such as audio 

or image data. It is used to identify ownership of the 

copyright of such signal. It is the process of hiding digital 

information in a carrier signal. The hidden information does 

not need to contain a relation to the carrier signal. It may be 

used to verify the authenticity or integrity of the carrier 

signal or to show the identity of its owners. It is used for 

tracing copyright infringements and for banknote 

authentication. Image steganography is about exploiting the 

limited powers of the human visual system (HVS). Within 

reason, any plain text, cipher text, other images, or anything 

that can be embedded in a bit stream can be hidden in an 

image. Image steganography has come quite far in recent 

years with the message in encrypted form or in the original 

form is embedded as the secret message to be sent into a 

graphic file. This results in the production of what is called a 

stego-image. Additional secret data may be needed in the 

hiding process e.g. a stegokey. The stego-image is then 

transmitted to the recipient. The recipient extracts the 

message from the carrier image. The key character is 

selected in such a way that, if 1st chunk character is selected 

for encryption then first character of key is considered for 

encryption, if a selected block character comes outside the 

range of key size, modulus of block character position to 

key size is performed to fetch a key. Two Key characters are 

selected for every block character if ith character of a block 

i.e.ci is chosen for encryption then its corresponding key 

character at position. The message can only be extracted if 

there is a shared secret key between the sender and the 

recipient development of fast, powerful graphical computer. 

It consists of two process: 

 Data Encryption using chaos based 

 Data Decryption using chaos based 
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A. Data Encryption using chaos based 

The data encryption scheme is shown in Figure 3. Different 

chaotic systems are employed in confusion and diffusion 

stages. Also complex chaotic maps are chosen rather than 

the simple ones to further enhance the complexity of the 

algorithm and thereby improving the security. The input to 

the cryptosystem is the plain data which is to be encrypted. 

 
Fig 2: Architecture of Proposed Chaos-based cryptosystem 

First stage is the confusion stage and the second 

one is the diffusion stage. Among the three chaotic dynamic 

systems namely Lorenz, Chen and LU one is selected by the 

system parameter which is obtained from the key and it is 

applied to the data encryption because of higher secrecy of 

high-dimension chaotic system. The second step of the 

encryption process is to encrypt the shuffled data by 

changing its pixel values based on one of the three high - 

dimensional chaotic systems (Lorenz, Chen and LU). This is 

referred to as the diffusion stage. The initial conditions and 

the control parameters used to generate the chaos sequence 

in both the stages serve as the secret key in the two stages. 

The resulting data is the Cipher data. Separate key is used 

for permutation and diffusion stages of the encryption 

process to improve security of the algorithm. Encryption is 

categorized into public key and private key encryption. 

Public key encryption uses a private key and public key. 

Private Key encryption uses secret keys that need to be 

shared between two entities. 

B. Data Decryption using Chaos based 

After encryption of data, for receiving the data decryption 

process is important. This is done by chaos based 

Decryption process as shown in below fig.3.For that the 

Encryption key is necessary to decrypt the data from 

encrypted image. 

 
Fig. 3: Architecture of Chaos based Decryption System 

The decryption system is illustrated in the Figure 4. 

The first stage in the decryption process is the diffused 

image decryption stage. In the encryption process, the pixel 

value diffusion was carried out with any one of the three 

chaotic systems. Therefore, in the decryption process to 

retrieve the original pixel values, again any one of the 

chaotic system (Lorenz, Chen, Lu) is employed in the first 

stage of decryption. 

The First stage of decryption process uses the three 

dimensional [8]sequence generated by any one of the 

chaotic system . It is a kind of high -dimensional maps and 

complex enough. The initial conditions that were used in the 

encryption process should be used here and this serves as 

the decryption key for the first stage. Second, in the 

encryption process, the pixel position permutation was 

carried out with any one of the chaotic system. The initial 

conditions and control parameters for generating the chaos - 

sequence were used as the confusion key. Therefore in the 

decryption process, the same chaotic systems with same 

confusion key are used to get the original position of the 

image. The output of the decryption system gives the 

original data. 

 
Fig. 4: Flow of Proposed Approach 

A reversible data hiding is a kind of process 

covertly embedded in a noise-tolerant signal such as audio 

or image data. It is used to identify ownership of the 

copyright of such signal. It is the process of hiding digital 

information in a carrier signal. The hidden information does 

not need to contain a relation to the carrier signal. It may be 

used to verify the authenticity or integrity of the carrier 

signal or to show the identity of its owners. It is used for 

tracing copyright infringements and for banknote 

authentication. 

III. SIMULATION RESULT 

 
Fig. 4: 8-Bit plane image of Football.jpg 

 
Fig. 5: Original Image Histogram of image football.jpg 
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Fig. 6: Original image, Combined image and Decrypted 

image of football.jpg image 

 
Fig. 7: Decrypted image From Encrypted image of football. 

jpg 

 
Fig. 8: Combined image histogram of football.jpg & data 

IV. CONCLUSION 

In Proposed Methodology Data embedding also provides an 

embedding important control and information. Reversible 

data embedding, which is often referred to as lossless data 

embedding, is a technique that embedding the data into an 

image in a reversible manner. The original uncompressed 

image using an encryption key to produce an encrypted 

image and then a data hider embeds additional data into the 

encrypted. Chaos-based ciphers have shown some 

exceptionally good properties in many concerned aspects 

regarding security, complexity, speed, computing power, 

etc. In the past two decades, methods and ideas from the 

theory of dynamical systems and chaos have gained wide 

attention in applications to communication and 

cryptography. High sensitivity of chaotic systems to initial 

conditions and parameters implies strong cryptographic 

properties of chaotic cryptosystems that makes them robust 

against any statistical attacks. Therefore, the use of chaos in 

cryptography is of great interest in many areas, including 

databases, e-banking, e-business, and security of 

communication channels. 

In the first phase, the content owner encrypts the 

original uncompressed image using an encryption key. 

Although a data-hider does not know the original content, he 

can compress the least significant bits of the encrypted 

image using a data-hiding key to create a sparse space to 

accommodate the additional data. With an encrypted image 

containing additional data, the receiver may extract the 

additional data using only the data-hiding key, or obtain an 

image similar to the original one using only the encryption 

key. When the receiver has both of the keys, he can extract 

the additional data and recover the original content without 

any error by exploiting the spatial correlation in natural 

image if the amount of additional data is not too large. If the 

lossless compression method is used for the encrypted 

image containing embedded data, the additional data can be 

still extracted and the original content can be also recovered 

since the lossless compression does not change the content 

of the encrypted image containing embedded data. However, 

the lossy compression method in compatible with encrypted 

images generated by pixel permutation is not suitable here 

since the encryption is performed by bit-XOR operation. 
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