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Abstract— Data contained within mobile devices and the way
they are being used are constantly evolving. With the
popularity of smart phones, it is no longer sufficient to
document only the basic details because these devices are
fully functioning mini-computers and potentially contain
much more relevant data. The data from an ever-growing
number of installed applications can contain a wealth of
relevant information that may not be automatically parsed by
available forensic software solutions. Traditional digital
forensic skills are becoming more and more necessary for
mobile device examinations. With the growing demand for
examination of cellular phones and other mobile devices, a
need has also developed for the development of process
guidelines for the examination of these devices. The
vulnerabilities in Android can compromise the information
stored in the device, so it is necessary to add encryption
systems, better permissions management, host firewall, log
activities and disable unnecessary services.
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l..-MOBILE DEVICES FORENSICS

A. Introduction:

Mobile device forensics is a branch of digital forensics
relating to recovery of digital evidence or data from a mobile
device under forensically sound conditions. The phrase
mobile device usually refers to mobile phones; however, it
can also relate to any digital device that has both internal
memory and communication ability, including PDA devices,
GPS devices and tablet computers [6]. The use of Mobile
Devices in crime was widely recognized for some years.
Forensic science is the scientific method of gathering and
examining information about the past. [7]. Digital forensics is
a branch of forensic science covering the recovery and
investigation of material found in digital devices.[6]

There a large variety of mobile devices available
commercially, those devices use a variety of proprietary
operating systems, embedded file systems, applications,
services, and peripherals. Each of these unique devices may
be supported to different extents by the available forensic
software tools, or may not be supported at all. There is also
generally significant lag time before newer smart phone
devices are supported sufficiently by mobile forensic tools.

[1]

The reasons for the extraction of data from cellular
phones may be as varied as the techniques used to process
them. Cellular phone data is often desired for intelligence
purposes and the ability to process phones in the field is
attractive. Sometimes only certain data is important to an
investigation. In other cases full extraction of the embedded
file system and/or the physical memory of the phone is
desirable for a full forensic examination and potential
recovery of deleted data.[1]

The development of guidelines and processes for the
extraction and documentation of data from mobile devices is
extremely important, and those guidelines and processes must
be periodically reviewed as mobile device technology
continues to evolve and change. What follows is an overview
of process considerations for the extraction and
documentation of data from mobile devices.

B. Mobile Devices Evidence Extraction Process:

1) Evidence Intake Phase

2) ldentification Phase

3) Preparation Phase

4) Isolation Phase

5) Processing Phase

6) Verification Phase

7) Documentation & reporting Phase
8) Presentation Phase

9) Archiving Phase

1) Evidence Intake Phase:

The evidence intake phase involves the procedure by which
requests for examinations are handled. The evidence intake
phase generally entails request forms and intake paperwork
to document chain of custody, ownership information, and
the type of incident the mobile device was involved in and
outlines general information regarding the type of data or
information the requester is seeking. [1]

Critical at this phase of the examination is the
development of specific objectives for each examination.
This not only serves to clarify and document the examiner’s
goals, but also assists in the triage of examinations and begins
the documentation of the examination process for each
individual device examined. Many agencies and
organizations use a form to document intake of mobile
devices for examination. [1]

2) ldentification Phase:

For every examination of a mobile device, the examiner

should identify the following:

— Legal authority for examination of the device

—  The goals of the examination

— The make, model and identifying information for the
device(s)

— Removable & external data storage

—  Other sources of potential evidence

3) Preparation Phase:

The preparation phase involves specific research the

regarding the particular mobile device to be examined, the

appropriate tools to be used during the examination and

preparation of the examination machine to ensure that all of

the necessary equipment, cables, software and drivers are in

place for the examination.

Once the make and model of the mobile device have
been identified, the examiner can then research the specific
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device to determine what available tools are capable of
extracting the desired data from the phone[1].

a) Choosing Appropriate Tools:

The tools that are appropriate for the examination of a mobile
device will be determined by factors such as the goal of the
examination, resources available to the organization
responsible for the examination, the type of cellular phone to
be examined and the presence of any external storage
capabilities.[10]

Tool Capabilities:

there is no one tool available on the market that will be
sufficient to retrieve all data from all makes and models of
cellular phones and other mobile devices that the examiner
will encounter and need to process. Conversely, there are still
many phones on the market for which only manual extraction
and documentation of the information contained in the phone
will be successful. [10]

Tool | CDMA | GsM | sim | bogical | Physical
Dump Dump
Cellebrite Yes Yes | Yes Yes Yes
Oxygen Yes Yes | Yes Yes Yes
D_ata Yes Yes No No No
Pilot
XACT Yes Yes | Yes Yes Yes
Bitpim Yes No No Yes No
SIMCon No No | Yes No No
Table 1.1 List of Forensics Tools for Mobile devices [5]
b) Cellular Phone Tool Leveling System:

When identifying the appropriate tools for the analysis of
cellular phones, a useful paradigm is the Cell Phone Tool
Leveling System. [1] The tool leveling system is designed to
categorize mobile phone and GPS forensic analysis tools by
the depth to which they are capable of accessing data on a
given device. As you move up the pyramid (generally):

—  Methods get more “forensically sound”

— Tools get more expensive

—  Methods get more technical

— Longer Analysis times

—  More training required

— More invasive

Micro
Read

/ Chip-off \
/ Physical Analysis \
/ AN
/ N\

Fig. 1.1: Cellular Phone Tool Leveling System [1]

Logical analysis

Manual Analysis

1) Manual Analysis — physical analysis of the phone
involving manual manipulation of the keyboard and
photographic documentation of data displayed on the
screen.

2) Logical Analysis - Connect data cable to the handset and
extract data using AT, BREW, etc. commands in
client/server architecture.

3) Physical Analysis (Hex Dump) - Push a boot loader into
phone, dump the memory from phone and analyze the
resulting memory dump.

4) Physical Analysis (Chip-Off) - Remove memory from
the device and read in either second phone or EEprom
reader.

5) Physical Analysis (Micro Read) - Use an electron
microscope to view state of memory.

4) Isolation Phase:

Cellular phones and other mobile devices are by design

intended to communicate via cellular phone networks, and

other and to other networks via Bluetooth, infrared and
wireless (WiFi) network capabilities. For this reason,
isolation of the device from these communication sources is
important prior to examination. Isolation of the phone
prevents the addition of new data to the phone through
incoming calls and text messages as well as the potential
destruction of data through remote access or remote wiping
via a “kill signal” as well as the possibility of accidental
overwriting of existing data as new calls and text messages
come in. Isolation also prevents overreaching of the legal
authority such as warrant or consent that covers search of the
data on the device. If the phone is isolated from the network,
the examiner cannot accidently access voicemail, email,

Internet browsing history or other data that may be stored on

the service provider’s network rather than on the device itself.

Isolation of a cellular phone can be accomplished

through the use of Faraday bags or radio frequency shielding
cloths which are specifically designed for this Purpose. Other
available items such as arson cans or several layers of tinfoil
may also be used to isolate some cellular phones. Both formal
and informal faraday methods and devices however, may be
prone to failure. Another problem with these isolation
methods however is that once they’re employed, it is difficult
or impossible to work with the phone because you can’t see
through them or work with the phone’s keypad through them.
Faraday tents, rooms, and enclosures exist, but are cost
prohibitive. [1] Another viable option is to wrap the cellular
phone in radio frequency shielding cloth and to then place the
phone into Airplane mode.
5) Processing Phase:
Once the phone has been isolated from the cell phone and
other communication networks, the actual processing of the
phone may begin. The appropriate tools to achieve the goal
of the examination have been identified in the steps described
previously, and they can now ideally be used to extract the
desired data from the phone.

Removable data storage cards should be processed
separately from the phone when possible, as accessing data
stored on these cards during the process of examining the
cellular phone may alter data on the data storage card. Any
installed data storage/memory cards should be removed from
the cellular phone prior to examination of the phone, and
processed separately using traditional computer forensics
methods to ensure that date and time information for files
stored on the data storage/memory card are not altered during
the examination. There are situations when it may not be
possible to process a removable data storage card separately
from the phone, such as when the examiner lacks tools to do
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so, or if the data card is locked to the phone or encrypted and
cannot be accessed except through the phone. In these
situations, documentation of the time the phone and card were
processed is especially important. [1]

6) Verification Phase:

After processing the phone, it is imperative that the examiner
engages in some sort of verification of the accuracy of the
data extracted from the phone. Unfortunately, it is not unusual
for cellular phone tools to erroneously or incompletely report
data or to report conflicting information from tool to tool.
Verification of extracted data can be accomplished in several
ways. [1]

Comparison of Extracted Data to the Handset:

Comparison of the extracted data to the handset
simply means checking to be sure the data which was
extracted from the mobile device matches the data displayed
by the device itself. This is the only authoritative way to
ensure that the tools are reporting the phone information
correctly.

Check the Underlying Hex:

If physical or file system extraction is supported,
traditional forensic tools can be used for verification of
extracted data by manually examining the hex and decoding
the data to ensure that the results are consistent with what is
being reported by the tool.

Use of More than One Tool, Compare Results:

Another way to ensure the accuracy of extracted
data is to use more than one tool to extract data from the
cellular phone and to cross verify the results by comparing
the data reported from tool to tool. If there are
inconsistencies, the examiner should use other means to
verify the accuracy of the data extracted from the phone.
Even if two tools report information consistently, verification
via manual inspection of the handset is authoritative because
it is possible that both tools used are reporting erroneously.
Use of Hash Values :

If file system extraction is supported, traditional
forensic tools can be used for verification of extracted data in
several ways. The forensic examiner can extract the file
system of the cell phone initially, and then hash the extracted
files. Any individually extracted files can then be hashed and
checked against the originals to verify the integrity of
individual files.

7) Documentation & reporting Phase:

Documentation of the examination should occur throughout

the process in the form of contemporaneous notes regarding

what was done during the examination. Examination

worksheets can be helpful in the examination process to

ensure that basic information is recorded. [1]

— The examiner’s notes and documentation may include
information such as:

— The date and time the examination was started

—  The physical condition of the phone

— Pictures of the phone and individual components

—  The status of the phone when received (off or on)

— Make, model, and identifying information

— Tools were used during the examination

—  What data was documented during the examination

8) Presentation Phase:

Consideration should be given throughout the examination as

to how the information extracted and documented from the

mobile device can be clearly presented to another

investigator, prosecutor and to a court. In many cases, the
receiver may prefer to have the extracted data in both paper
and electronic format so that call history or other data can be
sorted or imported into other software for further analysis.

The investigator may also want to provide reference
information regarding the source of date and time
information, data extracted from images or other data
formats, in order that recipients of the data are better able to
understand the information. [1]

For court purposes, pictures or video of the data as
it existed on the cellular phone may be useful or compelling
as exhibits. Extracted text messages may be great evidence,
but pictures of the same text messages may be more familiar
and visually compelling to a jury.

9) Archiving Phase:

Preservation of the data extracted and documented from the
cellular phone is an important part of the overall process. It
is necessary to retain the data in a useable format for the
ongoing court process, future reference, and for record
keeping requirements. Some cases may endure for many
years before a final resolution, and most jurisdictions require
that data be retained for varying lengths of time for the
purposes of appeals.

Due to the proprietary nature of the various tools on
the market for the extraction and documentation of cell phone
data, consideration should be given to the ability to access
saved data at a later date. If possible, store data in both
proprietary and non-proprietary formats on standard media so
that the data can be accessed later even in the event that the
original software tool is no longer available. It may also be a
good practice to retain a copy of the tool itself to facilitate the
viewing of the data at a later date.[1]

C. Art of Digital Forensic Techniques:

1) Recovering deleted files:

In cases were an attacker wants to cover his tracks, he can
delete his files so that evidence cannot be found that links the
crime to him. For this technique the two methods that can be
used to recover deleted files. Method one involves taking a
forensic duplicate and makes it act like a real hard drive
device.[3] When the forensic duplicate is associated with a
device the examiner can run tools just as if the original
suspect drive were connected to the forensic workstation .
After running tools on the device the examiner can see what
the partition table looks like, then mount the partition to
recover deleted files using a forensic tool like the Coroners
tool kit. [9]

2) Production of time stamps and other meta data :

Given a situation that access time, modification time or tags
related to a file are required, there will be a need to acquire
this data for appropriate court proceedings. For this technique
the two methods that can be used to produce time stamps and
other Meta data. This technique is for acquiring the metadata
from all files that exist in the evidence i.e. file names and file
sizes which are used for file name searches, timeline analysis
and reporting. Method one involves collecting the meta data
from a logical file system and getting an output file with most
of the information needed.

3) Removing known files:

Sometimes it’s necessary to exclude from an investigation all
files that are commonly known like operating system files,
for the purpose of saving time and concentrating only on
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other files more likely to contain evidence. For this technique
the two methods that can be used to remove known files. The
first method requires a technique where examiners populate a
directory with the data they want to add to a hash set. The
data could be a few trusted programs or a complete trusted
operating system. When they have the trusted data files, they
can compare it to a list of hashes generated from evidence.
Another command will produce all the files that do not match
the trusted data set.

The second method involves a commercial tool like
Encase. Encase has the capacity to build hash sets natively or
import an existing set. When a hash set is provided to
Encase,[9]

4) File signatures verifications:

A file signature is data used to identify or verify the content
of a file; this can be bytes within a file used to identify the
format of the file. This technique is for determining the file
content integrity generally against transmission errors or
malicious attacks, such as file extension modification. The
two methods that can be used to determine file signatures.
Method one involves using Sleuth Kit and Perl scripts to
execute a command that compares the contents of the file to
a so called magic file. The magic file contains information
about the header and footer of several well-known types of
files. A fragment is obtained which matches formats e.g.
Microsoft Word documents. All such fragments are identified
and imported into a spreadsheet or database. The examiner
can then search for any files not matching their apparent
signatures [3].

Method two uses the Encase tool. Encase is
preloaded with a number of file signatures that one can view
and it determines the file signatures by the search expression
which is a series of hexadecimal values in the header and
footer of a file that identifies the file type. The tool will
simply report “bad signature”.

5) Analyzing unknown files:

The objective of forensic analysis on files of unknown origin
is to determine everything about a particular file, whether are
executable or not executable. Because an executable file is
not expected to contain word documents, an attacker can
intend to hide information into another format. One method
to analyze unknown files is by using a compiler [4]

6) Live forensics:

Sometimes imaging of an entire hard drive becomes
complicated. For example, a hard drive with a size of tens of
terabytes, can take several days to make a forensic copy.
Making a forensic copy of a disk requires taking the disk
offline. In such a case a company can suffer huge financial
loss due while offline [3]. Live forensics is a technique when
one leaves the system up and running That means taking a
snapshot of the entire system, memory and disks whilst it’s
still running. However live forensics can affect other files like
file timestamps, registry entries, swap keys and memory often
checked by an hash . Given authority one can install
monitoring programs like Windows Forensic Toolchest
(WFT) prior to incidents. Another option involves running
forensic software from a USB to take snapshots in a bid to
avoid changing much of the status of the system.

7) Recovering hidden files:

Recovering hidden files can start from as simple as turning
on the hidden property of folders to show hidden files in a
Windows environment. Hidden files also include uncovering

a covert channel such as steganography, identifying slack
space and performing cryptanalysis on encrypted files. Slack
space is a type of unused space not being utilized by the actual
data from the cluster size and is used to hide data because it
does not show up in a directory or file system .Steganography
is a way of message concealment which can be applied to
pictures, audio or videos. Programs like Steg detect, Steg
break and visible noise can be used to detect steganography.

3

D. Digital Forensic Techniques

Digital fqrensms Methods Tools
Techniques
Coroners
tool Kit
A Recovering Forensics Sleuth Kit
Deleted Files Duplication Encase
Forensics
tool Kit
Production of Perf(_)rmmg .
. queries and Perlscript
B Time Stamp & -
Running find Encase
Meta Data
command
c Removing known Compare MD5 Encase
files Hashes FTK
File Signature Compare Header Sleuth K't
D S Perl Script
verification & Footer
Encase
£ String Searching Running Search Encase
& File Fragments Command FTK
.. Recovering Encase
F Q’: sgn?t(rzﬂ(\:/tli%ln History, cookies FTK
& Temp files IE History
G Email Activity C:)env(;esrittlggeesnsgll FTK
Reconstruction P Parabens
readable texts
. . Examining
H Registry Actl_wty windows system FTK_
Reconstruction . Regedit
log files
Analyzing Using comp_ller Visual C++
| ; to reveal file .
unknown files s Toolkit
originally
Steg Detect
Uncovering Steg Break
3 Recovering covert channels Frequency
hidden files Decryption Analysis
Cryptanalysis Password
Cracking

Table 1.2: List Digital Forensics Techniques [3] [5]

Il. SECURITY PROBLEMS IN THE SMARTPHONES

A. Security Problems

1) Network Sniffing:

In any of the networks used by a smartphone, it is possible to
sniff the channel, spoof information, intercept messages, or
other network attacks due to the need of being a mobile
device that in many cases cannot establish its own address
statically. This means that it is necessary to choose the data
transferred by any network and encrypt the channels. [2]
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2) Stored information controls:

Other problem is the lack of security controls in the
applications and information stored in the device. When an
application needs access to some information like contacts,
mails, messages or photos; or when an application needs to
send a message, mail, dial a number, or access to internet, the
system asks the user to grant permissions. This is a security
breach because the users can fail to follow the company’s
security polices, like the use of firewalls or data encryption;
or even does not now the possible risk when certain
permissions are given to the applications. If an application
asks for permissions it does not need, it is possible to allow
the misuse of information and compromise the company or
the user. In the worst case, if the application is a malware, its
possible to allow the lose of sensitive information stored in
the smartphone without notice. The smartphones operating
systems come from computer systems; therefore, they are
vulnerable to the same kinds of malware. [8]

3) Not encrypted media:

Another lack of control is in the stored information in the
different connected media to the smartphone. Not all the
operation systems give cryptography services by default to
the stored media in the removable devices. This means that
some applications are able to read any information in the
removable devices clearly without limitations. In some cases
this means that an application can also copy and send private
information without being noticed. [2] [8]

4) Not configurable firewalls:

The last security lack is the absence of firewall services
integrated to the operation system. This allows the attacker to
scan the device and looking for vulnerabilities. [2] The
smartphones does not have a native service to harden
firewalls policies to limit the interaction by the different
networks. The companies need to ensure that its information
is only accessible by the correct applications and users, avoid
the possible loss of data through any channel or media, avoid
the installation of malicious or unauthorized programs, and
the protection against network risks.

These problems can be more dangerous depending
of the operating system installed in the smartphone due to the
different default security policies they had implemented.
Android is an open source operating system that allows its
installation in different kinds of devices with various
hardware capabilities and every manufactured adds, changes
or removes different parts of the system, even among their
own models. Other operating systems like Apple I0S or RIM
Blackberry OS are closed to certain hardware that they
design, construct and distribute, allowing them harder
security schemas or specific services in their OS like the
revision of candidate applications to be allowed to install in
the devices, which Android does not implement in the same
depth.

B. Android Security Threads:

Android, as other smartphone Operating System, considers
the security as integral part in its design. However, it has
presented vulnerabilities that had been found and
demonstrated by researchers and others that have been
exploited by attackers. The same threats found in the modern
SO can be applied to Android. For each security level in
Android’s architecture exists the possibility of any of the
following types of attacks

— user's information subtracts

— information eavesdropping

— Unavailability of device's services and resources

— spyware and malware execution
Android threats can be classified in three mayor groups

based on where the threat is located: in an application,

website, or network.

1) Application Based:

— Spyware:  Applications that accumulate
information without the user’s approval.

— Malware: Applications that behave maliciously on a
device and exploit user’s information, consume
resources or execute unwanted tasks as send messages or
grant network access.

—  Privacy Threats: Applications that access to not needed
sensitive data to execute its task.

— Vulnerable Applications: Applications that possess a few
vulnerabilities, that can be subjugated by an attacker, can
cause various damages such as automatically download
a malware without user’s knowledge. [2]

2) Web Based:

— Phishing Scams: Disguised web user interfaces that try
to make the user give sensitive information as login
credentials.

—  Browser Exploits: The exploit of vulnerabilities in a web
browser or an application that needs to be launched via a
web browser.

— Drive-By-Downloads:  Applications
downloaded while visiting web sites.

3) Network Based:

—  Wi-Fi Sniffing: the capture and analysis of the
transmitted data of applications, websites, mail, etc. that
does not implement encryption.

— +Network Exploits: Exploit the software vulnerabilities
presented in the Operating System or software that deal
with cellular or local networks. These exploits usually do
not require any intervention from the user hence they are
considered to be most dangerous. [2]

user’s

automatically

C. Adding Security Configurations:

Considering Android’s architecture and the security threats,

it is needed to add security controls to protect all the layer of

the Operating System. To protect Android is necessary to add

controls and configurations for:

—  Firewall to filter communications.

— Activate permissions to files and processes through
MAC (selinux)

— Configure installed applications.

— Data encryption to protect information.

— Disable unnecessary services.

—  Obfuscate banners and system messages

1) Firewall:

The configuration of an Android kernel at compile time offers

the possibility to add modules for filtering of networking

datagrams (Netfilter) and their commands useful to block

incoming and outgoing network connections. Android is

based in the make compile system and uses configuration

files to setup the modules. The rules are setup like in a

computer and it is possible to execute script files at boot time

to configure this service . [2] The recommended default rules

include blocking the following cases:
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— ICMP messages

— Unused and unencrypted TCP ports

—  Unused UDP ports

— Limit the number of TCP connections requests in a
period of time.

2) Configure installed applications.

The applications to be installed in Android are specified in

the files

— build/tarjet/product/generic.mk

—  build/tarjet/product/core.mk

It is recommended to delete from the list
PRODUCT_PACKAGES the unused applications and
services. The minimum required applications in
build/tarjet/product/generic.mk
—  Certlnstaller
— LatinIME
- Mms
Settings
—  Provision
3) Add Selinux:

The execution of applications inside Android is donethrough
the Dalvik virtual machine, which isolate the applications.
However, they can share data if a permission is explicitly
granted, there for it requires a Mandatory Security
Mechanism where is inhibit the scope of control of the
applications. There-is the implementation of NSA's Selinux
for Android that allows the creation of policies that
implement this-mechanism,-however, the disadvantages that
this technology has are the learning curve for policy
administration and the version of Android which can run .
This makes necessary to include Selinux manually for
Android 2.3.7./[2]

4) Data Encryption:

It is possible to subtract from the device the application data
stored in the file system. Therefore, it is necessary to have a
mechanism to ensure the confidentiality of such files.
Android may implement this control with the tool crypt setup,
which can create encrypted file systems. It is necessary to
have installed the tool crypt setup inside the device and that
the android kernel supports the algorithm with which creates
encrypted file systems or containers. Finally the next modules
are needed inside the kernel; dm, dm-crypt and loopback for
device mapping. [2]

5) Disable unnecessary services:

The Android Linux kernel also has the possibility of disabling
services that are not necessary for the device or its
applications. This is done by editing the file init.rc and
/init.device.rc; where device is the specific device name
where Android is running. The file init.rc starts processes of
the system and the file /init.device.rc device-specific
processes. .

To secure this file is necessary to analyse each
statement and only delete the ones that does not affect the
android functionality or are not necessary, in example it is
recommended to disable Bluetooth and ADBD services. [2]
6) Obfuscate banners and system messages:

Know the services versions or error messages allow an
attacker to search vulnerabilities or develop a specific exploit
for any service running inside Android. If the applications or
services source code is available or they are handled by
configuration file it is recommended modify or delete the

messages that the services launch to hide the specific version
used. [2]

I1l. SUMMARY

With the growing demand for examination of cellular phones
and other mobile devices, a need has also developed for the
development of process guidelines for the examination of
these devices. While the specific details of the examination
of each device may differ, the adoption of consistent
examination processes will assist the examiner in ensuring
that the evidence extracted from each phone is well
documented and that the results are repeatable and defensible
in court. The information in this document is intended to be
used as a guide for forensic examiners and digital
investigators in the development of processes that fit the
needs of their workplace.

While Android forensics is still in its infancy, steps
are being made to meet the new technology. CelleBrite,
Paraben , and .XRY all currently offer some type of Android
solution and more tools will be adding support as Android
gains in popularity. Android is not just for phones either;
Adding security controls and configurations that meet the
business security policies. The vulnerabilities in Android can
compromise the information stored in the device, so it is
necessary to add encryption systems, better permissions
management, host firewall, log activities and disable
unnecessary services.
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