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Abstract— Steganography is an ability of sending hidden data 

or secret messages over a public channel securely. Audio 

steganography that improves the capacity of cover audio for 

embedding additional data. Genetic Algorithm (GA) is used 

to encode the message in the audio file. It will improve the 

security of data. The message can be transfer securely to the 

end users by using these together. 
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I. Introduction 

Steganography is used for sending secret messages for 

communication. The messages will hide over any other 

external system like audio. Audio is used for hiding the 

message then it is called audio steganography. The term 

hiding refers to the process of making the information faint 

or keeping the existence of the information secret. Any 

Steganography technique has to assure two basic 

necessities.The first requirement is perceptual transparency 

that is cover object (object containing any additional data) 

and stego object (object containing secret messages) must be 

perceptually indiscernible. The second constraint is high data 

rate of the embedded data. Transparency evaluates the 

audible distortion due to signal modifications like message 

embedding or attacking. In most of the applications, the 

steganography algorithm has to insert additional data without 

affecting the perceptual quality of the audio host signal. The 

fidelity of the steganography algorithm is usually defined as 

a perceptual similarity between the original and stego audio 

sequence. 

The RSA algorithm[5] is used for encrypting the 

message and the genetic algorithm is used for encoding the 

message and sending the message securely. The attacks are 

the hidden message and another type tries to tear down the 

hidden message. Substitution techniques are vulnerable 

against both types of attacks. The opposition who tries to 

reveal the hidden message must understand which bits are 

modified. The solution for the problem is to making more 

difficult to discover which bites are embedded by modifying 

the bits else than LSBs in samples, and selecting the samples 

to modify privately-not all samples. And the other one is 

embedding the message bits in deeper layers and other bits 

alteration to decrease the amount of the error. Intelligent 

algorithm is used for embedding the bits in the deeper layers, 

and it will alter the other bits to decrease the amount of error. 

II. METHOD 

The message can be hidden into the audio file by using the 

following two steps:  

 Encryption using RSA  

 Genetic Algorithm based Encoding. 

In the first step, the message in the text file is 

encrypted by using RSA algorithm. The sender generates the 

private key by using provided public key and RSA 

parameters. This private key is transferred to the receiver 

using secure connection. In the second step, encrypted 

message is encoded using GA [1]. The proposed algorithm 

can include the negative byte in the population generation and 

position embedding. The negative audio byte can be 

processed as 32-bit sample and the positive audio byte can be 

processed as 16-bit sample. Initially the message bit is 

embedded into the audio byte in higher LSB positions (1-8) 

for both negative and positive audio byte. This generates the 

initial population. For every audio byte in the initial 

population, the Genetic Algorithm operators are applied to 

generate next generation better-chromosomes (Audio bytes). 

Fitness function selects the best audio byte from the next 

generation better-chromosomes (Audio bytes) according to 

the fitness value. The fitness value is the LSB position value, 

which is the least difference between the original audio byte 

and the audio bytes in the next generation. If more than one 

audio byte in the next generation has same difference with 

original audio byte then, the audio byte with higher LSB layer 

can be chosen. 

III. GENETIC ALGORITHM APPROACH 

A. Alteration: 

At the first step, message bits substitute with the target bits of 

samples. Target bits are those bits which place at the layer 

that we want to alter. This is done by a simple substitution 

that does not need adjustability of result be measured [4]. 

B. Modification: 

In fact this step is the most important and essential part of 

algorithm. All results and achievements that we expect are 

depending on this step. Efficient and intelligent algorithms 

are useful here. In this stage algorithm tries to decrease the 

amount of error and improve the transparency.  

C. Verification: 

In fact this stage is quality controller. What the algorithm 

could do has been done, and now the outcome must be 

verified. If the difference between original sample and new 

sample is acceptable and reasonable, the new sample will be 

accepted; otherwise it will be rejected and original sample 

will be used in reconstructing the new audio file instead of 

that. 

D. Reconstruction: 

The last step is new audio file creation. This is done sample 

by sample. There are two states at the input of this step. Either 

modified sample is input or the original sample that is the 

same with host audio file. It is why we can claim the 

algorithm does not alter all samples or predictable samples. 

That means whether which sample will be used and modified 

is depending on the status of samples (Environment) and the 

decision of intelligent algorithm. 
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The decoding at the receiver side is done by 

extracting the position where the message bit is embedded 

and then the position value message bits are taken away from 

the audio byte. 

IV. CONCLUSION 

Steganography is a method used to transfer the messages 

securely. Secrecy of the data hiding using steganography lies 

in the process used for embedding message in audio file. The 

proposed technique ensures that large capacity of message 

can be embedded and it reduce the noise distortion. This can 

be done by together with the negative audio bytes in the 

message encoding and position embedding. GA can be used 

to increase the robustness of substitution techniques. 

Future work is stego audio is covered behind another 

cover audio file to improve the security. 
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